V2403 Series Windows Software
User’s Manual

Edition 1.0, December 2015

WWW. MO Xa. m 8

MOXANA

© 2015 Moxa Inc. All rights reserved.



V2403 Series Windows Software
User’s Manual

The software described in this manual is furnished under a license agreement and may be used only in accordance with
the terms of that agreement.

Copyright Notice

© 2015 Moxa Inc. All rights reserved.

Trademarks

The MOXA logo is a registered trademark of Moxa Inc.
All other trademarks or registered marks in this manual belong to their respective manufacturers.

Disclaimer

Information in this document is subject to change without notice and does not represent a commitment on the part of
Moxa.

Moxa provides this document as is, without warranty of any kind, either expressed or implied, including, but not limited
to, its particular purpose. Moxa reserves the right to make improvements and/or changes to this manual, or to the

products and/or the programs described in this manual, at any time.

Information provided in this manual is intended to be accurate and reliable. However, Moxa assumes no responsibility for
its use, or for any infringements on the rights of third parties that may result from its use.

This product might include unintentional technical or typographical errors. Changes are periodically made to the
information herein to correct such errors, and these changes are incorporated into new editions of the publication.

Technical Support Contact Information

WWWwW.moxa.com/Zsupport

Moxa Americas Moxa China (Shanghai office)
Toll-free: 1-888-669-2872 Toll-free: 800-820-5036

Tel: +1-714-528-6777 Tel: +86-21-5258-9955
Fax: +1-714-528-6778 Fax: +86-21-5258-5505
Moxa Europe Moxa Asia-Pacific

Tel: +49-89-3 70 03 99-0 Tel: +886-2-8919-1230
Fax: +49-89-3 70 03 99-99 Fax: +886-2-8919-1231

Moxa India
Tel: +91-80-4172-9088
Fax: +91-80-4132-1045



Table of Contents

[l ) 1 oo [ Lo 1 o] o [ PP 1-1
STo) TV (I @] g oo T=T o £ Y 1-2
) V2S1 (=T 0 o T F Vi A =1 = e ] o P 2-1
L Y= VT PP 2-2
L Ta A =N L4 g To IO EY=T g ST= ] 1 g T PP 2-2
Configuring the Serial INTer acCe .. ..o ettt et et e e e et e e e eaneaneanenn 3-1
Configuring the Serial INterface MOE. ... ...ttt 3-2

Changing a Beginning COM Number

[=1aT=1e] I aTe I =g g] o <To [o [=To T | =T (=T
Enhanced Write Filter
OVEIVIEW...eneieiiiieiiieeeie e
Enabling Enhanced Write Filter
Committing Data and/or Disabling EWF
FIle-Based W Filer ... e ettt ettt ettt et et et e et a et et eeaae
Configuring File-Based Write Filter. ... ... e ettt ettt e e ae e aneaaens
Excluding Files from FBWEF ProteCiON .. ...ttt ettt et ettt ettt et e et et e e e e e e e eaneans
Managing Temporary Files Cached in the OVErlaY .......co.iiiiiiii i e e aneanes 4-10

= T ] 0] 1= S
ST 4 = I T a1 = - Lo =
Digital Input/Output
RTAT 2= (X T o T PP
Power Control
Power Reset.........

Module Card .........

L A= YT
Installing the Cellular Module Driver for the MC-9090, MC-7304, MC-7354
Installing the Cellular Module Dial Utility .....ccooeviiiieiiiie e

Cellular Module ConfIQUIATION ...ttt ettt ettt ettt ettt e e e e eeaes
Installing the WPEA-252N1'S WIFi MOAUIE DIIVET ... ...ttt et ettt e e anene
KVAY L YT Yo 18 | TSI @] o) o U] = X o (o o
Choosing the Gateway when WiFi and Cellular are Connected at the Same Time......c.ccoiiiiiiiiiiiiiiiiiiiianann. 6-11

S £51 L= T ST o0 1 7Y o 7-1
L0 =T YT PP 7-2
Setting Up the RECOVENY ENVIFONMENT . ...ttt et ettt ettt et ettt et et e e e e e e e eneanenes 7-2

[Tt 0 )Y L=T Y 0T =To LB 7-2
Saving the System Image t0 the USB DIIVE ...ttt e eens 7-10

g o Y=ot & 1Y =T 1Y, T ' 11 o ] 1 T S 8-1



1

Introduction

Thank you for purchasing a Moxa V2403 panel computer running the Windows 7 Embedded operating system.

The Windows 7 Embedded OS provides a simple and familiar development environment for a variety of
industrial applications.

O Software Components
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Software Components

The following software components of the Windows Embedded Standard 7 OS come pre-installed on the V2403
computer.

Windows Embedded Standard 7
Core OS:

* 64-bit supported

= Remote Client

= Remote Procedure Call

Applications and Services Development:
= Remote Desktop Protocol 7.1

= COM OLE Application Support

= COM+ Application Support

* MSMQ

Internet Services:

= Internet Explorer 8

«1IS7.0

File Systems and Data Storage:

= Windows Data Access Components

= Windows Backup and Restore
Diagnostics:

= Common Diagnostic Tools

« Problem Reports and Solutions

Fonts: Western, Middle Eastern, South East Asian, and South Asian Fonts
Graphics and Multimedia:

= MPEG Layer-3 Audio Codecs (MP3)

= MPEG4 Decoders

= DirectX and Windows Device Experience
Management:

= Group Policy Management

= Windows Management Instrument (WMI)
« Windows Update

Networking:

= Extensible Authentication Protocol (EAP)
= Internet Authentication Service

= Telnet Server

= Bluetooth

= Domain Services

= Network Access Protection

= Network and Sharing Center

« Quality of Service

= Remote Access Service (RAS)

= Telephony API Client

= Windows Firewall

« Wireless Networking

Security:

= Credential Roaming Service

= Credentials and Certificate Management
« Windows Authorization Manager (AZMAN)
= Windows Security Center

= Active Directory Rights Management

* Security Base

* Encrypted File System (EFS)
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Embedded Features:

= Enhanced Write Filter (EWF)

= File-Based Write Filter (FBWF)

* Registry Filter

= WSDAPI for .NET

Embedded Self-Health Diagnostic Software: Moxa Proactive Monitoring & Moxa Smart Recovery
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System Initialization

In this chapter, we describe how to initialize the system settings on the V2403 embedded computer when

booting up for the first time.
The following topic is covered in this chapter:

O Overview

O |Initializing User Settings
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Overview

Similar to using a laptop computer for the first time, you need to specify a user name and create a user account
to start using the V2403 embedded computer. Follow the procedure described in the next section.

NOTE If you perform a system recovery on the V2403 embedded computer, the system automatically resets to the
factory defaults. You must initialize the user settings again.

Initializing User Settings

1. When you turn on the embedded computer for the first time, enter a user name for the computer.

@ o SetUp Windows:

£7 Windows Embedded
Standard 7

Choose a user name for your account. Your computer's name is managed by your organization's
system administrator,

Type 2 user name (for example, John):

Copyright @ 2010 Microsoft Corporation. All rights reserved.
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2. Type a password and retype the password to confirm.
You may also type a password hint that you can refer to if you forget your password. If you do not want to
set a password, leave all three fields blank. Click Next to continue.

@ o SetUp Windows

Set a password for your account
Creating a password is a smart security precaution that helps protect your user account from
unwanted users. Be sureto remember your password of keep it in a safe place.

Type a password (recommended):

Retype your password:

Type 2 password hint:

Choose a word or phrase that helps you remember your password,
I you forget your password, Windows will show you your hint.

3. Select a Windows update option.

G 4 et Up Windows

Help protect your computer and improve Windows automatically

Use recommended settings
Tnstal updates, help maks safer check

online for solutions to problems, and help Microsoft improve Windows.

@ Install important updates only

Only install security updates and other important updates for Windows.

@ Ask me later
Until you decide, your computer might be vulnerable to securiy threats,

Leam more sbout each option
When you install updates only, is sentto
Microsoft. The information is not used to identify you or contact you. To turn off these settings
Iater, search for "Turn off recommended setting’in Help and Support. Read the privacy statement
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4. Select the computer’s current location, and review the time and date settings.

Windows automatically applies the appropriate network settings based on the type of network you select.

@ 4 setUp Windows

Select your computer's current location

This computer is connected to a network. Windows will automatically apply the correct network
settings based on the network's location.

Home network
t IF all the computers on this network are at your home, and you recognize them, this is a

trusted home network. Don't choose this for public places such as coffee shops or
airports.

Work network
I all the computers on this network are at your workplace, and you recognize them, this

is a trusted work network. Don't choose this for public places such as coffee shops or
airports.

Public network
B If you don't recognize al the computers on the network (for example, you'rein a coffee

shop or airport, or you thisisa

¥ you aren't sure, select Public network.

5. When the Windows desktop screen appears, you can start using your V2403 embedded computer.

oxa, Your Trusted Partner
in Industrial Computing Solution

10:03 AM

© e
% & gonms | |
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Configuring the Serial Interface

This chapter describes how to configure the serial interface on the V2403 embedded computer.
The following topics are covered in this chapter:

O Configuring the Serial Interface Mode

O Changing a Beginning COM Number
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Configuring the Serial Interface Mode

Complete the following steps to configure the serial interface mode:

1. From the Start menu, right click Computer > Manage.

Documents

Pictures

Music

Games

Compuj

Open
Manage I

Contro

Map network drive...

Disconnect netwark drive..,

Show on Desktop

Rename

» All Programs Properties

= 2 [ —
| Search programs and files D | Shut down | »

2. In Computer Management, select Device Manager, expand Multi-port serial adapters, right click the
port for which you would like to set the mode, and then click properties.

e

File Action View Help
e« HEE HE & F &%

(A Computer Management (Local|| 4 52 MOXA-AAMOINFTPL

4 '[[’j Systern Tools b /M Computer
H @ Task Scheduler s Disk drives
> @] Event Viewer » B Display adapters
> 2| Shared Folders >-ﬂ<'.=‘0 Hurnan Interface Devices
o % Lecal Users and Groups s g IDE ATA/ATAPI controllers
Gl Dadacaancs o 25 Keyboards
. a4 Device Manager b --B Mice and other pointing devices
4 D[ > - Menitors
= Disk Management o mF MOXA Embedded Drivers
[> ::'¢ Services and Applications ' Mu ti-port seria aaapters I
R Li 0] TRy
..... 1‘}‘: UPd Update Driver Software...
..... ‘i’ UPc Disahle
. I UPg Uninstall
> ¥ Networ
s -[l5 Otherd Scan for hardware changes
» B Portabl
- P rti
>--1? Ports (CM_

b I} Processors

b -% Sound, video and game controllers
> 18 System devices

b - E Universal Serial Bus controllers -
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3. Select the Ports Configuration folder, and then click Port Setting.

.
UPort 11501 Properties [
- Ports Corfiguration | Driver | Dietails

|Port COM Mo. | Fast Flush | Interface

0K || Cancsl

4. Check the Port number and select the mode you want to set. Click OK to complete the UART mode setting.

rP‘urtl —— e g

I [

[T auto Enumerating COM Mumber

Fast Flush * Enable
™ Dizable

[ Set the change to all ports
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Changing a Beginning COM Number

Complete the following steps to change a beginning COM number:

1. Open the Start menu, and then under MOXA UPort 1100 Series Windows Driver click UPort 1100
Series Configuration Utility.

b

'@ Default Programs
./ Desktop Gadget Gallery
':é Internet Explorer (64-bit)
& Internet Explorer
2] Windows Update Documents
- KPS Viewer
| Accessories Pictures
| Games

b Intel Music

. Maintenance L.
| MOXA UPort 1100 Series Windows Driver IRt

| UPort 1100 Series Configuration Utility
. Version info

J Startup

J Subsystemn for UNIX-based Applications

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support
Back

Search programs and files Shut down || »

2. Click View Settings.

USE Device Configuration Tool ==

-Devices Configuration

[ Enable Fixed-base COM Mode

Select a beginning COM number ICOMI _J

View Settings

Help oK l Cancel l
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3. In View Settings, you can check which ports Windows is using for a MOXA Serial port; click OK to exit.

-
View Settings u

- UPort 11501 -
. L.MOXA USB Serial Port (COM1)
- UPort 11501
© L.MOXA USB Serial Port {COM2)
= UPort 11501
. L.MOXA USB Serial Port (COM3)
- UPart 11501
‘... MOXA USE Serial Port {COM4) e,

m

1

| QK ]

4. Select the Enable Fixed-base COM Mode checkbox, select a beginning COM number, and then click OK
to complete the setting.

r -
j" USE Device Configuration Tool L= e

—Devices Configuration

¥ Enable Fixed-base COM Mode

Select a beginning COM number ComM1 ;!
ComMi1 "
view Settngs | cova
| COM3 =
ﬂElp -

5. Click View Settings again to check that the beginning COM number was changed, and then click OK to
exit.

-
View Settings g

- UPert 11501 -
. .- MOXA USB Serial Port {COM2)
= UPort 11501
. .- MOXA USB Serial Port {COM3)
= UPort 11501
. L. MOXA USB Serial Port (COM4)
- UPort 11501
‘... MOXA USE Serial Port {COMS) e,

m

1

i Ok i
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Enabling Embedded Filters

In this chapter, we describe how to enable the V2403’s embedded filters.
The following topics are covered in this chapter:

O Enhanced Write Filter
» Overview
» Enabling Enhanced Write Filter
» Committing Data and/or Disabling EWF
O File-Based Write Filter
» Configuring File-Based Write Filter
» Excluding Files from FBWF Protection
» Managing Temporary Files Cached in the Overlay
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Enhanced Write Filter

Overview

Enhanced Write Filter (EWF) enables you to protect a volume from unauthorized writes by making the main
operating system (OS) drive a write-protected volume, effectively making the system a read-only system for
most users. This provides much stronger protection against malicious computer attacks (such as trojans,

worms, and viruses).

Enhanced Write Filter (EWF) allows Windows 7 users to protect data on their storage drive from permanent
changes of any sort, at the lowest level of hardware protection available: the bit level. EWF allows the OS to
boot from the hard disk, but protects the system by creating a virtual file system called an overlay. All writes
to a EWF-protected volume (the hard disk in the following figure) are only recorded on this virtual overlay (the
EWF Volume in the following figure), which is stored independently in random access memory (RAM).

Because EWF does not write data directly to the hard disk but instead only records system writes to this virtual
RAM overlay, any data that is “written” during system operation will disappear upon the next re-boot. This
approach allows the system to operate as if it is writeable when in reality all OS and user-space file systems are

stored in a permanent, read-only state.

If required, data written to the overlay can be committed to the protected volume, but this requires additional

setup and permissions that can only be granted by the administrator.

The following figure shows an overview of the EWF structure.

File readinite File readfiwite File readfnrite

T T

CDFS [ wrs | FAT
R
) L & |
R
B Gi EWF Yolume
Read & Read *
. | _ il Commit
| CDRom dass diver Dizk dass driver -l-
i i |
|Head
| L irite
R g
E I-Tarita Hard disk

CORCM

For more detailed information about EWF configuration and usage, refer to the following resources:

= Visit Microsoft's EWF Volume Configuration help pages.

= See Microsoft's EWF overview on the official Microsoft EWF help pages.
= See Microsoft’s detailed description of EWF modes on the EWF help pages.
= See Microsoft's detailed description of the EWF API.

e For EWF commands, refer to the MSDN web site:
http://msdn.microsoft.com/en-us/library/ms940853%28v=winembedded.5%29.aspx
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Enabling Enhanced Write Filter

Follow these steps to enable Enhanced Write Filter:

1. To open EWF, double-click the padlock icon in the system tray.

You may need to show hidden icons in the system tray.

wVolumel Disabled
C: Disabled

Sincere ¢

2. In the Volume Information area, select the partition you want to enable write-protection on and click
Configure....

| Enhanced Write

Volume information

MName COverlay Type State Pending Command

Jglumed BAMBeg) Disahled Rio o
IC: RAM (Reg) Disabled Mo command I

HORM information Qwverlay information
HORM state: Digabled Cwerlay size:

Space avaiable:

Configure... Show overlay details...

Close
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Enabling Embedded Filters

3. The Configuration dialog box appears. Select Enable from the Pending command drop-down list and click

OK.
P o)
Enhanced Write Filter S
Configuration
Mame Cverlay Type  State Pending Command
..Volume 1 RAM {Req) Disabled Mo command
{ii= RAM (Req) Disabled Enable
Pending command: I[Enable =
|:| HORM support
[ 0K ] [ Cancel ] [ Apply ] [ Help
— — —_—— = —

4. Reboot the system.

Log into the system and verify that the padlock icon in the system tray indicates that the drive volume is
locked with EWF.
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Committing Data and/or Disabling EWF

Perform the following steps to write (or commit) data to a EWF-enabled drive.

NOTE You must have administrator privileges to commit data to the drive.

1. Double-click the padlocked drive in the system tray.
You may need to show hidden icons in the system tray.

wVolumel Disabled
¥ C: Enabled

2. In the Enhanced Write Filter: Overview dialog box, select the drive you want to configure and click
Configure.

Enhanced Write Filter:

Volume information

MName Cverlay Type State Pending Command

RAM (Reg) Enabled Mo command

HORM information CQwerlay information
HORM state: Disabled Cwerlay size:

Space available:

Configure...
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3. In the Enhanced Write Filter Configuration screen, select a drive volume; then, select an option from the

Pending Command drop-down list:
. No Command

. Disable: Disables EWF on the selected drive. Select the “commit” checkbox and reboot the system for

the changes to take effect.

. Commit: Writes all current system changes to the hard drive.

Enhanced Write Filter @
Configuration
Mame Overlay Type  State Pending Command
... Wolume1 RAM (Reg) Disabled Mo command
[ RAM (Reg) Enabled Disable

Pending command: | Disable

D HORM support

[ CK ] [ Cancel ] [ Apply ] [ Help

e Commit and Disable Live: Writes all current data and changes to the system, and also turns off EWF
on the selected drive (so that all future data and system changes will also be committed to the drive).
The system does not automatically reboot if you select this option.

—
Enhanced Write Filter [
Configuration
MName Overlay Type  State Pending Command
| . Wolume 1 RAM {Re Dizabled Mo command
[ RAM (Reg) Enabled Mo command
Pending command: | Mo command hd
Mo command
Disable
Commit
Commit and disable live
|:| HORM support
o] e ) [ oy
L% — e— i ee— L s —" T
NOTE For detailed information, go to the Microsoft website at

http://msdn.microsoft.com/en-us/library/ff794092(v=winembedded.60).aspx.
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File-Based Write Filter

This section describes how to use the File-Based Writer Filter (FBWF). Note that when Enhanced Writer Filter is

enabled, the File-Based Writer Filter function will not work.
According to Microsoft:

“File-Based Write Filter (FBWF) allows the Windows Embedded platform to maintain the appearance of read
and write access on write-sensitive or read-only storage. FBWF makes read and write access transparent to
applications.

Writing to storage media may be undesirable or impossible in embedded devices. FBWF redirects all writes
targeted for protected volumes to a RAM cache called an overlay. Used in this context, an overlay is similar to
a transparency overlay on an overhead projector. Any change made to the overlay affects the picture as seen
in the aggregate, but if the overlay is removed, the underlying picture remains unchanged.”

FBWF supports an advanced ESF feature, which allows users to specify which directory to write data to. The
default directory is c:\temp. The advanced feature allows you can read/write data to disk without committing
an action.

Configuring File-Based Write Filter

Complete the following steps to enable the File-Based Write Filter (FBWF) feature. Although you can enable
FBWF and EWF on the same computer, FBWF does not protect a volume that is already protected by EWF.
Similarly, EWF does not protect a volume that is already protected by FBWF.

NOTE Before using FBWF, make sure that you disable EWF.
1. Double-click the padlock icon in the system tray.
You may need to show hidden icons in the system tray.
NOTE When disabled, the EWF and FBWF icons in the system tray look the same. To verify that you have opened the

correct writer filter program, check the screen title.

Protected:
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2. In the File Based Writer Filter: Overview screen, click Configure.

File Based Write Filter: Ovenview

=

Current  After restart
State Disabled Disabled
Cache compression Disabled Disabled
Cache pre-allocation Disabled Disabled
Cache threshold 128MB 128 MB
Protected volumes
Show exdusion list... [ Configure... ]

Show cache content...

Runtime information:

RAM used for directory structure: 0 bytes

RAM used for file data: 0 bytes

Cloze

3. To enable FBWF protection on a storage drive, perform the following actions:

a. Select Filter state enabled and Cache pre-allocation enabled.

b. In the Volume Configuration area, select the storage drive you want to protect and click Protect.

c. Click Apply or OK.

ation | Excusion List | Cache Content | I B

A Write mﬂw

Filter‘configuration
IEJEFllter state enabled I

Cache compression enal#ed

l [¥] Cache pre-allocation enabled I

Cache threshold: 128 = MB

Volume configuration

Volumes State After reboot

...bbf71292-a... Unprotected Unprotected

Currently: Disabled

Currently: Disabled

/e

|1 Apply

Help

NOTE

To minimize memory usage on the overlay cache, select Cache compression enabled. However, cache
compression decreases performance when accessing protected volumes.

Select Cache pre-allocation enable to set the memory space available for the overlay cache when the

system starts up, instead of adjusting it as needed.

You cannot enable cache pre-allocation and cache compression at the same time.

The cache threshold field sets the amount of memory that can be used by the write filter for the overlay

cache. The default value and size limits for the overlay cache vary depending on the operating system.
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4. Reboot the system.

5. Log into the system and verify that the padlock icon in the system tray displays a number and indicates that

FBWEF is enabled on a drive. The following figure shows an example.

| Protected:
e

sincere

g

Excluding Files from FBWF Protection

1. Double-click the FBWF icon in the system tray.
You may need to show hidden icons in the system tray.

2. In the File Based Write Filter: Overview window, click Configure.

File Based Write Filter: Overview ==

Current  After restart

State Enabled Enabled
Cache compression  Disabled Disabled
Cache pre-allocation Enabled Enabled
Cache threshold 128MB 128 MB

Protected volumes  C: [of

[ Show excusion list... [ Configure...

’ Show cache content... ]

Runtime information:

RAM used for directory structure: .47 MB

RAM used for file data: 13.5MB

Close

4-9
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3. Click the Exclusion List tab and configure the following fields:
= Volume name — Select a drive volume from the drop-down list.

= Add path — click the ellipsis (...) button to select a directory or file you want to exclude from FBWF
protection; then click the + button. The system displays the selected directory or file in the Path table.

[ File Based Write Filter ||

- Exdusion List | Cache Content

Path
I Program Files\CMAK \cmak. exe Exduded after reboot I

Add path:  \Program Files\CMAK\crnak.exe E] Remave

[ OK J [ Cancel ] [ Apply ] [ Help ] :

4. Click the Cache Content tab and click Apply and OK

File Based Write Filter

| Configuration | Exdlusion Lisiﬂ Cache Content |I
———
Volume name:

Path Cache size

Yinetpub\temp'\appPools\APC2F78. tmp F2.0KB
ProgramData\Micro. .. \SystemIndex. 1.Crwl 4.00 KB
ProgramData'Micro... \SystemIndex. 1.gthr 4.00 KB
ProgramData\Microsoft\Search. .. \M55.chk &.00KB
ProgramData\Microsoft\Search. .. \M55.log 8.00 KB
ProgramDataMicrosoftise. .. \Windows. edb 512 KB

ProgramData\Microsoft\Search. .. \tmp.edb 8.06 MB
Windows'bootstat.dat 4.00 KB
Windows'infsetupapi.dev.log 56.0 KB
Windows'prefetch \AgGIFaultHistory .db 4.00 KB

Add to exdusion list Restore Commit

a]) o) [ o0

5. Reboot the system to make the changes take effect.

Managing Temporary Files Cached in the Overlay

1. Onthe Cached Content tab, you will see all the files currently cached in the RAM overlay. Three commands
are available:

e Commit: Save a file from the cache to permanent storage, delete the file from the overlay, and
overwrite the original file.

. Restore: Return the file to its original state, remove the file from the overlay cache and discard the
changes that added the file to the cache.

4-10
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. Add to exclusion list: Adds the file to the exclusion list after the next restart. This will delete the file
from the cached overlay and replace the current file in permanent storage with the modified cache file.

| Configuration | Exdusion List| Cache Content |

Path Cache size 2t
linetpubtempappPools\APC 2F 78, tmp

ProgramDataiMicro... \SystemIndex. 1. Crwl 4.00 KB
ProgramData\Micro. .. \SystemIndex. 1.gthr 4.00 KB I
ProgramData\Microsoft\Search. .. \MS5.chk 2.00 KB
ProgramDataMicrosoft\Search. .. \MS5.log 2.00KB
ProgramData\Microsoft\Se. . . \Windows.edb S512KB
ProgramData\Microsoft\Search. .. \tmp.edb .06 MB
Windows'bootstat.dat 4.00 KB
Windows'infsetupapi.dev.log 56,0 KB
Windows'prefetch \AgGIFaultHistory.db 4.00KB e

’ Add to exdusion list ” Restore ]I Commit I

[ 0K ” Cancel ] Apply

The most common usage of the Cache Content filter will likely be to permanently write content to the hard
drive. To do this, select the file you wish to write to permanent memory and click on the commit button.
This will delete the file from the cached overlay and replace the current file in permanent storage with the
modified cache file.

Keep in mind that committing a configuration or application file will permanently alter the setup and/or
performance of the application or system.

File Based Write Filter =3

| Configuration | Exdusion List| Cache Content |

= st e S
[Errrr——rT |

e 200 TIES 7 T Vi MIanagement] ool Oper. - TO0rD

... \W2408WES7_FBWFManagementTool_Oper... 4,00 KB

... \W2408WES7_FBWFManagementTool_Oper... 4,00 KB

... \W2406WES7_FBWFManagementTool_Oper... 4.00 KB

.. \W2406WES7_FBWFManagementTool_Oper... 938 KB

... \W2408WES7_FBWFManagementTool_Oper... 16.0KB

... \W2408WES7_FBWFManagementTool_Oper... 48.0 KB

... \W2406WES7_FBWFManagementTool_Oper... 16.0KB

l | [ - | [

[ Add to exdusion list ] [ Restore i [ Commit ] I

Cox Jlew ]

For more details about FBWF configuration and usage, refer to the Microsoft help file that came with your
computer, or go to the following websites:

= Microsoft’s FBWF Installation and Configuration help pages.

= Microsoft’s FBWF overview on the official Microsoft FBWF help pages.
= Microsoft’s detailed description of FBWF features on the FBWF help pages.
= Microsoft’s detailed description of the FBWF API.
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Examples

This chapter provides examples to illustrate how to use the V2403 computer for a variety of applications.

The following topics are covered in this chapter:

a

a
a
a
a

Serial Interface
Digital Input/Output
Watchdog

Power Control

Power Reset
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Serial Interface

1. Copy the following files from the software CD/DVD to a folder on the V2403.
< mxsp.dll: Examples\V2403-W7E_V1.0-Example\3.lib\mxsp\x64\
« mxusapi.dll: Examples\V2403-W7E_V1.0-Example\3.lib\mxusapi \x64\
« UartMode.exe: Examples\V2403-W7E_V1.0-Example\Release\x64\

2. Execute UartMode.exe.

B | Dvfileh Project\w2403 examplelxdd' ] uart\UartMode.exe || =l @

Serial Interface Test Program
(@A) Exit Program
(1> Display Serial Interface
(2> Set Serial Interface

3. Type 2 to set the serial interface, and then follow the on-screen instructions.

1 DAfilehProject\w2403\ examplelubdhl uart\UartMode.exe || = @

Serial Interface Test Program
(A» Exit Program
(1> Display Serial Interface
(2> Set Serial Interface
2
Input the Port Number <1 ™ 4> =
il

Input the value (B:R8232, 1:R5422, 2:R5485-2l, 3:RS5485-4U > =
Bet serial interface success?
Serial Interface Test Program

¢A» Exit Program

(1> Display Serial Interface

(2> Set Serial Interface
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4. Type 1 to display the current serial interface settings.

i | D:\file\Projectiv2403\examplelu@idil.uart\UartMode.exe = | E |23

Serial Interface Test Program
(B> Exit Program
(1> Display Serial Interface
(2> Set Serial Interface

R5485-2U

R8232

R8232

R8232

Serial Interface Test Program

(@A» Exit Program

¢1» Display Serial Interface

(2> Set Serial Interface

Digital Input/Output

1. Copy the following files from the software CD/DVD to a folder on the V2403.
= mxdgio.dll: Examples\V2403-W7E_V1.0-Example\3.lib\mxdgio\x64\
* mxGenerallo.dll: Examples\V2403-W7E_V1.0-Example\3.lib\MxGenerallo\x64\
< DIO.exe: Examples\V2403-W7E_V1.0-Example\Release\x64\

2. Execute DIO.exe.

i | Da\file\Project\v2403\ exarmplelxd4\2.dio\DIO. exe = | = 2]

UART Mode Test Program
(A» Exit Program
C1>» Display DIN
(2> Display DOUT
(3> Set DOUT value
(4» Display both DIN and DOUT
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3. Type 4 to display the current DI and DO values.

4.

5.

7 | D:vfileh Project\w2403 exampleladd’ 2. dic\ DIO.exe

UART Mode Test Program
(B> Exit Program
1> Display DIN
C2» Display DOUT
(3> Set DOUT value
(4» Display both DIN and DOUT

1
1
1
1

» Doutd
» Doutl
- Dout2
» Dout3d

-

Mode Test Program
(@A) Exit Program
1> Display DIN
(2> Display DOUT
(3> Set DOUT wvalue
¢4» Display both DIN and DOUT

Type 3 to set the DOUT port number, and then follow the on-screen instructions.

5| Davfileh Project\w2403 examplelod 2, dioh\DIO. exe

LUART Mode Test Program
(@A) Exit Program
(1> Display DIN
€2» Display DOUT
(3> Set DOUT wvalue
: (4> Display both DIN and DOUT

Input the Port Humber (B ™ 3> =
5]
8

Input the value <A or 1> =
et digital output success?

LUART Mode Test Program
» Exit Program
C1>» Display DIN
€23 Display DOUT
(3> Set DOUT value
C4» Display both DIN and DOUT

Type 4 to check if the port value was set correctly.

1" DAfile\Project\w2403\ examplelxbd' 2. dio\DIO . exe

UART Mode Test Program
A» Exit Program
C1>» Display DIN
(2> Display DOUT
(3> Set DOUT value
(4» Display both DIN and DOUT

a
1
1
1

» DoutB
» Doutl
» Dout2
» Dout3

o
[Eyyy.
o

Mode Test Program
¢A» Exit Program
1> Display DIN
C2» Display DOUT
(3> Set DOUT value
(4> Display both DIN and DOUT
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Watchdog

1. Copy the following files from the software CD/DVD to a folder on the V2403.
< mxdwg.dll: Examples\V2403-W7E_V1.0-Example\3.lib\mxdwg\x64\
« mxGenerallo.dll: Examples\V2403-W7E_V1.0-Example\3.lib\MxGenerallo\x64\
e Watchdog.exe: Examples\V2403-W7E_V1.0-Example\Release\X64\

2. To prevent the system from rebooting, press [Enter] at least once every 10 seconds; otherwise, the system

will reboot automatically.

B | D\Project'w2201\example\d. Watchdog\WatchdogExample.exe =e= @

"ENTER" in seconds
to exit
"ENTER" in seconds
to exit
"ENTER" in seconds
to exit
"ENTER" in seconds
to exit
"ENTER" in seconds
to exit
"ENTER" in seconds
to exit
"ENTER" in seconds
to exit
"ENTER" in seconds
to exit
"ENTER" in seconds
to exit

3. To stop the watchdog, press q to exit the program

Power Control

In this section, we illustrate how to use the test utility to control power through the mini-PCIE interface.

1. Copy the following files from the product software DVD.
* mxgpio.dll: Examples\V2403-W7E_V1.0-Example\3.lib\mxgpio\x64\
e mxGenerallo.dll: Examples\V2403-W7E_V1.0-Example\3.lib\MxGenerallo\x64\
= PowerCtrl.exe: Examples\V2403-W7E_V1.0-Example\Release\x64\

2. Execute PowerCtrl.exe.

i | D:\file\Project\v2403\exampleldd\3. powerctl\PowerCirl.exe = | E |23

Mini PCIE Power Contol Test Program
(B> Exit Program
(1> Display Power condition
(2> Set Power onsoff
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3. Type 1 to display the current power status.

i | D:\file\Project\v2403\exampleldd\3. powerctl\PowerCirl.exe = | E |23

Mini PCIE Power Contol Test Program
(B> Exit Program
(1> Display Power condition
(2> Set Power onsoff

Mini PCIE Power Contol Test FPFrogram
(A» Exit Program
(1> Display Power condition
(2> Set Power on-soff

4. Type 2 and follow the on-screen instructions to set the power value.

When you set the power value to 0, the power turns off.
When you set the power value to 1, the power turns on.

® | Devfile\Project\w2403\ example\xddh 3 powercthPowerCtrl.exe || =l @

Mini PCIE Power GContol Test Program
(@A) Exit Program
(1> Display Power condition
(2> Set Power onsoff
il
Socketl dis on
Bocket2 iz on

Mini PCIE Power Contol Test Program
(A» Exit Program
(1> Display Power condition
(2> Set Power onsoff

2
Input the Socket Humber €1 ™ 23 =
il

Input B or 1 <A = OFf, 1 = On>» = A
Bet Power success?

Mini PCIE Power Contol Test Program
¢@» Exit Program
(1» Display Power condition
(2> Set Power onsoff
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Power Reset

In this section, we illustrate how to use the test utility to reset the power through the mini-PCIE interface.

1. Copy the following files from the product software DVD.
< mxgpio.dll: Examples\V2403-W7E_V1.0-Example\3.lib\mxgpio\x64\
« mxGenerallo.dll: Examples\V2403-W7E_V1.0-Example\3.lib\MxGenerallo\x64\
» PowerRst.exe: Examples\V2403-W7E_V1.0-Example\Release\x64\

2. Execute PowerRst.exe.

B | Dvfileh Project\w2403\ examplelxdd'd . powerreset\PowerRst.exe || =l @

Mini PCIE Power GContol Test Program
(@A) Exit Program
(1> Display Power reset condition
(2> Set Power

3. Type 1 to display the current power reset status

-

11 DAfile\Project\w2403\ examplelxbd'\d. powerreset\PowerRst.exe || = @

Mini PCIE Power Contol Test Program
(A» Exit Program
(1» Display Power reszet condition
(2> Set Power
il
Socketd iz waiting for reset.
Socketl i= waiting for reset.

Mini PCIE Power Contol Test Program
(@A) Exit Program
¢1» Display Power condition
(2> Set Power onsoff
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4. Type 2 and follow the on-screen instructions to set the reset pin.

B | Dvfileh Project\w2403\ example\x64'd . powerreset\PowerRst.exe = @

Mini PCIE Power Contol Test Program
(B> Exit Program
(1> Display Power reset condition
(2> Set Power

2
Input the Socket Mumbher (A ™ 13 =
&)

Input B or 1 = 8

Mini PCIE Power Contol Test Program
(@A) Exit Program
¢1» Display Power condition
(2> Set Power onsoff

5-8



6

Module Card

In this chapter we discuss installation and usage of the software utility.
The following topics are covered in this chapter:

Overview

Installing the Cellular Module Driver for the MC-9090, MC-7304, MC-7354
Installing the Cellular Module Dial Utility

Cellular Module Configuration

Installing the WPEA-252N1’s WiFi Module Driver

WiFi Module Configuration

aQaoaaoaaaoaa

Choosing the Gateway when WiFi and Cellular are Connected at the Same Time
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Overview

Moxa provides MC-9090, MC-7304, and MC-7354 cellular modules, and WPEA-252NI WiFi modules, all of which
are pre-tested with the V2403.

The files that are needed are located in the folder named after the corresponding module, in the
\driver\V2403-W7E_V1.0_Expansion_Module\x64\Modules folder

Installing the Cellular Module Driver for the
MC-9090, MC-7304, MC-7354

1. Run driver\V2403-W7E_V1.0_Expansion_Module\x64\Modules\MC-9090\Build4208.exe to
begin the installation and click Next.

Fa* Mobile Broadband Driver Package V6.4.4208.0003 SRR

Welcome to the Mobile Broadband
Driver Package Setup

Setup will guide you through the installation of Mabile
Broadband Driver Package.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue.

SIERRA

WIRELESS”

Mext = ] [ Cancel

2. Click 1 Agree to accept the license.

Fa* Mobile Broadband Driver Package V6.4.4208.0003 [ = ﬁ

License Agreement
. Please review the license terms before installing Mobile
iy Y Broadband Driver Package.

Press Page Down to see the rest of the agreement.

End-User License Agreement i
ATTENTION: Please carefully read this Agreement. (4

By selecting “Agree” or “l accept the terms in the license agreement” andior
installing, activating and/or using this Software, YOU indicate that YOU have
read, understood and accepted the provisions of this Agreement, and that
YOU have the authority to enter into this Agreement on your own behalf or on
behalf of the entity that you represent.

If YOU do not accept or aaree to these provisions, or do not have the

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Mobile Broadband Criver Package.

[ I Agree ] [ Cancel
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3. Click Finish to complete the installation.

P o
Fa* Mobile Broadband Driver Package V6.4.4208.0003 e

SIERRA

WIRELESS™

Completing the Mobile Broadband
Driver Package Setup

Mobile Broadband Criver Package has been installed on your
computer,

Clidk Finish to dose Setup.

< Back Cancel

Device Manager to verify.

4. The system should locate the new hardware and install the driver automatically. Check the Windows

;é'-‘ Computer Management
File Action View Help

«= |76 HE

;&! Computer Managernent (Local
4 '[[’u!; System Tools
P @ Task Scheduler
[ @ Event Viewer
I @zl Shared Folders
[ ;-El Local Users and Groups
3 @ Performance
=4 Device Manager
4 g Storage
=% Disk Management

[ fqg Services and Applications

4 1%y MOXA-GIGPSLFSEQ
[ -/M Computer
I =y Disk drives
[ --'g Display adapters
[» !:ﬁ Human Interface Devices

[» 22 Keyboards
L

Mice and other pointing devices

= Modems

; L. Sierra Wireless WWAN Modem
[ K MOXA Embedded Drivers
AE" Metwark adapters

Realtek PCle GBE Family Controller
Realtek PCle GBE Family Controller £2

Qualcomm Atheros ARI580 Wireless Metwork Adapter

Sierra Wireless Moebile Broadband Metwork Adapter

b Y3 Ports (COM & LPT)

> n Processors

- -E¥ Ramdisk

I % Sound, video and game controllers
[» {:— Storage controllers

[+ -jM System devices

[ i Universal Serial Bus controllers
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Installing the Cellular Module Dial Utility

1. Run

driver\V2403-W7E_V1.0_Expansion_Module\x64\Modules\MC-9090\Skylight64_Generic.msi

to begin the installation and then click Next.

P E 3 - ™
ﬁ' Sierra Wireless Skylight u

Welcome to the InstallShield Wizard for Sierra
::.'f’,-w. Wireless Skylight Build 4260

'
SIEHHQ\

WIRELESS™ The InstallShield(R) Wizard wil install Sierra Wireless
Skylight on your computer. To continue, didk Next,

WARNING: This program is protected by copyright law and
international treaties.

Mext = I [ Cancel

2. Check I accept the terms in the license agreement and click Next.

License Agreement

_%.SIEHFIA

Please read the following license agreement carefully, Y WIRELESS"

4] Sierra Wireless Skylight ? S

End-User License Agreement ‘

By =electing “Agree” or ¥l accept the terms in the license agreement” andior
installing, activating and/or using this Software, Y0U indicate that YOU have read,
understood and accepted the provisions of this Agreement, and that YOU have the
authority to enter into this Agreement on your own behalf or on behalf of the

ATTENTION: Please carefully read this Agreement. ':I

entity that you represent. -

Install Sierra Wireless Skylight to:

Installshield

£ C:\Program Files\Sierra Wireless Inciskylight',

[ < Back ]I Mext = I [ Cancel
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3. Click Finish to complete the installation.

ﬁ' Sierra Wireless I

Ay
SIERRA

WIRELES

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed
Sierra Wireless Skylight. Click Finish to exit the wizard.

E

—— —

4. The system should locate the new hardware and install the driver automatically. Check the Skylight from

Sierra Wireless.

@ Default Programs
@ Desktop Gadget Gallery
E Internet Explorer (G4-bit)
& Internet Explorer
E_T Windows Update
-4 APS Viewer

. Accessories

| Games

.. Maintenance
| Moxa

L. Sierra Wireless

Fa' Skylight

1 Back

Fa' Mobile Broadband Update

. Subsystem for UNI{-based Applications

Search programs and files 0 |
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Cellular Module Configuration

1. After installing cellular module driver and utility, if you want to establish a cellular connection, start
Skylight and click Connect.

Fa' Skylight

SIERRA

WIRELESS™

2. You can verify the cellular connection by pinging the interface once the connection is established.

EN Administrator: Ch\Windows\system3Z\CMD. exe
e —

Microsoft Windows [Uersion 6.1.76811
Copyright <c) 2018 Hicrosoft Corporation. HAll rights reserwved.

C:sUserssoxa>PIND WUW.HOXA . COM
'PIND' iz not recognized as an internal or external command.
operable program or batch file.

C:\Userssoxa>PING WJW.MOXA.COM

Pinging WWW.MOXA.COM [98.129.229_.1871 with 32 bytes of data:
Reply from 98.129.229.187: bytes=32 time=235ms TTL=47
Reply from 98.129.229.187: bytes=32 time=226ms TTL=47
Reply from 98.129.229.187: bhytes=32 time=1185ms TTL=47
Reply from 98.129.229.187: bytes=32 time=241ims TTL=47

Ping statistics for 98.12%.229_187%7:

Packets: 8ent = 4, Received = 4, Lost = B8 (8% loss).
Approximate round trip times in milli-seconds:

Minimum = 226ms, Maximum = 1185ms. Average = 451ims

C=sUzeprssoxalr

3. If you want to interrupt the cellular connection, click Disconnect.

Fa® Skylight
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Installing the WPEA-252N1’s WiFi Module Driver

1.

Run

driver\V2403-W7E_V1.0_Expansion_Module\x64\Modules\WPEA-252NI\Install_CD\setup.e

xe located in the Install_CD folder to begin the installation.

Select language and then click Next.

-
Qualcomm Athercs Client Installation Program - InstallShield Wizard =l —.

Choosze Setup Language
Select the language for the installation from the choices below.

Chinese (Simplified)
Chinese (Traditional)
Chinese (Traditional, Hong Kong S.A.R.)
Czech

Danish

Dutch

English (United States]
Finnish

French (Standard)
German

Greek

Hungarian

Italian

Japanese
Knrean

| »

m

InztallShield

< Back [ Mext = ] [ Cancel

Click Next.

r B
Qualcomm Athercs Client Installation Program u

Qualcomm Atheros Client Installation Program

Thiz program inztallz the diver and client ubilities for wour
Qualcomm Atheros Wirgless LAN Client Adapter.

< Back [ MHemst > ][ Cancel
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4. Select |1 accept the terms of the license agreement and then click Next.

Licenze Agreement
Pleaze read the following license aqreemeant carefully.

Qualcomm Atheros Client Installation Program 1 u
e -

[ualcomm Atheroz Communications, [ne. Software Licenze Agreement »
PLEASE READ THIS SOFTWARE LICENSE AGREEMENT ["LICEMSE") CAREFULLY L
BEFORE USIMNG THE Qualcommm Atkeroz SOFTWARE. BY USIMG THE Qualcomm

Atheros SOFTWARE, vOU ARE AGREEING TO BE BOUND BY THE TERMS OF THIS
LICEMNSE.

IF¥0U DO NOT AGREE TO THE TERMS OF THIS LICENSE, DO WOT USE THE
SOFTWARE. IFv0OU DO MOT AGREE TO THE TERMS OF THE LICENSE, vOU May
RETURM THE Qualcomm Atheros SOFTWARE TO THE PLACE WHERE YOU

OBTAIMED IT FOR A REFUND. IF THE Qualzormn Atheros SOFTWARE WAS

ACCESSED ELECTROMICALLY, CLICK "DISAGREE/DECLINE". FOR GQualcomm -

@ 1 accept the temms of the ficense agreement -_F'rint

() 1 do not acocept the terms of the licenze agreement

ItstallShield

< Back ][ MHemt > ][ Cancel ]

5. Click Finish to complete installation.

Qualcomm Atheros Client Installation Pregram

Installs hield wizard Complete

The installation program haz successfully performed the
selected operations. Click Finish to exit the Wizard.

< Back Cancel
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6. The system should locate the new hardware and install the driver automatically. Check the Windows

Device Manager to verify.

A Computer Management
File Action

View Help

A Computer Management (Local
4 b System Tools
> @ Task Scheduler
> @ Event Yiewer
> gi| Shared Folders
» & Local Users and Groups
> @Eﬁl Performance
sy Device Manager
4 =0 Storage
=F Disk Management
= Services and Applications

5

a {2 MOXA-GIGPSLFSEQ
: /M Computer

»

5

»

-a Disk drives

B Display adapters

Et«:‘, Human Interface Devices

-2 Keyboards

ﬂ Mice and other pointing devices
= Modems

¥ MOXA Embedded Drivers

-F Network adapters
ll_-'ll' Qualcemm Atheros ARI5E0 Wireless Network Adapter I
&

L¥ Realtek PCle GBE Family Controller #2
LF Sierra Wireless Mobile Breadband Network Adapter

i & Portable Devices

T Ports (COM & LPT)

D Processors

-EF Ramndisk

-& Sound, video and game controllers

b 45 Storage controllers

4| System devices

§ Universal Serial Bus controllers

WIiFi Module Configuration

1. After installing the WiFi module driver, select the wireless network connection from the taskbar.

Mot connected

Iﬂ l | Connections are available

Wireless Metwork Connection

HTC Portable Hotspot 6F78
MHQ-Mebile

MHQ-MB

ZyXEL_vmtest

Other Network

Open Metwork and Sharing Center
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2. Enter the password and then click OK to connect to the network.

¥ Connect to a Network ot
Type the network security key
Security key:
Hide characters
OK l | Cancel |

3. You can verify the cellular connection by pinging the interface once the connection is established.

BN Administrator: CA\Windowshsystem32\CMD.exe

e
Microsoft Windows [Uersion 6.1.76011
Copyright <c?> 2018 Microsoft Corporation. All rights reserved.

C:sUserssoxa>PIND WY _HMOXA.COM
'PIND' iz not recognized as an internal or external command.
operable program or hatch file.

C:\Users~oxa>PING W _MOXA.COM

Pinging WWW.MOREA.COM [98.12%.229.1871 with 32 bytes of data:
Reply from 98.129.229_187: bytes=32 time=235ms TTL=47
Reply from 98.129.229_187: bhytes=32 time=226ms TTL=47
Reply from 98.129.229_187: bytes=32 time=1105ms TTL=47
Reply from 98.129.229_187: bhytes=32 time=241ims TTL=47

Ping statistics for 98.12%_229_187:

Packets: Sent = 4, Received = 4, Lost = @ <Bx loss).
Approximate round trip times in milli—seconds:

Minimum = 226ms,. Maximum = 1185ms,. Average = 45ins

C=sUzerssoxal
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Choosing the Gateway when WiFi and Cellular
are Connected at the Same Time

Open the Start Menu and type cmd in the Start Menu search box.
Click cmd from the search results, which should appear directly under Programs.

When the Command Prompt window opens, type ipconfig into the command prompt window. You can then
get the IP address of the WiFi connection and cellular connection. In this case, the IP address of the WiFi
connection is 192.168.0.6, and the IP address of the cellular connection is 100.73.239.179.

BN Administrator: C\Windows\system32\cmd. i=ln
C:sUserswmoxar*ipconf ig o~

Windows IP Configuration

1ohile Broadhbhand adapter Mobile Broadband Connection:

Connection—specific DNS Suffix H
IPv4 Address. . . . : 188.73.239.179

Default Gateway .

Ead o madod m fanfod o IO

18@8.73.239.177
Jireless LAN adapter Wireless Metwork Connection:

Connection—specific DNS Suffix : ThermaLah

Link-local IPv6 Address : feB@::f5f6:had3:ebe?:-75d4:15
IPv4 Address. . . . - 192.168.8.6

S I'nasgs . - - - = AdJ el dId LTI H

Default Gateway . 192.168.8.1
Ethernet adapter Local Area Connection 2:

Connection—specific DHS
Link-local IPv6 Address
IPv4 Address. . . . . .
Bubnet Mask . . . . .
Default Gateway . . .

felB::eS5ae:1296:2d91:ch2ax13
192.168.11.127
255.255.255.0

Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix
Link-local IPv6 Address . . .
IPv4 Address. . . - . .

Subnet Mask . . . . .
Default Gateway . . .

Tunnel adapter isatap.{DAYE2F68-5B4E-49C1-81FD-A262CFBD174C%:

feB8A:-:fd6l:bacc:ehe?:856bx11
192.168.18.127
255.255.255.8

m

Media State . . -

f e e e e e . Media disconnected
Connection—specific DNS Suffix

Tunnel adapter isatap.{5D66CA37-4780-43A4-BA21-B51E18?B61AA:

Media State . . . EF:

4 3 58 08 M 38 Media disconnected
Connection—specific DNS Suffix .

Tunnel adapter Teredo Tunneling Pseudo—Interface:

Media State . . .

. Media disconnected
Connection—specific DNS Suffix .

Tunnel adapter izatap.ThermaLab:

Media disconnected
ThermaLah

Media State . . . _ . . . _ . . .
Connection—specific DNS Suffix .

Tunnel adapter isatap.{C78A44CE-54BA-4DF5-A98?-1A4F5EC?2CBD3:

Media State . .

f e e e e e Media disconnected
Connection—specific DNS Suffix

Tunnel adapter 6T04 Adapter:
Connection—specific DNS Suffix
IPu6 Address. . - . . . . . . 2002 :644%:efb3: :644%:efh3
Default Gateway . . . . . . . .

C=sUzers moxar
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4. Windows 7 will choose the lowest Metric value for the connection interface if several routes are available for
the same network destination and netmask. In this case, WiFi interface is the connection interface.

BN Administrator: CA\Windows\system32\emd exe C="Ilo]

Packets: Bent = 4, Received = B. Lost = 4 (188x loss>. -

C-“Usersmoxa>route print

.Qualcomm Atheros AR?588 Wireless Hetwork Adapter
.Realtek PCle GBE Family Controller #2
.-.Realtek PCle GBE Family Controller

........................... Software Loophack Interface 1

Microsoft ISATAP Adapter

Microsoft ISATAP Adapter #2

Teredo Tunneling Pseuwdo—Interface

Microsoft ISATAP Adapter #3

Microsoft ISATAP Adapter #4

Microsoft 6to4 Adapter

m

Metwork Destination Hetmask Gateway Interface HMetric

a.8.8.0

A.8.8.0
188.73.232.176
188.73.232.179
188.73.237.183
127.8.8.8
127.8.8.1
127.255.255.255
192.168.8.8
192.168.8.6
192.168.8.255
192.168.18.8
192.168.18.127
192.168.18.255
192.168.11.8
192.168.11.127
192.168.11.255
224.0.0.8
224.8.0.8
224.8.8.8
224.8.0.8
224.8.08.8
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255

A.8.0.8

a.8.0.8
255.255.255.248
255.255.255.255
255.255.255.255
255.8.8.8
255.255.255.255
255.255.255.255
255.255.255.98
255.255.255.255
255.255.255.255
255.255.255.8
255.255.255.255
255.255.255.2585
255.255.255.8
255.255.255.255
255.255.255.255
248.0.0.8
248.0.60.8
240.8.8.98
240.8.8.8
24A.8.8.98
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255

188.73.239.177
192.168.8.1
On—link
On—1link
On—1link
On—1link
On—1link
On—1link
On—1link
On—1link
On—1link
On—-link
On—-link
On—-link
On—-link
On—-link
On—-link
On—-link
On—-1link
On—1link
On—1link
On—1link
On—1link
On—1link
On—1link

188.73.23%7.179
172.168.8.6
188.73.23%2.179
188.73.2392.179
188.73.232.177
127.8.8.1
127.8.8.1
127.8.8.1
192.168.8.6
192.168.8.6
192.168.8.6
192.168.18.127
192.168.18.127
192.168.18.127
192.168.11.127
192.168.11.127
192.168.11.127
127.8.08.1
192.168.18.127
192.168.11.127
192.168.8.6
188.73.232.179
127.8.8.1
192.168.108.127
192.168.11.127
192.168.8.6

386

25
386
386
386
386
386
386

188.73.232.177

255.255.255.255

Gateuway
306 ::1-12 On-1link
1@58 2882::/16 On-1link
306 2P0P2:644%:efh3::6449:efh3-128
On—1link
266 On—1link
266 On—-1link
281 On-1link
266 fe8@::eS5ae:1296:2d91:ch2a-128
On—1link
feBB::fofb:had3:ebe?:7od4-128
On-link
feBB::fd63:6acc:ebe2::856h 128
On-link
On-link
On-link
On-link
On—-1link

Metric Metwork Destination
]

Houtes

C:~Users moxa*ipconfig

Windows IP Configuration
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5. Now, if you want to change to using cellular for the connection interface, just reduce the metric value of the
cellular interface; this value must be lower than the WiFi’'s metric value.

——
B Administrator: C\Wind,
B

C:sUserssmoxarroute change B.0.0.0 mask B.A.0.8 188.73.232.177 metric 20
OK?

C:sUserssmoxar_
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System Recovery

This chapter describes the system recovery process that you can perform if the system is not functioning
properly.

The following topics are covered in this chapter:

a

a
a
a

Overview
Setting Up the Recovery Environment
Recovery Procedure

Saving the System Image to a USB Device
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Overview

This section describes how to prepare your computer for recovery in the event the system becomes unstable.
You can perform a system recovery using one of the following system images:

« A clean factory default image.
= A user-generated image created from a fully configured, fully set up system.

Before you perform a system recovery, set up the system environment.

Setting Up the Recovery Environment

To set up the recovery environment on a V2403 computer, you will need a USB drive that has at least 4 GB of
memory, and a copy of the recovery programs and system image file. To set up the recovery environment, do

the following:

1. Copy the recovery programs and system image file on to the USB drive and set up the drive as a live-drive
system with an ISO image of the boot environment.

Reboot the system and configure the BIOS to boot the recovery system from the USB port.

An image of the current software system will be created on the USB drive. The recovery environment will

use this image when restoring the system.

4. Reboot the system again and configure the BIOS to its original state.

Recovery Procedure

Step 1: Prepare your USB drive
1. Execute tuxboot-windows-23.exe from the <Software DVD=>\Recovery\ folder on the Software DVD,

select Pre Download, and then click “...”

@ On-line Distribution [donezilla_live_smble

« Cloneziila
Homepage: http: /fdonezilla.orgf
Description: CloneZilla live is a distribution used for disk backup and imaging. The stable branch of Clonezilla live
are based on Debian
Install Notes: CloneZilla live is booted and run in live mode; no installation is required to use it.
Download Path: Clonezilla Live Stable at SourceForge

) Pre Downloaded IS0 -

[ Show All Drives {Use with Care) ] save 150 file MD5 Checdk

Type: [USB Drive v] Drive: [D:‘\ v] [ oK
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2. Select the ISO file in the directory <Software DVD>\Recovery\

- _
5| Open Disk Image Flle“- L — °

—
@\;}'| |, <« EXP.. » ClonezillaFactory_2013-02-21-... v | 44 ||| Search ClonezitiaFactory, 2013.. ©

=~ 0 @

Organize = Mew folder

¥ Favorites MName Date modified Type
B Desktop & clonezilla-live-2.0.1-15-i686-pae-moxa-2.... 6/24/2013 437 PM  Disc Image
& Downloads

v
=1l Recent Places

4 Libraries
@ Documents
J" Music
[&5] Pictures

E Videos

m

il Computer
&, Local Disk (C;)

== Removable Disk |

- I | r

File name: clonezilla-live-2.0.1-15-i686-pae-mao * [All Files (*.iso *.zip *.img *.gz *.| V]

[ Open ] l Cancel l

() On-Line Distribution [donezilla_live_smble

Posermediby
~ Clonezilla
Homepage: http: /idonezilla.orgf
Description: CloneZila live is a distribution used for disk backup and imaging. The stable branch of Clonezilla live

are based on Debian
Install Motes: CloneZilla live is booted and run in live mode; no installation is required to use it.

Download Path: Clonezilla Live Stable at SourceForge

h2-21-14\clonezila-ive-2.0. 1-15-1685-pae-moxa-2.0.0.iso E
[ shew all Drives (Jse with Care) Save IS0 file MD5 Check

@ Pre Downloaded

oK ] [ Cancel

Type: [USB Drive v] Drive: [D'.\_ v] [
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4. The boot files will be copied to your USB drive.

1. Downloading Files (Done)
2. Extracting and Copying Files (Current)
3. Installing Bootloader

4, Installation Complete, Reboot

Extracting files, please wait. ..

Archive: D:\EXPC-1319-5TS-W7E\ClonezillaFactory _2013-02-21-14\donezilladive-2.0. 1-15-686-pae-moxa-2.0.0

Source: EFI_disable'\bootunicode, pf2 {2500 KB)
Destination: D:\EF]_disable\bootlunicode. pf2

Extracted: 7 of 42 files

5. When finished, click Exit to stop the program.
B Tuxboot

1. Downloading Files {Done)

2. Extracting and Copying Files {Dore)

3. Installing Bootloader (Done)

4. Installation Complete, Reboot {Current)

After rebooting, select the USB boot option in the BIOS boot menu,
Reboot now?

Rebook Mo ] Ii

Exit

6. Manually copy the os_image directory from the <Software DVD>\Recovery\ folder on the Software

DVD to \home\partimag\ on the USB drive.



V2403 Series Windows Software System Recovery

Step 2: Change the BIOS Settings
You will need to change the BIOS settings to boot from the USB disk.

1. Turn on the computer and press F2. Select SCU in the following screen.

2. Select Boot and then select Legacy. Press Enter to continue.

Hain Advanced Security Power i Exit

Select boot type to Dual type, Legacy
type or UEFI type

PXE Boot to LAN <Disabled>

Add Boot Options <l ast>

USB Boot <Enab led>

EFl Device First <Disabled>

Boot Delay Time <0 Second>

MLegacy

1 T F5/F6 F9

sc (2 Enter F10
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3. Select Boot Type Order.

Nornal Boot Henu <Normal>

4. Select USB disk and then press “+” to move it to the first boot device position.
Warning: An incorrect boot priority will lead to recovery failure.

Hard Disk Drive

F5/F6
Enter

5. Press F10 and then press Enter to save and exit the BIOS setup.
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Step 3: Restore the system from the USB drive
Connect the USB disk to any of the V2403’s USB ports and then reboot the computer. The system will boot from
the USB disk and the Pre-installation Environment and the recovery utility will appear.

1. Select clonezilla live restore disk(auto Mode) option if you want Clonezilla to help you recover the MBR

and decompress the image automatically.

Moxa System Save & Restore Utility (U2.4.8-8)

clonezilla live rsstora dlsk(auto Mode )

clonezilla liw

2. Wait for the USB drive boot process to finish.

.1535221 2 : [sdal Attached SCSI disk

1637261 A : [=db] Attached 3CSI disk

.2879411 s : Attached scsi generic sg0 type 0

. 3107501 H 0: Attached scsi generic sgl type 0

.3349151 . Attached scsi generic sgZ2 type 5

: Loading essentlal drluers wa) 5.690577]1 Atheros(R) LZ Ethernet Driver - version 2.2.3
.6924301 Copyright (c) 2007 Atheros Corporation.

7767701 Broadcom NetXtreme II 5771x 10Gigabit Ethernet Driver bme2x 1.62.00-6 (2011.,01,30)
.9140141 Btrfs loaded

.955475]1 device-mapper: uevent: version 1.0.3

.961407] device-mapper: ioctl: 4.19.1-ioctl (2011-01-07) initialised: dm-develBredhat.com

! Rumning sscriptssinit-premount ... done.

¢ Mounting root file system ... [ 6.178946]1 Uniform Multi-Platform E-IDE driver

6 1861891 ide_generic: please use “probe_mask=0x3f" module parameter for probing all legacy ISA)
IDE ports

6.9137441 FAT: utf8 is not a recommended I0 charset for FAT filesystems, filesystem will be cas|
e sensitive?t

7.047997]1 aufs:! module is from the staging directory, the guality is unknown, you have been war|

7.072516]1 aufs Z.1-standalone.tree-38-rcN-20110228
Begin: Ruming ~scripts-live-premount ... done.
?.2134331 loop: module loaded
7.5097701 squashfs: version 4.0 (2009-01-,31) Phillip Lougher
Begin: RBunning ~scripts-live-realpremount ... done.
Begin: Mounting “sliversimagesliverfilesystem.squashfs” on "//filesystem.squashfs” via “rdeursloopd”

Begin: Rumning ~scripts-1ive-bottom
.. Begin: Configuring fstab ... done.
[Begin: Preconfiguring networking ... done.
Begin: Loading preseed file ... done.
Begin: Bunning ~scriptssinit-bottom ... domne.
INIT: version 2.88 booting
sing makefile-style concurrent boot in runlevel 5.
live-config: hostname user-setup sudo locales tzdata keyboard-configuration sysvinit sysu-rc initram
fs-tools util-linux login openssh-server_
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3. Enter y to continue the restore process.

4. Enter y to confirm again.
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5. Wait for the process to finish.

Partclone

Partclone v0.2.56 http://partclone.org

Starting to restore image (-) to device (/dev/sda2)
Calculating bitmap... Please wait... done!

File system: NTFS

Device size:  31.9 GB = 7790335 Blocks
Space inuse: 5.8 GB = 1407788 Blocks

Free Space:  26.1 GB = 6382547 Blocks

Block size: 4096 Byte

Elaspsed: 00:00:18 Remaining : 00:02:31  Rate: 2.04GB/min
Curreing Block: 149660 Total Block: 7790335

Data Block Process:

Total Block Process

NOTE You can press any key or use CTRL+C to cancel the recovery process and exit Clonezilla.

6. Select (0) Poweroff to power off the computer.

. done!

other boot ma ar the file

7. Remove the USB drive after the computer has been powered off.
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Step 4: Change the BIOS Settings to Boot from the Original Disk

Now you will need to change the boot priority so that it can boot from the original disk. As the system reboots,
press F2 to enter the BIOS setup menu.

1. Select Hard Disk Drive and then press + to move to the first boot device position, and then press Enter.
Make sure the hard disk has first boot priority.

Hard Disk Drive

F5/F6
Enter

2. Press F10 and then press Enter to save and exit BIOS settings.

Saving the System Image to a USB Device

You can also save the current system image to a USB device for system recovery in case the system crashes.
Before saving the system image to the USB device, we suggest removing all files under \home\partimag\ on
the USB device. Compress the file system on your system before saving the system image to the USB device
to ensure smooth completion of the task.

Compressing the File System on Windows Embedded 7

1. In the start menu, right click on Computer and select Manage. Click on Disk Management in the left
panel.

sdasad

Documents

Map network drive...

Disconnect network drive...

Default
e Show on Desktop
»  AllPrograms Help an| Rename

Properties

Search programs and files
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2.

> E Event Viewer
> 2l Shared Folders
» &l Local Users and Groups

4 .

i Disk 0

Basic System Reserved (]

7.46 GB 100 MB NTFS 7.36 GB NTFS

Online Healthy (System, Active, Prir | ‘Healthy (Boot, Primary Partition)

B Unallocated B Primary partition

A Computer Management EI@
File Action View Help
|z B X &e &
A Computer Management (Locall | Volume | Layout| Type | File Systemn | Status | Capacityl Free | Actions
a [ful System Tools Simple Basic NTFS Healthy (Boot, Primary Partiticn) g 736GE 148 Disk Management o
s ® Task Scheduler o Systemn Reserved Simple Basic  NTFS Healthy (Systern, Active, Primary Partition) 100 MB 74 W
Maore Actions »

Insert the USB device that you want to save the system image to, in the USB port of the system. Click on
Disk Management to view the size of the file system in Disk O (sum of “System Reserved” and “C:").

A Computer Management
File  Action

as|?

View Help

A X &= o =B

=S e =58

& Computer Management (Local

Volume | Layuut‘ Type | File System | Status | Capacityl Free

4 [[’L!; Systern Tools
» () Task Scheduler
> (@] Event Viewer
> @2 Shared Folders
> &l Local Users and Groups
| Performance
=4 Device Manager
4 (=5 Storage
=F Disk Management
+ Services and Applications

NTFS Healthy (Boot, Primary Partition) 736GE 148
FAT32 Healthy {Active, Primary Partition) 724GB 566
MNTFS Healthy (System, Active, Primary Partition) 100 MB 74 M

w (C:) Simple  Basic
o= SONY_USB4 (D) Simple Basic
—w System Reserved Simple Basic

Disk 0

Basic System Reserved ()

7.46 GB 100 MB NTFS 7.36 GB NTFS

Online Healthy (System, Active, Prir | ‘Healthy (Boot, Primary Partition)

= Disk 1 |
Removable SONY_USB4 (D2

7.26 GB 7.26 GB FAT32

Online Healthy {Active, Primary Partition)

Actions
Disk Management -

Mere Actions »

B Unallocated [l Primary partition

3. Right click on (C:) and select Shrink Volume.
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4. Specify a value in Enter the amount of space to shrink in MB and click Shrink.

The Total size after shrink in MB must to be smaller than the size of the USB disk.

A Computer Management
File Action View Help

Rl 2 W1 =3
& Computer Management (Local | Volume ‘ Layout| Type ‘ File System | Status | Capa(ityl Free | Actions
a [flf System Tools s (C:) Simple Eas?c NTFS Healthy (Boo.t, Primar}r Partit\.o.nj 736GE 148 Disk Management i
> @ Task Scheduler == SONY_USB4 (D:) Simple Basic FAT32 Healthy (Active, Primary Partition) 724 GB 566 3
> (@] Event Viewer (a5ystem Reserved  Simple Basic NTFS Healthy (System, Active, Primary Partition) 100MB 74 M More Actions

> gi| Shared Folders
> % Local Users and Groups

> -?STJ Performance Shrink C: @
&= Device Manager
4 %5 Storage Total size before shrink in MB: 7540

1= Disk Management

. ervices and Applications Size of available shrink space in MB:
Enter the amount of space to shrink in MB: [59] =
Total size after shrink in MB: 831
— i ou cannot shrink a volume beyond the point where any unmovable files are located.
S See the "defrag” event in the Application log for detailed information about the %
operation when it has completed —
Disk 0 | —
B
?ZE‘(GB See Shrink a Basic Violume in Disk Management help for more information
Online
= Disk 1 [ER
Removable SONY_USB4 (D:)
7.26 GB 7.26 GB FAT32
Online Healthy {Active, Primary Partition)
a m + || l Unallocated Bl Primary partition

5. Make sure that the Total size after shrink in MB is smaller than the size of USB disk.

A Computer Management EI@
File Action View Help
|2 XE =
A Computer Management (Local| | Volume | Layout‘ Type | File System | Status | Capacltyl Free | Actions
4 [[’!; Systermn Tools W (C) Simple Basic NTFS Healthy (Boot, Primary Partition) 672GB 8581 poy Management o
3 @ Task Scheduler == SOMY_USB4 (D:) Simple Basic FAT32 Healthy (Active, Primary Partition) 724 GB  5.66 .
y Q Event Viewer (_wSystem Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition) 100 MB 74 N More Actions

> @2 Shared Folders
» &%l Local Users and Groups
3 -@J Performance
&= Device Manager
4 55 Storage
= Disk Management
= Services and Applications

HDisk 0
Basic System Reserved || (C)
746 GB 100 MB NTFS 6.72 GB NTFS 658 ME
Online Healthy (System, ¢ || Healthy (Boot, Primary Partition) Unallocated
== Disk 1
Removable SONY_USB4 (D3
7.26 GB 7.26 GB FAT32
Online Healthy {Active, Primary Partition)
¢ [ + || l Unallocated W Primary partition
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Now reboot the system and change the boot order in the BIOS setting (refer to the "Boot Setting" section of the
Hardware Manual) to set the USB device as the first boot priority. Do the following to complete saving the
system image to the USB device:

1. Select clonezilla live save disk.

Moxa System Save & Restore Utility (U2.4.8-8)

clon illa live I isk(auto mo

r )
clonezilla live save disk

2. Wait for the USB drive boot process to finish.

.141941]1 =4 0:0:1:0: [=db] Attached 3CSI disk
5.2572771 =d 0:0:0:0: Attached scsi generic sg® type 0
5.269691] =d 0:0:1:0: Attached scsi generic sgl type 0
.280668]1 =sr 1:0:0:0: Attached sc=i generic sg2 type 5
Loading essential drivers ... [ 5.7725511 Atheros(R) LZ Ethernet Driver - version 2.2.3
5.7745611 Copyright (c) 2007 Atheros Corporation.
.863196]1 Broadcom NetXtreme II 5771x 10Gigabit Ethernet Driver bnm2x 1.62.00-6 (2011-01-30)
0059321 Birfs loaded
.054095]1 device-mapper: uwevent: version 1.0.3
.0597371 device-mapper: ioctl: 4.19.1-ioctl (2011-91-07) initialised: dm—deuvelB@redhat.com

! Rumning /scripts/init-premount ... done.
i Mounting root file system ... [ 6.2893821 Uniform Multi-Platform E-IDE driver
.3018891 ide_generic: please use "probe_mask=0x3f" module parameter for probing all legacy ISA
IDE ports
6.8011411 NTFS driver £2.1.30 [Flags: R-/W MODULE].
6.9142951 NTFS volume version 3.1.
sscripts/live-premount ... done.
7.3319891 FAT: utfd is not a recommended I0 charset for FAT filesystems, filesystem will be cas
e sensitive?t
[ 7.453369]1 aufs: module is from the staging directory, the guality is unknown, you have been war
ned .
7.4790981 auf= Z2.1-standalone.tree-38-rcN-20110228
7.6102281 loop: module loaded
7.9051441 squashfs: version 4.0 (2009-01-31) Phillip Lougher
sscriptsslive-realpremount ... done.

via "~deuvsloopd" .

on "ssfilesysten.squashfs

. Begin: Configuring fstab ... done.
i Preconfiguring networking ... done.
! Loading preseed file ... done.
Begin: Rumning /scripts/init-bottom ... done.
INIT: version 2.88 booting
sing makefile-style concurrent boot in runlevel 3.
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3. Enter y to continue.

lume H

. done!

tition info in
a1l found!

1

n the Lt
of part
ble fo
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5. Select (0) Poweroff so that the computer will power off when the process is finished.

. done!

HOT found. Mav i ] et ar the file
in the gilsEs

tition

of sde

ip notifying it th done.
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Proactive Monitoring

The V2403 series supports the “Moxa Proactive Monitoring” utility. See the “Moxa Proactive Monitoring
Windows Software User’s Manual” for details. The manual can be found on the product CD/DVD or downloaded
from Moxa’s website. Note that the V2403 does not support hardware relay.
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