


Vigor2925 Series User's Guide



Vigor2925 Series
Dual-WAN Security Router

User’s Guide

Version: 3.3
Firmware Version: V3.8.2.1
(For future update, please visit DrayTek web site)
Date: December 30, 2015

iii Vigor2925 Series User’'s Guide



Intellectual Property Rights (IPR) Information

Copyrights

Trademarks

©All rights reserved. This publication contains information that is protected by
copyright. No part may be reproduced, transmitted, transcribed, stored in a retrieval
system, or translated into any language without written permission from the copyright
holders.

The following trademarks are used in this document:

®  Microsoft is a registered trademark of Microsoft Corp.

®  Windows, Windows 95, 98, Me, NT, 2000, XP, Vista, 7 and Explorer are
trademarks of Microsoft Corp.

®  Apple and Mac OS are registered trademarks of Apple Inc.

®  Other products may be trademarks or registered trademarks of their respective
manufacturers.

Safety Instructions and Approval

Safety
Instructions

Warranty

Be a Registered
Owner

Firmware & Tools
Updates

Vigor2925 Series User's Guide

®  Read the installation guide thoroughly before you set up the router.

®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range of +5 to
+40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the router, please follow local regulations on
conservation of the environment.

We warrant to the original end user (purchaser) that the router will be free from any

defects in workmanship or materials for a period of two (2) years from the date of

purchase from the dealer. Please keep your purchase receipt in a safe place as it serves

as proof of date of purchase. During the warranty period, and upon proof of purchase,

should the product have indications of failure due to faulty workmanship and/or

materials, we will, at our discretion, repair or replace the defective products or

components, without charge for either parts or labor, to whatever extent we deem

necessary tore-store the product to proper operating condition. Any replacement will

consist of a new or re-manufactured functionally equivalent product of equal value, and

will be offered solely at our discretion. This warranty will not apply if the product is

modified, misused, tampered with, damaged by an act of God, or subjected to abnormal

working conditions. The warranty does not cover the bundled or licensed software of

other vendors. Defects which do not significantly affect the usability of the product will

not be covered by the warranty. We reserve the right to revise the manual and online

documentation and to make changes from time to time in the contents hereof without

obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via
http://www.draytek.com.

Due to the continuous evolution of DrayTek technology, all routers will be regularly
upgraded. Please consult the DrayTek web site for more information on newest
firmware, tools and documents.

http://www.draytek.com



European Community Declarations

Manufacturer:  DrayTek Corp.
Address: No. 26, Fu Shing Road, Hukou Township, Hsinchu Industrial Park, Hsinchu County, Taiwan 303
Product: Vigor2925 Series Router

DrayTek Corp. declares that Vigor2925 Series of routers are in compliance with the following essential
requirements and other relevant provisions of R&TTE 1999/5/EC, ErP 2009/125/EC and RoHS 2011/65/EU.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 2004/108/EC by
complying with the requirements set forth in EN55022/Class B and EN55024/Class B.

The product conforms to the requirements of Low Voltage (LVD) Directive 2006/95/EC by complying with the
requirements set forth in EN60950-1.

This product is designed for 2.4GHz /5GHz WLAN network throughout the EC region.
Regulatory Information

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

@ Increase the separation between the equipment and receiver.

®  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.

The antenna/transmitter should be kept at least 20 cm away from human body.

CEOFC

More update, please visit www.draytek.com.
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Introduction

Note: This is a generic International version of the
user guide. Specification, compatibility and features
vary by region. For specific user guides suitable for
your region or product, please contact local
distributor.

Vigor2925 series integrates IP layer QoS, NAT session/bandwidth management to help users
control works well with large bandwidth.

By adopting hardware-based VPN platform and hardware encryption of AES/DES/3DES, the
router increases the performance of VPN greatly, and offers several protocols (such as
IPSec/PPTP/L2TP) with VPN tunnels.

The object-based design used in SPI (Stateful Packet Inspection) firewall allows users to set
firewall policy with ease. CSM (Content Security Management) provides users control and
management in IM (Instant Messenger) and P2P (Peer to Peer) more efficiency than before.
By the way, DoS/DDoS prevention and URL/Web content filter strengthen the security
outside and control inside. Object-based firewall is flexible and allows your network be safe.

User Management implemented on your router firmware can allow you to prevent any
computer from accessing your Internet connection without a username or password. You can
also allocate time budgets to your employees within office network.

With the 6-port Gigabit switch on the LAN side provides extremely high speed connectivity
for the highest speed local data transfer of any server or local PCs. The tagged VLANS
(IEEE802.1Q) can mark data with a VLAN identifier. This identifier can be carried through an
onward Ethernet switch to specific ports. The specific VLAN clients can also pick up this
identifier as it is just passed to the LAN. You can set the priorities for LAN-side QoS. You can
assign each of VLANS to each of the different IP subnets that the router may also be operating,
to provide even more isolation. The said functionality is tag-based Multi-subnet
(Multiple-Private LAN Subnets).

On the Wireless-equipped models (Vigor2925n/n-plus/\VVn/Vn-plus/ac/Vac) each of the
wireless SSIDs can also be grouped within one of the VLANS.

In addition, Vigor2925 series supports USB interface for connecting USB printer to share
printing function or 3G USB modem for network connection.

Vigor2925 series provides two-level management to simplify the configuration of network
connection. The user mode allows user accessing into WEB interface via simple configuration.
However, if users want to have advanced configurations, they can access into WEB interface
through admin mode.
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1.1 Web Configuration Buttons Explanation

Several main buttons appeared on the web pages are defined as the following:

Save and apply current settings.
Cancel current settings and recover to the previous saved settings.
Clear all the selections and parameters settings, including selection from

drop-down list. All the values must be reset with factory default settings.

e Add new settings for specified item.

Edit the settings for the selected item.
Delete the selected item with the corresponding settings.

Note: For the other buttons shown on the web pages, please refer to Chapter 3, 4 for detailed
explanation.

1.2 Comparison Chart

Vigor2925 Series Comparison Chart

Vigor2925Vac Vigor2925ac Vigor2925Vn-plus Vigor2925n-plus Vigor2925n Vigor2925

Gigabit WAN

(WAN1) e ® ] ® . e
(?J:'fhﬂl} AN e » ° . ® ®
E:ﬁg ?.'?Eurj.&shéf:‘lghile . . - " . .
5-port Gigabit LAN L L] L] ° L] ]
Wireless LAN 1ac 11ac 5GHz + 2.4GHz 5GHz + 2.4GHz 2.4GHz

VolP L L
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1.3 LED Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and connectors
first.

1.3.1 For Vigor2925 / Vigor2925F/ Vigor2925L

)
[ ]
—
)
[ J
—
[ ]
LED \ Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
WAN1~WAN2 On Internet connection is ready.
Off Internet connection is not ready.
Blinking The data is transmitting.
QoS On The QoS function is active.
USB1~USB2/ On USB device is connected and ready for use.
USB Blinking The data is transmitting.
LTE On SIM card is connected and running normally.
Off LTE device is not detected or encounters troubles (e.g.,
No SIM, SIM PIN error, SIM deactivated)
Blinking Quickly: The data is transmitting.
Slowly: LTE device is in dialing up procedure.
WCF On The Web Content Filter is active. (It is enabled from
Firewall >> General Setup).
VPN On The VPN tunnel is active.
Off VPN service is disabled.
Blinking Traffic is passing through VPN tunnel.
DMZ On The DMZ function is enabled.
Off The DMZ function is disabled.
Blinking The data is transmitting.
LED on Connector
Left On The port is connected.
WANI-~ LED Off The port is disconnected.

3 Vigor2925 Series User's Guide



WAN2 Blinking | The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
Left On The port is connected.

LAN1~LANS LED Off The port is disconnected.

I(_erN\i'?ffg?) Blinking | The data is transmitting.

(for Vigor2925F) Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps.

L
L
L

Switch on Rear Side

(For Vigor2925L only)

Interface Description

Factory Reset Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

USB1~USB2 Connector for a USB device (for 3G/4G USB Modem or printer or
Environmental Thermometer).

WAN1 Fiber connection (100Mbps) for accessing the Internet.

(for Vigor2925F)

WAN1~WAN?2 Connecter for local network devices or modem for accessing Internet.
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LAN1~LAN5 Connecters for local network devices.
PWR Connecter for a power adapter.
ON/OFF Power Switch.

SIM Card Slot Connector for a SIM card.

Notifications for Antenna Installation (for Viogr2925L)

Both magnetic antennas must be installed on the antenna socket before connecting to Vigor
router.

t—1§ @

Antenna
/ Socket

There are two mounting holes for installing antennas with sockets on Vigor router. Please install
them as shown below.

@)am —

Major Signal
Transmitted Hole

SIM Card
Slot

Note, if only one antenna shall be installed, please use the mounting hole (major signal
transmitted hole) near to the SIM card slot.
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While installing the SIM card into the card slot, note that back plate of the SIM card slot must be
removed first and the direction of card notch must be on the left side.
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1.3.2 For Vigor2925ac / Vigor2925n-plus / Vigor2925n / Vigor2925Fn/

Vigor2925Ln

U Ut

LED \ Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
WAN1~WAN2 On Internet connection is ready.
Off Internet connection is not ready.
Blinking The data is transmitting.
QoS On The QoS function is active.
usB On USB device is connected and ready for use.
Blinking The data is transmitting.
LTE On SIM card is connected and running normally.
Off LTE device is not detected or encounters troubles (e.g.,
No SIM, SIM PIN error, SIM deactivated)
Blinking Quickly: The data is transmitting.
Slowly: LTE device is in dialing up procedure.
WCF On The Web Content Filter is active. (It is enabled from
Firewall >> General Setup).
2.4G/5G/WLAN On 2.4G/5G: Wireless access point with bandwidth of

2.4GHz/5GHz is ready.
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WLAN: Wireless access point is ready.

Blinking It will blink slowly while wireless traffic goes through.
ACT and WLAN LEDs blink quickly and
simultaneously when WPS is working, and will return
to normal condition after two minutes. (You need to
setup WPS within 2 minutes.)
VPN On The VPN tunnel is active.
Off VPN service is disabled.
Blinking Traffic is passing through VPN tunnel.
DMZ On The DMZ function is enabled.
Off The DMZ function is disabled.
Blinking The data is transmitting.
LED on Connector
Left On The port is connected.
WANI~ LED Off The port is disconnected.
WAN2 Blinking The data is transmitting.
Right On The port is connected with 12000Mbps.
LED Off The port is connected with 10/100Mbps
Left On The port is connected.
LAN1~ LED Off The port is disconnected.
LANS Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps

Vigor2925 Series User's Guide



)
e —— \ J
)
Y~ J
)
N/ J
Switch on Rear Side (For Vigor2925Ln only)
Interface Description
Wireless LAN For Vigor2925n/Vigor2925Fn :
ON/OFF/WPS ® Press the button and release it within 2 seconds. When the

wireless function is ready, the green LED will be on.

® Press the button and release it within 2 seconds to turn off the
WLAN function. When the wireless function is not ready, the
LED will be off.

For Vigor2925ac/Vigor2925n-plus/Vigor2925Ln :

Wireless band will be switched /changed according to the button

pressed and released. For example,

® 2.4G (On) and 5G (On) — in default.

® 2.4G (Off) and 5G (On) — pressed and released the button

once.

® 2.4G (On) and 5G (Off) — pressed and released the button
twice.

® 2.4G (Off) and 5G (Off) — pressed and released the button
three times.

9 Vigor2925 Series User's Guide



When WPS function is enabled by web user interface, press this
button for more than 2 seconds to wait for client’s device making
network connection through WPS.

Factory Reset

Restore the default settings. Usage: Turn on the router (ACT
LED is blinking). Press the hole and keep for more than 5
seconds. When you see the ACT LED begins to blink rapidly
than usual, release the button. Then the router will restart with
the factory default configuration.

USB1~USB2 Connecter for a USB device (for 3G/4G USB Modem or printer
or Environmental Thermometer).

WANT (for Vigor2925Fn) | Fiber connection (100Mbps) for accessing the Internet.

WAN1~WAN2 Connecter for local network devices or modem for accessing
Internet.

LAN1~LANS Connecters for local network devices.

PWR Connecter for a power adapter.

ON/OFF Power Switch.

SIM Card Slot Connector for a SIM card.
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Notifications for Antenna Installation (for Viogr2925Ln)
Both magnetic antennas must be installed on the antenna socket before connecting to Vigor

router.

Antenna
Socket

@)am —
@%m —

There are two mounting holes for installing antennas with sockets on Vigor router. Please

install them as shown below.

Major Signal
Transmitted Hole

SIM Card
Slot

Note, if only one antenna shall be installed, please use the mounting hole (major signal
transmitted hole) near to the SIM card slot.
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While installing the SIM card into the card slot, note that back plate of the SIM card slot must
be removed first and the direction of card notch must be on the left side.

There are two types of antennas provided for Vigor2925Ln, which must be installed in
different locations carefully and correctly. Wrong installation might cause bad signal of
wireless connection. Therefore, pay attention to the installation of antennas by referring to the
following illustration.

Holes for Antennas with
Socket

Holes for Antennas
without Socket
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1.3.3 For Vigor2925Vac / Vigor2925Vvn-plus

[ ={D) \ Status Explanation

ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.

WAN1~ On Internet connection is ready.

WAN2 Off Internet connection is not ready.
Blinking The data is transmitting.

Line On A PSTN phone call comes (in and out). However,
when the phone call is disconnected, the LED will be
off.

Off There is no PSTN phone call.
uUsB On USB device is connected and ready for use.
Blinking The data is transmitting.

Phonel/Phone2 On The phone connected to this port is off-hook.

Off The phone connected to this port is on-hook.
Blinking A phone call comes.

2.4G/5G On Wireless access point with bandwidth of 2.4GHz/5GHz
is ready.

Blinking It will blink slowly while wireless traffic goes through.
ACT and WLAN LEDs blink quickly and
simultaneously when WPS is working, and will return
to normal condition after two minutes. (You need to
setup WPS within 2 minutes.)

LED on Connector

Left On The port is connected.

WAN1~ LED Off The port is disconnected.

WAN2 Blinking The data is transmitting.

Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
Left On The port is connected.

LAN1~ LED Off The port is disconnected.

LANS Blinking The data is transmitting.

Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
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Interface Description

Wireless LAN Wireless band will be switched /changed according to the button
ON/OFF/WPS pressed and released. For example,
® 2.4G (On) and 5G (On) — in default.
® 2.4G (Off) and 5G (On) — pressed and released the button once.
® 2.4G (On) and 5G (Off) — pressed and released the button
twice.
® 2.4G (Off) and 5G (Off) — pressed and released the button three
times.
When WPS function is enabled by web user interface, press this
button for more than 2 seconds to wait for client’s device making
network connection through WPS.
Factory Reset Restore the default settings. Usage: Turn on the router (ACT LED
is blinking). Press the hole and keep for more than 5 seconds. When
you see the ACT LED begins to blink rapidly than usual, release the
button. Then the router will restart with the factory default
configuration.

USB1~USB2 Connecter for a USB device (for 3G/4G USB Modem or printer or
Environmental Thermometer).

WAN1~WAN2 Connecter for local network devices or modem for accessing
Internet.

LAN1~LANS Connecters for local network devices.

Phone 1/2 Connecter for analog phone(s).

Line Connector for PSTN life line.

PWR Connecter for a power adapter.

ON/OFF Power Switch.
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1.4 Hardware Installation

Before starting to configure the router, you have to connect your devices correctly. In this
section, Vigor2925n is taken as an example.

1.  Connect the cable Modem/DSL Modem/Media Converter to any WAN port of router
with Ethernet cable (RJ-45).

2. Connect one end of an Ethernet cable (RJ-45) to one of the LAN ports of the router and
the other end of the cable (RJ-45) into the Ethernet port on your computer.

3. Connect one end of the power adapter to the router’s power port on the rear panel, and
the other side into a wall outlet.

4.  Power on the device by pressing down the power switch on the rear panel.

The system starts to initiate. After completing the system test, the ACT LED will light
up and start blinking.

(For the hardware connection, we take “n”> model as an example.)

®©
("4 Internet

Cable/DSL Modem
or Media Converter

s Tol Vi

S ey ALEN D

AN T

WNE Lany 1
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For the installation of Vigor2829Vn-plus, refer to the following figure:

Analog Analog
Phone Phone

=) 0
i3 (338
- Adaot Analog ~ “'l
ower Adapter Phone [0
Adapter |2 E‘ Phone
= Line

@ DY yrens Tol- Vigor2925¥n-plus

iy 4% Liucl-WaN Securiry Rewler

WiHZ - [1] 2 a 3 3 Pinrwi

PWR ]
Cable/DSL Modem - .

Power Switch or Media Converter
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1.5 Printer Installation

You can install a printer onto the router for sharing printing. All the PCs connected this router
can print documents via the router. The example provided here is made based on Windows 7.
For other Windows system, please visit www.DrayTek.com.

Router
(192.168.1.1)

Internet

Printer

Printer Name:192.168.1.1
Port Name: IP_192.168.1.1

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).

1. Connect the printer with the router through USB/parallel port.
2. Open All Programs>>Getting Started>>Devices and Printers.

— Fl Smart WPM Client

Cornputer

J[ Getting Started k
== Contral Panel
% Privatefirewall 7.0

Dewvices and Printers

! Caonnectto a Projectar
] ! Cefault Programs

Calculator

Help and Support

Windows Security

L ff | *
» Al Prograrms L|]
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3. Click Add a printer.

=5 Devices and Printers

e

(\ yL ;‘I r'ﬁ'& * Control Parnel = Hardware and Sound = Devices and Printe

Sdd a device | Add a printer

a Devices (D

4.  Adialog will appear. Click Add a local printer and click Next.

- Add Printer x|
() & Add Printer

What type of printer do you want to install?

=» Add a local printer

Use this option only if wou don't have a USBE printer, (dindows automatically installs USE printers
wehen you plug them ing

«» Add a network, wireless or Bluetooth printer

dake sure thatwour computer is connected to the network, or that your Bluetooth or wireless
prirter is turned an,

| Cancel |

5. Inthis dialog, choose Create a new port. In the field of Type of port, use the drop
down list to select Standard TCP/IP Port. Then, click Next.

- Add Printer x|

@ = Add Printer

Choose a printer port

& printer port is 3 type of connection that allows your computer to exchange information with a printer,

" Use an existing port: |LPT1: (Printer Port) J

iy

=

Type of port:

INext Cancel
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6. Inthe following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Hostname or
IP Address and type 192.168.1.1 as the Port name. Then, click Next.

- Add Printer x|

@ = Add Printer

Type a printer hostname or IP address

Device type: ]TCP;’IP Dewvice ._]
Haosthame or IP address: |192.168.1.1
Port name: |192.168.1.1

[~ Querythe printer and autaomatically selectthe driver to use

Mext Cancel

7. Click Standard and choose Generic Network Card.

= Add Printer x|

@ i Add Printer

Additional port information required

The dewice is not found on the netwark, Be sure that:

. The device is turned on,

. The netwark is connected,

. The device is properly configured,

. The address on the prewvious page is correct,

R

If you think the address is not correct, click Back to return to the previous page, Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type belows

Device Type -

(¢ Standard

i Custorm Hi

Mext Cancel
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8. Now, your system will ask you to choose right name of the printer that you installed onto
the router. Such step can make correct driver loaded onto your PC. When you finish the
selection, click Next.

i Add Printer x|

6 o Add Printer

Install the printer driver

; Choose your printer frorn the list. Click Windows Update to see more models,
=

To install the driver from an installation CD, click Hawve Disk,

= ] v El
| s
I Brother | ||:'_T._',;Jamther DCP-116C |

Canon gl Brother DCP-TIVC
DrayTek 5l Brother DCP-128C
Epson ol Brother DCP-129C
Fuii Xerox j (=] Brather DCP-130C j

5] This driver s digitally signed. Windows Update | Hawve Disk... |

Tell rne why driver signing is important

Mext Cancel

9.  Type a name for the chosen printer. Click Next.

2 Add Printer x|

—
0 g Add Printer

Type a printer name

Printer narme:

This printerwill be installed with the Brother DCP-116C driver,

Mext Cancel
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10. Choose Do not share this printer and click Next.

i Add Printer x|
() & Add Printer
Printer Shating

If ywou weant to share this printer, you must provide a share name, You can use the suggested narme or
fype a new one, The share narme will be visible to other network users,

@+ Do not share this printer

" Share this printer so that others on your netwark can find and use it

Cancel

11. Then, in the following dialog, click Finish.

i Add Printer x|
() & Add Printer

You've successfully added Brother DCP-116C

I Setas the default printer

To check if wour printer is warking properly, or to see troubleshooting information for the printer, print a
testpage.

Print a test page

| Cancel
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12. The new printer has been added and displayed under Printers and Faxes. Click the new

printer icon and click Printer server properties.

-

OO % * Control Panel = Hardware and Sound » Devices and Printer:
Print server properties |
ies for this print|

[senver. |

Add adevice  Add aprinter  See what's printin Remove device

« Devices (3)

Gener\‘c’ ﬁ;n-PnP

Whweare Wirtual WM TP RO-SWR
Monitor disk SCSI Disk
Device
4 Printers and Faxes ()
s he
:‘.% f-
6F_Printer Adrn_Printer Microsoft XPS Brother

Document Writer DCP-116C

13. Edit the property of the new printer you have added by clicking Configure Port.

CEF Properties Remove device

Forms ~ Ports |Drivers| Securit_l,ll Advanced

Ports on this server

MM TP RO-5WR

Part Description Printer Ij
Ts002 Inactive TS Part

=i TS001 Inactive TS Part
TP ThinPrint Print Port fo..
172.16.2.2... Standard TCP/IP Port af
LPR_local... Standard TCP/IP Port Adrm_Printer

:I LOE locs Stapdoed TCDAD Do GE Deinter
Standard TCP/IP Port Brother DCP-1160C
FsHor Local Fort ricrosort AP Document Witer -
Add Port.., Delete Port

Configure Port... | ]
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14. Select "LPR" on Protocol, type pl (humber 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and LPR name.

WEF PrOperties MEMDWE HEWICE

| = Print Server Properties ﬂ

Forms Ports | Dirivvers | Security | Advanced |

Configure Standard TCP/IP Port Manitor ﬁ

Part Settings |

Port Name: |mz¢a&11

_ Printer Mame ar [P Address: |192.168.1.1

Protocol

" Rauw * LPR

Y Rawy Settings

|9100

LPR Settings
Cueue Mame: |p1|

[ LPR Byte Counting Enabled

[~ SMMP Status Enabled

|puh|ic

|1

ak | Cancel |

The printer can be used for printing now. Most of the printers with different manufacturers are
compatible with vigor router.

Note 1: Some printers with the fax/scanning or other additional functions are not supported.
If you do not know whether your printer is supported or not, please visit www.draytek.com
to find out the printer list. Open Support >FAQ/Application Notes; find out the link of
USB>>Printer Server and click it.

D T k MyVigor | Register | E-newsistter | DrayTekHQ | Hedis Center | [Glabal [ English ) v

FAQ ! Application You are here: Home » Supports » FAQ/ Application Motes » Printer Server

UsB

Printer Server

364G Internet
Connection
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Then, click the What types of printers are compatible with Vigor router? link.

FAQ | Applit:ation You are here: Home » Supports » FAQ/ Application MNotes » Printer Server

Latest FAQ/Application

(]

Basic Printer Server
Firmware Upgrade
What types of printers are compatible with Vigor router?
VAN yp o o vig
IPv6 How do | configure LPR printing on Windows7?
Rrpe gy How do | configure LPR printing on My Windows Vista ?
Dual WAN

Note 2: Vigor router supports printing request from computers via LAN ports but not WAN
port.

1.6 Accessing Web Page
1. Make sure your PC connects to the router correctly.

You may either simply set up your computer to get IP dynamically from the router or set
up the IP address of the computer to be the same subnet as the default IP address of
Vigor router 192.168.1.1. For the detailed information, please refer to the later section -
Trouble Shooting of the guide.

2. Open aweb browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password.

Dr ay Te k y lgOl':29.2-5 Series

Username admin
Password seene
Group W

Login

3. Please type “admin/admin” as the Username/Password and click Login.

Notice: If you fail to access to the web configuration, please go to “Trouble
Shooting” for detecting and solving your problem.

4. Now, the Main Screen will appear.
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DrayTek £avioss i iz AFEMWHBE . |
RS | Dashboard ﬂ T

Dashboard
Wizards

D resw Tol Viger2925Ln
Online Status Sy S S-fR Dul Route

ACT WAN1 QoS =

WAN
LAN
Load-Balance/Route Poli

LTE WAN2 WCF —T == —
8 | |
USB WLAN DMZ -
wa wanz  Lan» (1 2 = " .

uss

Hardware Acceleration

Firewall System Infermatien &= Status
User Management Model Hame Wigor2925Ln Systermn Up Time | 1:2:38 Status
Objects Setting Router Name DrayTek Current Time 2000Jan 1 5at 1:2:36 LTE access mode[Mone
CSM Firmware Version |3.8.2.1 Build Date/Time | Moy 19 2015 13:56:40 Access Tech
Bandwidth Management AN MAC Address | 00-10-%A-05-BA-B4 —
Applications Band
VPN and Remote Access |Pvd Internet Access —
gi;"{:ﬁ};m ,‘3,'::‘;';';?::" Line /Mode 1P Address MAC Address Up Time Onerator
Central AP Management WAN1 Ethernet / -— Disconnected 00-10-48-85-BA-BS 00:00:00 -
LTE WAN2 Ethernet / --- Disconnected 00-1D-28-85-BA-BE 00:00:00 Sighal
Wireless LAN LTE LISE /- Disconnected 00-40-C6-00-00-55 00:00:00 - dBm
SSLVPN WAN4 | USE /- Disconnected 00-1D-44-55-BA-BE 00:00:00 New SMS
USB Application —
System Maimenam:e Interface
2:2:':;':;:mes VAN Comnected: 0, WANL _WANZ LTE  WAN4 _

. _JLAN Connected: 0, @LAN1 QLANZ lLANT QLAN4G GLANS

L3 WLAN2. 4G Connected: O System Status
USE Connected: 0,  USE Dynamic DNS
Product Registration - TR 069
User Management
LIVPN Connected: 0 Remote Dial-inUser / LANto LAN IMP2P Block -
< | | »

Note: The home page will be different slightly in accordance with the type of the
router you have.

5. The web page can be logged out according to the chosen condition. The default setting is
Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.

Auto Logaut |+

Auto Logout

1.7 Changing Password

Please change the password for the original security of the router.

1. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

2.  Please type “admin/admin” as Username/Password for accessing into the web user
interface with admin mode.

3. Go to System Maintenance page and choose Administrator Password.

System Maintenance >> Administrator Password Setup

Administrator Password

Old Password

Confirm Password | |
<

MNew Password

Mote:Password can contain only a-z A-20-9, ;"< = +=-\ 2@z~ ! [
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4.  Enter the login password (the default is “admin”) on the field of Old Password. Type
New Password. Then click OK to continue.

Note: The maximum length of the password you can set is 23 characters. |

5. Now, the password has been changed. Next time, use the new password to access the
Web user interface for this router.

L Viorzszs s

Username |admin |
Password [s0nee |
Group

Login

Note: Even the password has been changed, the Username for logging to the web
user interface is still “admin”.

1.8 Introducing Dashboard

Dashboard shows the connection status including System Information, IPv4 Internet Access,
IPv6 Internet Access, Interface (physical connection), Security and Quick Access.

Click Dashboard from the main menu on the left side of the main page.

Wizards
Online Status

A web page with default selections will be displayed on the screen. Refer to the following
figure:
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Dashboard [

Dy Tol Vigor

ACT WAN1 QoS il s’ itk ¥ Router

Wirsloss LAN
TP

OMIOFFWFS . - - - - - -
LTE WAN2 WCF
y £=3
Reset USE WLAN DMZ
WANT [ 2 3 4 ]

uss LAN® [T

System Information

Model Mame Wignr2925Ln System Up Time 1:2:38 Status
Router Hame DrayTek Current Tithe 2000 Jan 1 Sat 1:2:36 LTE access mode[Mone]
Firmware Version | 3.8.2.1 Build Date/Time Moy 19 2015 13:56:40 Access Tech
LAN MAC Address | 00-10-AA-85-BA-B4 -
Band
IPv4 Internet Access -
Line / Mode IP Address MAC Address Up Time Operator
WAN1 Ethernet / -—- Disconnected 00-1D-A48-25-BA-BS 00:00:00 —
WANZ Ethernet / --- Disconnected 00-1D-A4-85-BA-B6 00:00:00 Signal
LTE LUSE [/ - Disconnected 00-AD-C5-00-00-55 00:00:00 -— dBm
VWANA USE [ -— Disconnected 00-1D0-A4-85-BA-BE 00:00:00 Hew SMS
WAN Connected: O WAN T WANZ LTE WA 4 .
1 LAN Connected: 0, @LANI LANZ LANI LA&MN4 LANS
1 WLANZ 4G Connected: 0 System Status
LSB Connected: 0,  USB Dynarnic DNS
TR-069
User Management
1 WPN Connected: 0 Remote Dial-in User / LAMto LAN IM/P2P Block -

1.8.1 Virtual Panel

On the top of the Dashboard, a virtual panel (simulating the physical panel of the router)
displays the physical interface connection. It will be refreshed every five seconds.

Dashboard

P reaavwTolr Vigor2925n

Q. ACT WAN1 QoS — ool YA Sacurity Router
T use wanz wer 7 i
sy w:m VPN DMZ : D m -
Port Color Explanation
Displayed
LED (left side) | Black It means the router or the function is not working.
Green It means the router or the function is working.
USB Black It means no USB device is connected.
Green It means a USB device is connected.
Ethernet Port | Black It means such port is disconnected.
(WAN/LAN) Green It means such port is connected (with Giga transmission
rate, 1Gbps) physically.
Orange It means such port is connected (with 10/100 Mbps)
physically.

For detailed information about the LED display, refer to 1.3 LED Indicators and
Connectors.
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1.8.2 Name with a Link

A name with a link (e.g., Router Name, Current Time, WAN1/2/3 and etc.) below means you
can click it to open the configuration page for modification.

System Information

Model Mame Vigor292sn+ St pe—E—~ | 1:13:5%

Router Nama | Current Time | 2000 Jan 1 Sar 1:19:51
Firmware Version Iz.7.4.1 Build-Dateiime—s | Mar 10 2014 15:37:19
LAN MAC Address| 00-1D-A2-B3-85-B8

IPv4 Internet Access |
Line /Mode IP Address MAC Address Up Time
{ WAN1 Fthernet [ --- Disconnected 00-1D-84-83-85-B9 00:;00:00
| WAN2 Ftharnet [ --- Disconnected 00-1D-448-B3-85-BA 00:00;00
WAN3 SE [ =ea Disconnected 00-1D-00-23-85-BE 00:00:00
WAN4 SB f - Disconnected 00-1D-544-B3-85-BC 00;00:00

1.8.3 Status for LTE

It is a short table which displays current status for Vigor2860L/Vigor2860Ln including acess
mode used, access tech adopted, band usage, operator, strength of signal and notification of
new SMS received.

=
Status
LTE access mode[Mone]

Access Tech

1.8.4 Quick Access for Common Used Menu

All the menu items can be accessed and arranged orderly on the left side of the main page for
your request. However, some important and common used menu items which can be
accessed in a quick way just for convenience.

Look at the right side of the Dashboard. You will find a group of common used functions
grouped under Quick Access.

System Status
Dynamic DS
TR-069
User Mlanagement
IM/P2P Block
Schedule
SysLog / Mail Alert
LDAP

DIUS
Firewall Object Setting
Data Flow Monitor
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The function links of System Status, Dynamic DDNS, TR-069, User Management, IM/P2P
Block, Schedule, Syslog/Mail Alert, LDAP, RADIUS, Firewall Object Setting and Data Flow
Monitor are displayed here. Move your mouse cursor on any one of the links and click on it.
The corresponding setting page will be open immediately.

In addition, quick access for VPN security settings such as Remote Dial-in User and LAN to
LAN are located on the bottom of this page. Scroll down the page to find them and use them if
required.

W O Connected: 0, WML WANZ LTE WO G

[ L2 Connected: 0, WLANT LAamE Lam 3 AN LAMNS
(A LAMNZ 45 Connected: 0
SE Connected: 0, LISE

JWPHN Connected: 0 Remote Dial-in User / LANto LAN
1 Myvigor| Activate @ 2, Web Content Filter ,APP EnforcementitETse

System Resource

CPU Usage: | 294
cuTEMEStEE T emory :
Lsage: B6%

Note that there is a plus (=2 ) icon located on the left side of LAN/WLAN/VPN/MyVigor.
Click it to review the LAN/WLAN/VPN/MyVigor connection(s) used presently.

VPN Connected : 1 Remote Dial-in User / LAHN to LAN
Current Page: 1 Page No.
MName [ User Type I Security Host IP Up Time
V2920 IPsec/3DES 172.16.2.145 0:0:20

User Mode is OFF now.

o LA Connected @ 1, LaMl @lanzZ Lam 3 LA LAaMS
Host ID IP Address MAC
CARRIE-OCTCB251 192.168.1.10 E0-CE-4E-DA-45-79
“onnerted N [ == |

Host connected physically to the router via LAN port(s) will be displayed with green circles in
the field of Connected.

All of the hosts (including wireless clients) displayed with Host ID, IP Address and MAC
address indicates that the traffic would be transmitted through LAN port(s) and then the WAN
port. The purpose is to perform the traffic monitor of the host(s).
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1.8.5 Topology — Switch Management

A visualized dashboard is provided for the router’s administrator or users to have a quick view
of WAN/LAN installation, USB devices installation and software configuration. From this
page, the router’s administrator or users can quicky check if hardware connection (WAN
connection, LAN connection) is well or not. In addition, by moving the mouse cursor on
specified icons (e.g., SSID 2.4G, SSID 5G) on the dashboard, corresponding information will
be open by tip window. Moreover, move the mouse cursor on the icon (e.g., Phone 1, Phone 2,
DialPlan and SIP Accounts) displayed on the screen, the system will open related

configuration web page immediately.
Below shows the topology of switch management:
Topology

Virtnal
| =
"TE 5 6 7 : s : 9 10
wm \ -
P1 P2 P3 P4 P5 P6 2 3 4 SsID
]
=« I N N 5
l 1
SSID DrayTek
Security Mode  Mized{\WPA+WPAZIPSE
Hide 551D Disahle
Rate Control
UeiEm e 0/0kbps
1.8.6 GUI Map
E MME >
GUI Map
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All the functions the router supports are listed with table clearly in this page. Users can click
the function link to access into the setting page of the function for detailed configuration.
Click the icon on the top of the main screen to display all the functions.

GUI Map

Daghboard Certificate Management

Wizards Local Cedificate
Quick Start Wizard Trusted CA Cedificate
Service Activation Wizard Cettificate Backup
WPM Client Wizard Central VPN Management
VPN Server Wizard General Setup
Wireles s Wizard CPE WMananement

Online Status YPM Management
Physical Connection Log & Alert
Wirtual VA Central AP Management

WAH Dashhoard
General Setup Status
Internet Access WLAM Profile
Multi-WLAMN AP Maintenance
Wi Budoet Traffic Graph

LAH Rogue AP Detection
General Setup Event Log
Static Foute Total Traffic
WLAMN Station Mumber
Bind IP to MAC Load Balance
LAM Port Wirror Function Support List
Wired 802.1% LTE
Wieb Portal Setup General Seftings

Load-Balance/Route Policy ShS Inkbox
General Setup Send SMS
Diagnaose Router Commands

HAT Status
Port Redirection Wireless LAN
DZ Host General Setup
Open Ports Security
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1.8.6 Web Console

= e B

It is not necessary to use the telnet command via DOS prompt. The changes made by using
web console have the same effects as modified through web user interface. The
functions/settings modified under Web Console also can be reviewed on the web user
interface.

Click the Web Console icon on the top of the main screen to open the following screen.

[M 192.168.1 . 1idociconsnle htm Q

Type 2 for comnatd help
=7

% Valid commands are:

hpa oSt ddns dos exit internet
ip ipa ipt log ldap tacacsplus
b} alu ol nmsukbnet ohject port portimaptime  ppa

prn qos quit show =i a] SEV
switch =y testiail = upnp ush
wvighrg wvlan Vpn wan wptl wl

wl dual radius wol user appgos natd

apm ha STm

o |

Vigor2925 Series User’s Guide 32



1.8.7 Config Backup

= N B S

Config Backup

There is one way to store current used settings quickly by clicking the Config Backup icon. It
allows you to backup current settings as a file. Such configuration file can be restored by using

System Maintenance>>Configuration Backup.

Simply click the icon on the top of the main screen and a pop up dialog will appear.

TETIFREEE

Cla  v2025 20121024 cfe
O3 coxm
HFE TH:

EEIR - TEhiERAR BT

Click Save to store the setting.

1.8.8 Logout

= MmE o

Logout

Click the Logout icon to exit the web user interface.

1.9 Online Status

Online Sta
nection

1.9.1 Physical Connection

1

Such page displays the physical connection status such as LAN connection status, WAN

connection status, and so on.

33

Vigor2925 Series User's Guide



Physical Connection for IPv4 Protocol

Online Status

Physical Connection System Uptime: 9days 0:24:15

1Pvd IPv6
LAN Status Primary DNS: 10.39.0.1 Secondary DNS: 5.5.4.4
IP Address TX Packets RX Packets
10.28.60.1 Z1o0oo092 2482777
WAN 1 Status == Dial PPPoE
Enable Line Name Mode Up Time
Yes Ethernet FRRPCE ao:od:ao
IP GW IP TX Packets  TX Rate(Bps) RX Packets RX Rate(Bps)
-—- --- u] u] a ]
WAN 2 Status => Release
Enable Line Name Mode Up Time
Yes Ethernet DHCP Client 216:24:07
IP GW IP TX Packets  TX Rate(Bps) RX Packets RX Rate(Bps)
10.39.0.10 10.39.0.1 1174353 96596 1531576 1247
WAN 3 Status
Enable Line Name Mode Up Time Signal
Wes LISE --= oo:o0:00 -
IP GW IP TX Packets TX Rate(Bps) RX Packets RX Rate(Bps)
- - 0 0 0 0
WAN 4 Status
Enable Line Name Mode Up Time Signal
Yes USBE --- ao:od:0o -
IP GW IP TX Packets  TX Rate(Bps) RX Packets  RX Rate(Bps)
- - u] 0 a} 0

Physical Connection for IPv6 Protocol
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Online Status

Physical Connection

System Uptime: Oday 0:0:52

IPv4 IPv6
LAN Status
IP Address
2001:388:E001:9501:21D:AAFF:FECA: 7700/64 (Global)
FES80::21D:AAFF:FECA:7700/64 (Link)
TX Packets RX Packets TX Bytes RX Bytes
17 76 1,766 23,236
WAN1 IPvG Status
Enable Mode Up Time
Yes TSPC 0:00:29
1P Gateway IP
2001:388:F000: :2EF3/128 (Global)
FES0::COAS:30A/128 (Link)
TX Packets RX Packets TX Bytes RX Bytes
10 39 760 9,143
WAN2 IPvE Status
Enable Mode Up Time
Mo Offline D00
IP Gateway IP
WARN3 IPvG Status
Enable Mode Up Time
Mo Offline Do
IP Gateway IP
WAN4 IPv6 Status
Enable Mode Up Time
No Offline ===
IP Gateway IP

Detailed explanation (for IPv4) is shown below:

ltem

Description

LAN Status

Primary DNS-Displays the primary DNS server address
for WAN interface.

Secondary DNS -Displays the secondary DNS server
address for WAN interface.

IP Address-Displays the IP address of the LAN interface.

TX Packets-Displays the total transmitted packets at the
LAN interface.

RX Packets-Displays the total received packets at the LAN
interface.

WAN1/WAN2/WAN3
/WAN4 Status

Enable — Yes in red means such interface is available but
not enabled. Yes in green means such interface is enabled.

Line — Displays the physical connection (Ethernet, or USB)
of this interface.

Name — Display the name of the router.

Mode - Displays the type of WAN connection (e.g.,
PPPOE).

Up Time - Displays the total uptime of the interface.
IP - Displays the IP address of the WAN interface.
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ltem

Description

GW IP - Displays the IP address of the default gateway.

TX Packets - Displays the total transmitted packets at the
WAN interface.

TX Rate - Displays the speed of transmitted octets at the
WAN interface.

RX Packets - Displays the total number of received packets
at the WAN interface.

RX Rate - Displays the speed of received octets at the
WAN interface.

Detailed explanation (for IPv6) is shown below:

Item Description

LAN Status IP Address- Displays the IPv6 address of the LAN
interface..
TX Packets-Displays the total transmitted packets at the
LAN interface.
RX Packets-Displays the total received packets at the LAN
interface.
TX Bytes - Displays the speed of transmitted octets at the
LAN interface.
RX Bytes - Displays the speed of received octets at the
LAN interface.

WANI1/WAN2/WAN3 Enable — No in red means such interface is available but

/WAN4 IPv6 Status

not enabled. Yes in green means such interface is enabled.
No in red means such interface is not available.

Mode - Displays the type of WAN connection (e.g., TSPC).
Up Time - Displays the total uptime of the interface.
IP - Displays the IP address of the WAN interface.

Gateway IP - Displays the IP address of the default
gateway.

Note: The words in green mean that the WAN connection of that interface is ready for
accessing Internet; the words in red mean that the WAN connection of that interface is not
ready for accessing Internet.

1.9.2 Virtual WAN

Such page displays the virtual WAN connection information.

Virtual WAN are used by TR-069 management, VVoIP service and so on.

The field of Application will list the purpose of such WAN connection.

Vigor2925 Series User's Guide
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Online Status

Virtual WAHN System Uptime: 3:15:25

WAN 5 Status
Enable Line Name Mode Up Time Application
Yes Ethernet --- 00:00:00 Management
IP GWIP TX Packets  TX Rate(Bps) RX Packets  RX Rate(Bps)
0 0 0 0

WAN 6 Status
Enable Line Name Mode Up Time Application
Yes Ethernet --- 00:00:00 Management
1P GWIP TX Packets TX Rate(Bps) RX Packets RX Rate(Bps)
- —— 0 0 0 0

VAN 7 Status
Enable Line Name Mode Up Time Application
Yes Ethernet --- 00:00:00 Management
1P GWIP TX Packets TX Rate(Bps) RX Packets RX Rate(Bps)
--- --- 0 0 0 0

1.10 Saving Configuration

Each time you click OK on the web page for saving the configuration, you can find messages
showing the system interaction with you.

l 1
Status: S

Ready indicates the system is ready for you to input settings.

Settings Saved means your settings are saved once you click Finish or OK button.
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i Quick Setup

There are several setup wizards offered for you to configure the router simply and quickly.

zard

®  Quick Start Wizard — used for building network connection, Internet access.
Service Activation Wizard — used for activating the web content filter service.

VPN Client Wizard — used for establishing VPN tunnel; the router is treated as a VPN
client.

® VPN Server Wizard — used for establishing VPN tunnel; the router is treated as a VPN
server.

Wireless Wizard — used for building wireless LAN connection.

VoIP Wizard — used for establishing VolP profile.

2.1 Quick Start Wizard

If your router can be under an environment with high speed NAT, the configuration provide
here can help you to deploy and use the router quickly. The first screen of Quick Start
Wizard is entering login password. After typing the password, please click Next.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password (Max 23 characters).

Old Password |nn. |
MNew Password |nno |
Confirm Password |nn. |
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On the next page as shown below, please select the WAN interface that you use. If Ethernet
interface is used, please choose WAN1/WANZ2; if 3G/4G USB modem is used, please choose
WANB3/WAN4; if LTE SIM card is used, please choose LTE.. Then click Next for next step.

Quick Start Wizard

WAN Interface
WAk Interface: WHANT
Display Mame:
Physical Mode: Ethernet
Physical Type: Auto negotiation s

([(=Back | [ Next> |

WAN1, WAN2, WAN3/LTE and WAN4 will bring up different configuration page. Refer to
the following for detailed information. In which, WAN3 will be treated as USB WAN or LTE
WAN according to the USB modem or SIM Card used for accessing Internet.
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2.1.1 For WAN1/WAN2 (Ethernet)

WANZ1/WAN2 is dedicated to physical mode in Ethernet. If you choose WANL1/WAN2,
please specify physical type. Then, click Next.

Quick Start Wizard

WAN Interface
WAN Interface: WA Z
Display Name:
Physical Mode: Ethernet
Physical Type: Auto negotiation s

[(<Back | [ Mext> ] ([ Cancel ]

On the next page as shown below, please select the appropriate Internet access type according
to the information from your ISP. For example, you should select PPPoE mode if the ISP
provides you PPPOE interface. Then click Next for next step.

PPPoE

1. Choose WAN1/WAN?2 as the WAN Interface and click the Next button. The following
page will be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WWAN 2

Select one of the following Internet Access types provided by your ISP.
& PPPoE
O pPTP
O LzTp
O static IP
O DHcp

< Back l [ Mext =
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2. Click PPPoE as the Internet Access Type. Then click Next to continue.

Quick Start Wizard

PPPoE Client Mode

Password

Confirm Password

VAN 2

Enter the user name and password provided by your ISP,
Service Mame (Optional) CHT
Username 34005657 @hinet. net

[ = Back ] [ Mext = ]
Available settings are explained as follows:
Item Description
Service Name Enter the description of the specific network service.
(Optional)
Username Assign a specific valid user name provided by the ISP.
Note: The maximum length of the user name you can set is
63 characters.
Password Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.

Confirm Password

Retype the password.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Please manually enter the Username/Password provided by your ISP. Click Next for
viewing summary of such connection.
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Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: PPPoE

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel ]

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.

PPTP/L2TP

1. Choose WAN1/WAN2 as the WAN Interface and click the Next button. The following
page will be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

VYWAN 1
Select one of the following Internet &ccess types provided by your ISP,
PPPOE
PPTP
= L2TP
Static IP
DHCP

= Back [ext = Finish Cancel
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2. Click PPTP/L2TP as the Internet Access Type. Then click Next to continue.

Quick Start Vizard

L2TP Client Mode

WAH 1

yoaur ISP,
Llsername

Password
Confirm Password

WaAN IP Configuration
Obtain an IP address automatically
= Specify an IP address

Enter the username, password, Wak IP configuration and L2TP server IP provided by

a477aec

IP Address 192.168.3.100
Subnet Mask 255.255.254.0
Gateway 192.168.3.1
LZTP Server
= Back et = Finish Cancel

Available settings are explained as follows:

Item Description

Username Assign a specific valid user name provided by the ISP.
Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is
62 characters.

Confirm Password

Retype the password.

WAN IP
Configuration

Obtain an IP address automatically — the router will get
an IP address automatically from DHCP server.

Specify an IP address — you have to type relational
settings manually.

IP Address - Type the IP address.
Subnet Mask —Type the subnet mask.
Gateway — Type the IP address of the gateway.

PPTP Server / L2TP

Type the IP address of the server.

Server

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.
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Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAl Interface: WA 1

Physical Mode: Ethernet
FPhysical Type: Auto negotiation
Internet Access: LZTP

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the Vigor router,

= Back MNext = Finish Cancel
4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.
Quick Start Wizard Setup OR!
5. Now, you can enjoy surfing on the Internet.
Static IP
1.  Choose WAN1/WAN?2 as the WAN Interface and click the Next button. The following

page will be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

VAN 2

Select one of the following Internet Access types provided by your ISP,
O PPPOE
O ppTP
O L2TP
® static IP
O DHcp

< Back ] [ Mext =
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2. Click

Static IP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

Static IP Client Mode

VAN 2

Enter the Static IP configuration provided by your ISP.

WAN IP 192.166.3.100

Subnet Mask 2552552550

Gateway 192.168.3.1

Primary DNS

Secondary DNS (optional)

[ < Back ] [ Mext =
Available settings are explained as follows:

Item Description
WAN IP Type the IP address.
Subnet Mask Type the subnet mask.
Gateway Type the IP address of gateway.
Primary DNS Type in the primary IP address for the router.
Secondary DNS Type in secondary IP address for necessity in the future.
Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Please type in the IP address information originally provided by your ISP. Then click
Next for next step.

Quick Start Wizard

Please

Vigor2925 Series User's Guide

confirm your settings:

WAN Interface: WAMNZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

Finish ] [ Cancel
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4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.

DHCP

1. Choose WAN2 as WAN Interface and click the Next button. The following page will be
open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WARN 2

Select one of the following Internet Access types provided by your ISP.
O PPPoE
O PPTP
O LaTe
O static IP
@ DHCP

[ < Back ] [ MNext = ]

2. Click DHCP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

DHCP Client Mode

VAN 2
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in.

Host Name (optional)

MAC 00 | -[1D | -|AA | -|AB | -|BT | -|6A |(optional)

[ < Back ] I Mext =
Available settings are explained as follows:
Item Description
Host Name Type the name of the host.

Note: The maximum length of the host name you can set is
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39 characters.

MAC Some Cable service providers specify a specific MAC
address for access authentication. In such cases you need to
enter the MAC address.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. After finished the settings above, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel ]

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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2.1.2 For WAN3/WAN4 (USB)
WAN3/WAN4 is dedicated to physical mode in USB.
1.  Choose WAN3/WAN4 as WAN Interface.

Quick Start Wizard

WAN Interface
WAN Interface: WANI v
Display Mame:
Physical Mode: USB

[ < Back ] [ Mext =

2. Then, click Next for getting the following page.

Quick Start Wizard

Connect to Internet

WAN 3
Internet Access . 354G USE Modem(PPP mode) W

3545 USB Modem(PPP mode)
3G/4G USB Modem(PPP mode) 3G USE Moderm(DHCP maode)
SIM PIN code
Modem Initial String ATEFEDNVT X1 8028C130=0

(Default: ATEFEODY1X18D28C150=0)
APMN Mame Apply

[<Back ] [(Next>

Available settings are explained as follows:

Item Description

Internet Access Choose a protocol for accessing the Internet.

3G/4G USB Modem | SIM Pin code —Type PIN code of the SIM card that will be
(PPP mode) used to access Internet. The maximum length of the pin code
you can set is 15 characters.

Modem Initial String — Such value is used to initialize USB
modem. Please use the default value. If you have any
question, please contact to your ISP. The maximum length of
the string you can set is 47 characters.
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APN Name — APN means Access Point Name which is
provided and required by some ISPs. Type the name and

click Apply.
3G/AG USB Modem SIM Pin code —Type PIN code of the SIM card that will be
(DHCP mode) used to access Internet.

Network Mode - Force Vigor router to connect Internet with
the mode specified here. If you choose 4G/3G/2G as network
mode, the router will choose a suitable one according to the
actual wireless signal automatically.

APN Name — APN means Access Point Name which is
provided and required by some ISPs.

3. Then, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WAN3
Physical Mode: USB
Internet Access: FPP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router,

Finish ] [ Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OR!

5. Now, you can enjoy surfing on the Internet.
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2.1.3 For LTE WAN

LTE WAN is dedicated to physical mode in USB. Such WAN will be available when LTE
SIM card is installed onto your Vigor router (e.g., Vigor2925L or Vigor2925Ln).

1. Choose LTE as WAN Interface.

Quick Start Wizard

WAN Interface

WaMN Interface:
Display Mame:
Physical Mode:

LTE ¥

Use

< Back Mext = Finish Cancel

2. Then, click Next for getting the following page.

Quick Start Wizard

Connect to Internet

LTE

SIM PIN code
Metwark Mode
APM Mame

Internet 4ccess @

364G USB Modem(DHCP mode)

3G/MG USE Modem(DHCP mode) v
3G/M45 UEE Modem(DHCP mode)

4GAAGLRG ¥ | (Default: 4G/3G/2G)
internet

< Back Mext = Finizh Cancel

Available settings are explained as follows:

ltem

Description

Internet Access

Now, DHCP mode is the only choice for LTE WAN.

3G/4G USB
Modem (DHCP
mode)

SIM Pin code — Type PIN code of the SIM card that will be
used to access Internet.

Network Mode - Force Vigor router to connect Internet with
the mode specified here. If you choose 4G/3G/2G as network
mode, the router will choose a suitable one according to the
actual wireless signal automatically.

APN Name — APN means Access Point Name which is
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provided and required by some ISPs.

3. Please type in required information originally provided by your ISP. Then, click Next for
viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAR Interface: LTE
Physical Mode: LSE
Internet Access: CHCP

Click Back to rmodify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

< Back Mext = Finizh Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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2.2 Service Activation Wizard

Service Activation Wizard can guide you to activate WCF service (Web Content Filter) with a
quick and easy way. For the Service Activation Wizard is only available for admin
operation, therefore, please type “admin/admin’” on Username/Password while Logging
into the web user interface.

Service Activation Wizard is a tool which allows you to use trial version of WCF directly
without accessing into the server (MyVigor) located on http://myvigor.draytek.com. For using
Web Content Filter Profile, please refer to later section Web Content Filter Profile for
detailed information.

Now, follow the steps listed below to activate WCF feature for your router.

Note: Such function is available only for Admin Mode.

1. Open Service Activation Wizard.

2. The screen of Service Activation Wizard will be shown as follows. Click Next to
activate free trail edition.

Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating
- Web Content Filter
Flease choose the edition vou need.

[ @ Free trial edition ]

Free trial edition: it offers a period of trial for you to get acquainted with WCF function.
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3. Inthe following page, you can activate the Web content filter services at the same time
or individually. When you finish the selection, please click Next.

Service Activation Wizard

Select the service type that you want to activate

This product provides 30 days of free trial, please choose the item(s) you want to use.

WCF service:

O Web Content Filter (EPjM)
EFjM iz the web content filter based on service cperated in Germany. We recemmend enly users live in
Germany to try the BRjM WCF service. This is a free service without guarantee.

Activation Date :

& Web Content Filter (Commtouch) License

Agreement
Commtouch is the web content filker based on Commtouch operated in the worldwide, There is 2 20-day
trial period. After trizal, you can purchase DrayTek's prepared Commtouch Globalview WCF package from
retailing outlets.
Activation Date :
' Web Content Filter (fragFINM) License Activation
Agreement Date :

[ [#]1 have read and accept the above Agreement. (Please check this box). ]

Mote: The activation date is brought out by the server automatically and cannot be changed.

Commtouch is the web content filter based on Commtouch operated in the
worldwide. There is a 30-day trial period. After trial, you can purchase DrayTek's
prepared Commtouch GlobalView WCF package from retailing outlets.

BPjM is WCF for German Speaking users. The fragfINN is whitelist for German
Speaking users. The BPjM is ideal for your family to provide more Internet security
for youngsters.

Web Content Filter (fragFINN) service will not be supported since January 1, 2015.

4.  Setting confirmation page will be displayed as follows, please click Next.

Service Activation Wizard

Please confirm your settings

Sevice Type : Trial version
Sevice Activated : Web Content Filter { Commtouch )

Please click Back to re-select service type yvou to activate.

B ] (e )
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5. Wait for a moment till the following page appears.

Service Activation Wizard

Connection Succeeded!

Please check the following item(s) to enable services on your router.

Enable Web Content Filter

When such page appears, you can enable or disable these services for your necessity.
Then, click Finish.

Note: The service will be activated and applied as the default rule configured in
Firewall>>General Setup.

6. Now, the web page will display the service that you have activated according to your
selection(s). The valid time for the free trial of these services is one month.

Service Activation Wizard

Server Enabled!

DrayTek Service Activation

Service Name Start Date Expire Date Status
Web Content filter 2013-02-18 2013-03-21 Commtouch

Flease check if the license fits with the service provider of vour signature. To ensure
normal operation for your router, update your signature again is recommended

Copyright @ DrayTsk Corp. 41l Rights Rassrvsd

When all the trial editions for various web content filters had been enabled, the configuration
page of Service Activation Wizard will be invalid as shown below.

Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating
- N/A

Please choose the edition you need.

Free trial edition

Mext = Finish Cancel
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2.3 VPN Client Wizard

Such wizard is used to configure VPN settings for VPN client. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial out connection (from server to client) step by step.

1. Open VPN and Remote Access>>VPN Client Wizard. The following page will appear.

VPN and Remote Access == VPN Client Wizard

Choose VPN Establishment Environment

LAM-to-LAN VPN Client Mode Selection: Route Mode |+

Please choose a LAN-to-LAN Profile: [Index] [Status] [MName] v

Note:For a typical LAN-to-LAN tunnel, please select Route Mode.
If the remote network is expecting only a single client or ip and is not configured to route the
subnet and then select MAT mode.
If in doubt then select Route Mode

Available settings are explained as follows:
Item Description
LAN-to-LAN Client | Choose the client mode.
Mode Selection Route Mode/NAT Mode — If the remote network only

allows you to dial in with single IP, please choose NAT
mode, otherwise please choose Route Mode.

Foute fode »

Please choose a There are 64 VPN profiles for users to set.
LAN-to-LAN Profile
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2. When you finish the mode and profile selection, please click Next to open the following
page.

VPN and Remote Access == VPN Client Wizard

VPN Connection Setting

Security ranking (1 is the highest: 5 is the lowest) Throughput ranking (1 is the highest; 5 is the lowest)
1. L2ZTP over IPsec 1. PPTP (Mone Encryption)
2. IPsec 2. L2TP
3. PPTP (Encryption) 3. IPsec
4. L2TP 4. L2TP over IPsec
5. PPTP (None Encryption) 5. PPTP (Encryption)

Select VPN Type: | PPTP (Encryption) w
PPTP (Mone Encryption)
PPTP (Encryption
IPsec
L2TP

L2TP aver IPsec (Nice to Have)
L2TP over IPsec (Must}

EmarEs

In this page, you have to select suitable VPN type for the VPN client profile. There are
six types provided here. Different type will lead to different configuration page. After
making the choices for the client profile, please click Next. You will see different
configurations based on the selection(s) you made.
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Note: The following descriptions for VPN Type are based on the Route Mode
specified in LAN-to-LAN Client Mode Selection.

® When you choose PPTP (None Encryption) or PPTP (Encryption), you will see the
following graphic:

VPN and Remote Access => /PN Client Wizard

VPN Client PPTP Encryption Settings

Profile Name Y
VPN Dial-0Out Through WWAMNT First hd
O Always on

Server IP/Host Name for VPN

(e.g. draytek.com or 123.45.67.89) draytek com

Username marketing
Password seenene
Remote Network IP 192.168.1.6
Remote Network Mask 2552552550

[ < Back ] [ MNext = ]

® When you choose IPsec, you will see the following graphic:

VPH and Remote Access == VPN Client Wizard

VPHN Client IPsec Settings

Profile Name 777
VPN Dial-Out Through VWAMNT First hd
O Always on

Server IP/Host Mame for WPN
(e.g. draytek.com or 123.45.67.89)

IKE Authentication Method
@ pre-Shared Key
Confirm Pre-Shared Key
O Digital Signature (X.509)
Peer ID
Local 1D
Alternative Subject Name First
O subject Name First
Local Certificate

IPseC Securily MeLhod
® Medium (&H)

O High (ESP)
Remote Network IP 0000
Remote MNetwork Mask 255 2052550

(o] (o)

® When you choose L2TP, you will see the following graphic:
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VPH and Remote Access == VPN Client Wizard

VPN Client L2TP Settings

Profile Mame

VPN Dial-0Out Through

0 always on

Server IP/Host Mame for VPN

777

(e.g. draytek.com or 123.45.67.89)

Username

Password

Remote Metwork IP
Remote Network Mask

VAN First b
777

0.0.0.0

2552552550

[ < Back ] [ Mext = ]

When you choose L2TP over IPsec (Nice to Have) or L2TP over IPsec (Must), you
will see the following graphic:

VPN and Remote Access == VPN Client Wizard

VPN Client L2TP over IPsec (Nice to Have) Settings

Profile Name

VPN-2

VPN Dial-0Out Through VWANT First
O always on

Server IP/Host Name for VPN
(e.g. draytek.com or 123.45.67.89)

IKE Authentication Method
® Pre-Shared Key senene
Confirm Pre-Shared Key ssssne
O Dpigital Signature (X.509)
Peer ID
Local ID
Alternative Subject Name First
O subject Name First
Local Certificate

IPsec Security Method
® Medium (AH)
O High (ESP)
Username

Password

Remote Network IP 0000
2

Remote Metwork Mask 255

[ < Back ] [ Mext =

Available settings are explained as follows:

ltem

Description

Profile Name

Type a name for such profile. The length of the file is
limited to 10 characters.
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VPN Dial-Out

Use the drop down menu to choose a proper WAN interface

Through for this profile. This setting is useful for dial-out only.

WA First v

WANT First

WART Only

WART anly: Only establish WPRN ITWAMNZ down

WiaM 2 First

WVAMNZ Only

WARZ anly: Only establish WPR ITWAMT don

WiAM3 First

WARS Oy

Wiahd First

WVWAMNA Only
WANL1 First/ WAN2 First /WAN3 First (or LTE First)
/WAN4 First- While connecting, the router will use
WANL/WAN2/WAN3(or LTE) /WAN4 as the first channel
for VPN connection. If WAN1T/WAN2/WAN3 (or LTE)
/WANA fails, the router will use another WAN interface
instead.
WAN1 Only /WAN2 Only/WAN3 Only(or LTE Only)
/WAN4 Only - While connecting, the router will use
WANI1/WAN2/WAN3(or LTE)/WAN4 as the only channel
for VPN connection.
WANL1 Only: Only establish VPN if WAN2 down - If
WAN?2 failed, the router will use WANL1 for VPN
connection.
WANZ2 Only: Only establish VPN if WAN1 down - If
WANL1 failed, the router will use WANZ2 for VPN
connection.

Always On Check to enable router always keep VPN connection.

Server IP/Host Name

Type the IP address of the server or type the host name for

for VPN such VPN profile.
IKE Authentication IKE Authentication Method usually applies to those are
Method remote dial-in user or node (LAN to LAN) which uses

dynamic IP address and IPsec-related VPN connections
such as L2TP over IPsec and IPsec tunnel.

Pre-Shared Key- Specify a key for IKE authentication.
Confirm Pre-Shared Key-Confirm the pre-shared key.

Digital Signature
(X.509)

Click Digital Signature to invoke this function.

Peer ID — Choose the peer ID selection from the drop down
list.

Local ID — Choose Alternative Subject Name First or
Subject Name First.

Local Certificate — Use the drop down list to choose one of
the certificates for using. You have to configure one
certificate at least previously in Certificate Management
>> | ocal Certificate. Otherwise, the setting you choose
here will not be effective.

IPsec Security

Medium - Authentication Header (AH) means data will be
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Method authenticated, but not be encrypted. By default, this option
is active.

High - Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated. You
may select encryption algorithm from Data Encryption
Standard (DES), Triple DES (3DES), and AES.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the user name is limited to 11 characters.

Password This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the password is limited to 11 characters.

Remote Network IP Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network Please type the network mask (according to the real location
Mask of the remote host) for building VPN connection.

3. After finishing the configuration, please click Next. The confirmation page will be shown
as follows. If there is no problem, you can click one of the radio buttons listed on the page
and click Finish to execute the next action.

VPN and Remote Access == VPN Client Wizard

Please confirm your settings

LAN-to-LAN Index: 20

Profile Name: VPN-2

VPN Connection Type: L2TP owver IPsec (Nice to Have)
VPN Dial-0Out Through: WAN1 First

Always on: No

Server IP/Host Name: 172.16.3.8

IKE Authentication Method: Pre-Shared Key

IPsec Security Method: AH-SHA1

Remote MNetwork IP: 0.0.0.0

Remote Metwork Mask: 255.255.255.0

Click Back to modify changes if necessary. Otherwise, click Finish to save the current settings and
proceed to the following action:

® Go to the VPN Connection Management.
O Do another VPN Client Wizard setup.
O view more detailed configurations.

Finish ] [ Cancel
Available settings are explained as follows:

Item Description
Go to the VPN Click this radio button to access VPN and Remote
Connection Access>>Connection Management for viewing VPN
Management Connection status.
Do another VPN Click this radio button to set another profile of VPN Server
Server Wizard Setup | through VPN Server Wizard.
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View more detailed Click this radio button to access VPN and Remote
configuration Access>>LAN to LAN for viewing detailed configuration.
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2.4 VPN Server Wizard

Such wizard is used to configure VPN settings for VPN server. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial in connection (from client to server) step by step.

1. Open VPN and Remote Access>>VPN Server Wizard. The following page will appear.

VPN Server Wizard

Choose VPN Establishment Environment

VPN Server Mode Selection: Remote Dial-in User (Teleworker
Please choose a LAN-to-LAN Profile:

Please choose a Dial-in User Accounts: ] ® 2z w

&llowed Dial-in Type:
PRTR
IPsec
L2TP with IPsec Policy | Mone "

S5L Tunnel

Available settings are explained as follows:

Item Description

VPN Server Mode Choose the direction for the VPN server.

Selection Site to Site VPN — To set a LAN-to-LAN profile
automatically, please choose Site to Site VPN.

Remote Dial-in User —You can manage remote access by
maintaining a table of remote user profile, so that users can
be authenticated to dial-in via VPN connection.

Site to Site WP (LAN-ta-LAN)

IV

Remate Diakin User (Teleworker)

Please choose a This item is available when you choose Site to Site VPN
LAN-to-LAN Profile | (LAN-to-LAN) as VPN server mode. There are 64 VPN
profiles for users to set.
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Please choose a This item is available when you choose Remote Dial-in

Dial-in User User (Teleworker) as VPN server mode. There are 64 VPN

Accounts profiles for users to set.

Allowed Dial-in Type | This item is available after you choose any one of dial-in
user account profiles. Next, you have to select suitable
dial-in type for the VPN server profile. There are several
types provided here (similar to VPN Client Wizard).

PPTP
IPsec
L2TP with IPsec Policy | Mone "
S5L Tunnel Mane
Mice to Have
hfust
Different Dial-in Type will lead to different configuration
page. In addition, adjustable items for each dial-in type will
be changed according to the VPN Server Mode (Site to Site
VPN and Remote Dial-in User) selected.

2. After making the choices for the server profile, please click Next. You will see different
configurations based on the selection you made.

Here we take the examples of choosing Site-to-Site VPN as the VPN Server Mode.
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®  When you check PPTP, you will see the following graphic:

VPN Server Wizard

VPN Authentication Setting

Profile Mame 7Y
PPTP f L2TP { L2TP over IPsec / S5L Tunnel Authentication
lsernamea G
Password
Peer IPAPH Client IP
Site to Site Information
Remote Netwark IP 0.0.0.0
Remote Netwaork Mask 256.256.2565.0
(=Back | [ Nex> |

® When you check PPTP & IPsec & L2TP (three types) or PPTP & IPsec (two types) or
L2TP with Policy (Nice to Have/Must), you will see the following graphic:

VPN Server Wizard

VPN Authentication Setting

Profile Mame v
PPTP f L2TP f L2TP over IPsec / SSL Tunnel Authentication
Username o
Password

IPsec f L2TP aver IPsec Authentication
Pre-Shared Key
Confirm Pre-Shared Key
[] Digital Signature (¥.509)
Peear ID
Local ID
Alternative Subject Mame First
O subject Mame First
Peer IPA/PH Client IP

Peer ID

Site to Site Information

Remote Metwork IP 0.0.0.0
Rermote Metwork Mask 266.265.255.0

[ =Back | [ Nest- ]
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®  When you check IPsec, you will see the following graphic:

VPN Server Wizard

VPN Authentication Setting

Profile Mame e
IPsec / L2TP over IPsec authentication
Pre-Shared Key
Confirm Pre-Shared Key
[ pigital Signature (¥.509)
Peer ID
Local ID
Alternative Subject Mame First
O subject Mame First
Peer IP/PM Client IP

Peer ID

Site to Site Information

Remote Metwork IP 0.0.0.0
Remote Network Mask 266.265.255.0
(<5 (o

Available settings are explained as follows:

Item Description

Profile Name Type a name for such profile. The length of the file is
limited to 10 characters.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the name is limited to 11 characters.

Password This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the name is limited to 11 characters.

Pre-Shared Key For IPsec/L2TP IPsec authentication, you have to type a
pre-shared key.

The length of the name is limited to 64 characters.

Confirm Pre-Shared | Type the pre-shared key again for confirmation.

Key
Digital Signature Check the box of Digital Signature to invoke this function.
(X.509) Peer 1D — Choose the peer ID selection from the drop down

list.

Local ID — Choose Alternative Subject Name First or
Subject Name First.

Peer IP/VPN Client Type the WAN IP address or VPN client IP address for the
IP remote client.

Peer ID Type the ID name for the remote client.
The length of the name is limited to 47 characters.
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Remote Network IP

Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network
Mask

Please type the network mask (according to the real location
of the remote host) for building VPN connection.

3. After finishing the configuration, please click Next. The confirmation page will be shown
as follows. If there is no problem, you can click one of the radio buttons listed on the page
and click Finish to execute the next action.

VPN Server Wizard

Please Confirm Your Settings

WPMN Environment:
Index:

Profile Name:
Jsarname:

Allowed Service:

Peer IPAPM Client IP:
Pear ID:

Remote Metwork IP:
Remote NMetwork Mask:

Click Back to modify changes if necessary, Otherwise, click Finish to save the current settings
and proceed to the following action:

Site to Site WPN (LaN-to-LAN)
2

e

e

PPTP+LETP with IPsec Palicy

456
172.16.3.56
255.2533.255.0

* Go tothe VPN Connecton Management.
O Do another WPN Server Wizard setup.
O wiew moare detailed configurations,

[_Finish | [ cancel |

Available settings are explained as follows:

Item Description

Go to the VPN Click this radio button to access VPN and Remote
Connection Access>>Connection Management for viewing VPN
Management Connection status.

Do another VPN Click this radio button to set another profile of VPN Server

Server Wizard Setup

through VPN Server Wizard.

View more detailed
configuration

Click this radio button to access VPN and Remote
Access>>LAN to LAN for viewing detailed configuration.
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2.5 Wireless Wizard

The wireless wizard allows you to configure settings specified for a host AP (for home use or
internal use for a company) and specified for a guest AP (for any wireless clients accessing
into Internet).

Note: This wizard is available for “n”and “ac” models only.

Follow the steps listed below:
1. Open Wireless Wizard.

ard

2. The screen of wireless wizard will be shown as follows. This page will be used for internal
users in a company or your home.

Wireless Wizard

Host AP Configuration

Wireless 2.4GHz Settings

Mame: |DrayTek—marketing

Mode: [Mixed({11b+11g+11n) ~|

Channel: [Channel 6, 2437MHz  + |

Security Key: |“m““ |

Wireless 5GHz Settings
[Juse the same SSID and Security Key as above

Mame: |DrayTek_:SG-marketing |
Mode: Mixed (11a+11n) »
Channel: [ Channel 60, 5300MHz  +|

| |

Security Key:

Note: The host AP configured here will be used for home or internal company use.

Available settings are explained as follows:
Item Description
Wireless 2.4GHz Settings
Name Type the SSID name of this router for wireless 2.4GHz. The
default name is defined with DrayTek. Change the name if
required.
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Mode At present, the router can connect to 11n Only, 11g Only,
Mixed (11b+11g), Mixed (11a+11n), Mixed (11g+11n), and
Mixed (11b+11g+11n) stations simultaneously. Simply
choose Mix (11b+11g+11n) mode.

Mixed{11b+11g+11n)
11g Only

11n Only (2.4 GHz)
[Mixed{11b+11g)
Wixed{11g+11n)
Wixed{11b+11g+11n)

Channel Means the channel of frequency of the wireless LAN. The
default channel is 6. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

Security Key The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
“0x321253abcde...”).

Wireless 5GHz Settings — Such part is available when your Vigor router supports
wireless 5GHz.

Use the same SSID | Check the box to use the same settings configured above.
and Security Key as

above

Name Type the SSID name of this router for wireless 5GHz.

Mode At present, the router can connect to 11a Only, 11n Only
(5GHz), Mixed (11a+11n) and Mixed (11a+11n+11ac)
stations simultaneously.

Channel Means the channel of frequency of the wireless LAN. The

default channel is 36. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

Security Key The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Next Click it to get into the next setting page.
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Cancel Exit the wireless wizard without saving any changes.

3. After typing the required information, click Next. The settings in the page limit the
wireless station (guest) accessing into Internet but not being allowed to share the LAN
network and VPN connection.

Wireless Wizard

Guest AP Configuration

Wireless 2.4GHz Settings
@ Enable  ODisable

SSI0: DrayTek_Guest

Security Key:
Rate Control: [JEnable Upload|30000 kbps Download|30000 kbps

Wireless 5GHz Settings
®Enable O Disable
[luse the same SSID and Security Key as above

SSI0: DrayTek_5G_Guest

Security Key:
Rate Control: [JEnable Upload|30000 kbps Download|30000 kbps
Note: The configured guest AP will not be able to access the LaM network, YPN

connections, or communicate with wireless devices connecting to the router's other 4Ps,
This AP interface shall be used for Internet access only.

[ «Back | [ Mext»
Available settings are explained as follows:
Item Description
Wireless 2.4GHz Settings
Enable/Disable Click it to enable or disable settings in this page.
SSID Type the SSID name of this router. (SSID1)
Password The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Rate Control It controls the data transmission rate through wireless
connection.

Upload — Check Enable and type the transmitting rate for
data upload. Default value is 30,000 kbps.

Download — Type the transmitting rate for data download.
Default value is 30,000 kbps.

Wireless 5GHz Settings — Such part is available when your Vigor router supports

Vigor2925 Series User's Guide 70



wireless 5GHz.

Enable/Disable

Click it to enable or disable settings in this page.

Use the same SSID | Check the box to use the same settings configured above.
and Security Key as

above

SSID Type the SSID name of this router. (SSID2)

Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Rate Control

It controls the data transmission rate through wireless
connection.

Upload — Check Enable and type the transmitting rate for
data upload. Default value is 30,000 kbps.

Download — Type the transmitting rate for data download.
Default value is 30,000 kbps.

Next

Click it to get into the next setting page.

Cancel

Exit the wireless wizard without saving any changes.

4. After typing the required information, click Next.

5. The following page will display the configuration summary for wireless setting.

Wireless Wizard

Configuration Summary

Wireless 2.4GHz Settings

Mode: Mixed{11b+11g+11n)
Channel: Channel 6, 2437MHz

Host AP
S5ID Mame: DrayTek-marketing

Guest AP

Status:Enabled

SSID Mame:DrayTek_Guest
Securit}f KE'}I’!*************
Rate Control:Disabled

Wireless 5GHz Settings

Mode: Mixed (11a+11n)
Channel: Channel 60, 5300MHz

Host AP
SSI0 Mame: DrayTek_5G-marketing

Guest AP

Status:Enabled

SSID Mame:DrayTek_5G_Guest
SECUrit‘}" KEV:*************
Rate Control: Disabled

6. Click Finish to complete the wireless settings configuration.
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Finish ] [ Cancel
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2.6 VolP Wizard

Vigor router offers a quick method to configure settings for VolP application. Follow the steps
listed below.

\ Note: This wizard is available for “V’” model only.

1. Open Wizards>>VolP Wizard.

2. The screen of VolP Wizard will be shown as follows.

VolP Wizard

Set VolP service provider domain

YoIP service provider |drayte|.0rg Vl |drayte|.0rg | {63 char max).
SIP Port S080

Set Account quickly

Phone 1 {default mapping to Account 1)

account Mumber/Marme | | {63 char max),

Passwaord | | {63 char max).

Phone 2 {default mapping to Account 2)

use the same Account as phonel

Account Mumber/Mame | | {63 char max).
Password | | (63 char max).
Available settings are explained as follows:
Item Description
Set VoIP service VolIP service provider - Use the drop down list to choose
provider domain the ISP which offers the VolIP service for your router.

SIP Port — Use the default setting (5060).
Set Account quickly [ Account Number/Name — Type the account number/name
registered to your ISP.

Password — Type the password for the account registered to
your ISP.

Use the same Account as phone 1 - If you don’t need to
configure Phone 2 settings, simply check this box.

Next Click it to get into the next setting page.
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Cancel Click it to give up the VoIP wizard.

3. After finished the settings above, click Next for viewing summary of such connection.

VolP Wizard

Please confirm your settings:

WolIP Service Provider draytel.org
SIP Port toa0
Phone 1 Account 56335
Phone 2 Account 5A33s

Click Back to modify changes if necessary. Otherwise, click Finish to save current settings.

[ Finigh ] [ Cancel

4. Click Finish. A page of VolP Wizard Setup OK!!! will appear.

VolP Wizard Setup OK!
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2.7 Registering Vigor Router

You have finished the configuration of Quick Start Wizard and you can surf the Internet at any
time. Now it is the time to register your Vigor router to MyVigor website for getting more
service. Please follow the steps below to finish the router registration.

1  Please login the web configuration interface of Vigor router by typing “admin/admin”
as User Name / Password.

Dr aYTe k : lg'or2925 Series

Username |admin ‘
Password |n.n ‘
Group

Login

2  Click Support Area>>Production Registration from the home page.

ea
Product Re

3 ALogin page will be shown on the screen. Please type the account and password that
you created previously. And click Login.
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4

Notice: If you haven’t an accessing account, please refer to section 3.8 Creating an
Account for MyVigor on User’s Guide to create your own one. Please read the
articles on the Agreement regarding user rights carefully while creating a user
account.

The following page will be displayed after you logging in MyVigor. From this page,
please click Add or Product Registration.

Drany.’k » Login User : carrieni ( Logout )

Information - Products

D About Us
& My Information Welcome, carrieni

. Bller Drimeds 1 Last login time : 2015-02-25 10:00:31

> My Product Last login from : 220.132.109.130

= My Password Current login time : 2015-03-04 13:35:34

P— Current login from : 220.132.109.130

etings

- YS i 4 Ruws: Page:E]
= Vigor Series

L * Product Registration
Serial Number / Host ID Device Name Model Note

111900325027 2130 Yigor2130
201303081117 2502 wigor2T60 Wigor2760

When the following page appears, please type in Nickname (for the router) and choose
the right registration date from the popup calendar (it appears when you click on the box
of Registration Date). After adding the basic information for the router, please click
Submit.

DrayTER 5 Login User : carrieni { Logout ) M y VngF

E——
D About Us Searchforthisste| |
@ My Information 1Ay information - 1Ay Producis B Printable page = Email to Friend(s
o= My Product Registration Device
= My Passwiord
= iy Settings Registration Date : * 03-04-2015
= o s Serial number :
i Vigor Series Hick N I i I
*. Product Registration ickname : Migorza25ac
» Customer Survey Usage: [ - Select |
Product Rating : (*vour opinion so far)
Ho. of Employees : { In tatal within yaur company )
Supplier : [ |twnhereyouhoughtitfram)
Date of Purchase o mas
Internet Connection : *
[ cable ADSL [JwosL [ Fiber
36 [ wwimax CLTE

Submit
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6  When the following page appears, your router information has been added to the
database.

Your device has heen successfully added to the database.

7 After clicking OK, you will see the following page. Your router has been registered to
myvigor website successfully.

DrayTek b Login User: carrieni { Logout)
s 2920900909292 A

My Information - My Products

D about Us
Q My Information Welcome, carrieni

> My Product Last login time : 20150225 10:00:31
Last login from : 220.132.109.130
Current login time : 20150304 13:35:34

= My Password

==l Current login from : 220.132.109.130
.‘. Yigor Series Rows - Page
w0 Customer Survey
Serial Number / Host ID Device Name Model NHote
111900325027 2130 Wigor2130

201303081 1172802 vigorZ760 Yigor2760

2015022415571701 Wigord132ac igor132

2015030413341201 Wigor2926ac Wigor292e - I
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Tutorials and Applications

3.1 How to configure settings for IPv6 Service in Vigor2925

Due to the shortage of IPv4 address, more and more countries use IPv6 to solve the problem.
However, to continually use the original rich resources of 1Pv4, both IPv6 and IPv4 networks
shall communicate for each other via intercommunication mechanism to complete the shifting
job from IPv4 to IPv6 gradually. At present, there are three common types of
intercommunication mechanisms:

Dual Stack

The user can use both IPv4 and IPv6 techniques at the same time. That means adding an
IPv6 stack on the origin network layer to let the host own the communication capability
of IPv4 and IPv6.

Tunnel

Both IPv6 hosts can communication for each other via existing IPv4 network
environment. The IPv6 packets will be encapsulated with the header of IPv4 first. Later,
the packets will be transformed and judged by IPv4 router. Once the packets arrive the
border between IPv4 and IPv6, the header of IPv4 on the packets will be removed. Then,
the packets with IPv6 address will be forwarded to the destination of IPv6 network.

Translation

Such feature is active only for the user who uses IPv4 to communicate with other user
using IPv4 service.

Before configuring the settings on Vigor2925, you need to know which connection type that
your IPv6 service used.

Note: For the IPv6 service, you have to configure WAN/LAN settings before using the
service.

I. Configuring the WAN Settings

For the IPv6 WAN settings for Vigor2925, there are five connection types to be chosen: PPP,
TSPC, AICCU, DHCPv6 Client and Static IPv6.

1.

Access into the web user interface of Viogr2925. Open WAN>> Internet Access.
Choose one of the WAN interfaces as the one supporting IPv6 service. Then, click the
IPv6 button of the selected WAN.

WAN >> Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WAL Ethernet Mone A m
WANZ Ethernet PPPoE v| [Details Pagd] [1P+&
WANS Use Mons v
W Ah Use MNons ”
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Note: Only one WAN interface support IPv6 service at one time. In this example,
WANZ2 is chosen as the one supporting IPv6 service.

2. Inthe following figure, use the drop down list to choose a proper connection type.

WAN >> Internet Access “
WAN 2
PPPoE Static or Dynamic IP PPFTP/LZTP IPv6
Internet Access Mode
Connection Type Offline A
FFP
TSPC
AlCCU

DHCP Client
Static 6

Gind Static Tunnel

Grd

Different connection types will bring out different configuration page. Refer to the
following:

® PPP - Dual Stack application, IPv4 and IPv6 services can be utilized at the same
time

Choose PPP and type the information for PPPoE of IPv4.

VVAN == Internet Access

VWAN 2
PPPoE Static or Dynamic IP PPTRIL2TP IPvG
Enable |O Disable PPPIMP Setup
PPP Authentication PAP or CHAP +
ISP Access Setup Idle Timeout second(s)
Usemame 73768635@hinetnet IP Address Assignment Method (IPCP)
Password 1T WAM P Alias

Index(1-15) in Schedule SetUpT Fixed IP: O Yes @ No (Dynamic IP)
== " I ] Fixed IP Address

WARN Connection Detection @ Default MAC Address

v ARP Detect .
Mode glec O Specify a MAC Address
Ping IP MAC Address:
TTL:
MTU 1442 (Max:1492)

I[ oK ]I[ Cancel ]

Access into the setting page for IPv6 service, it is not necessary for you to configure
anything.
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WAN >= Internet Access

VAN 2
PPPoE Static or Dynamic [P PPTPRILZTP
Internet Access Mode
Connection Type v

Note : IPv4 WAN setting should be PPPoE client.

I[ OK ]I[ Cancel ]

Click OK and open Online Status. If the connection is successful, you will get the IP

address for IPv4 and IPv6 at the same time.

79

Vigor2925 Series User's Guide



Vigor2925 Series User’s Guide

80



TSPC - Tunnel application, both IPv6 hosts communicate through 1Pv4 network
Choose TSPC and type the information for TSPC service.

Note: While using such mode, you have to make sure the IPv4 network connection is
normal.

(In the following figure, the TSPC information is obtained from http://gogo6.com/ after
applied for the service.)

WAN == Internet Access

VAN 2
PPPoE Static or Dynamic IP PPTPRIL2TP IPvi

Internet Access lMode

Connection Type TSPC v

TSPC Configuration

Username cacahsu
Password [ITTTTY )
Confirm Password sencaee
Tunnel Broker brokerfreenetf.net
OK Cancel

Click OK and open Online Status. If the connection is successful, the physical
connection will be shown as follows:
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® AICCU - Tunnel application
Choose AICCU and type the information for AICCU of IPv6.

Note: While using such mode, you have to make sure the IPv4 network connection is
normal.

(In the following figure, the AICCU information is obtained from
https://www.sixxs.net/main/ after applied for the service.)

VAN => Internet Access

VWaN 2
PPPoE Static or Dynamic IP PPTPILZTP | IPv6 |

Internet Access Mode

Connection Type

AICCU Configuration

[1 Always On
Username [JcrR3-sixxs |
Passwaord [senee |
Confirm Password [eenee |

Tunnel Broker [tic.siocs.net |
subnet Prefix |2001:4DD0:FFOD:8805::2 | /lsd |

Note ; If "Always On” is not enabled, AICCU connection would only retry three times.

” Ok ”[ Cancel ]

Click OK and open Online Status. If the connection is successful, the physical
connection will be shows as follows:
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DHCPvV6 Client

Choose DHCPvV6 Client. Click one of the identity associations and type the IAID
number.

VAN =» Internet Access

VAN 2
PPPoE Static or Dynamic IP PPTPRIL2TP IPvE
Internet Access Mode
Connection Type DHCPYE Client v
DHCPvE Client Configuration
Identity Association O Prefix Delegation i@ Non-temporary Address
IAID (Identity Association ID) I |9?25?3580 | I
[ ok J| [ cancal |

Click OK and open Online Status. If the connection is successful, the physical
connection will be shows as follows:
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® Static IPv6

Choose Static IPv6. Type IPv6 address, Prefix Length and Gateway Address.

LI

Click OK and open Online Status. If the connection is successful, the physical
connection will be shows as follows:
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6in4 Static Tunnel

Choose 6in4 Static Tunnel. Type remote endpoint IPv4 address, 6in4 IPv6 Address,
LAN Routed Prefix and Tunnel TTL.

WAHN == Internet Access @
VWAN 1
PPPoE Static or Dynamic IP PPTP/L2TP IPv6
Internet Access Mode
Connection Type || Gind Static Tunnel \”

Gind Static Tunnel

Remote Endpoint IPv4 Address | |
8in4 IPv6 Address | |f |54 |(defau|t:64)
LAN Routed Prefix [ /184 idefault:s4)
Tunnel TTL (default:255)

’ oK ] [ Cancel ]

Click OK and open Online Status. If the connection is successful, the physical
connection will be shows as follows:

Online Status

Physical Connection System Uptime: Oday 0:4:16
IPvd4 IPvé
LAN Status
IP Address
: : L EE : ; : 11B4/64 (Global)
FEB0::21D:AAFF:FEB3:11B4/64 (Link)
TX Packets RX Packets TX Bytes RX Bytes
14 80 1244 6815
WAN1 IPv6 Status
Enable Mode Up Time
Yes | 6in4 Static Tunnel | 0:04:07
IP Gateway IP

2001:4DD0:FF10:83E4::2131/64 (Global) e
FEB0::COAB:651D/128 (Link)
TX Packets RX Packets TX Bytes RX Bytes

=

3 26 211 2302
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® 6rd

Choose 6rd. Type IPv4 Border Relay, IPv4 Mask Length, 6rd Prefix and 6rd Prefix

Length.

WAN 1

PPPoE Static or Dynamic IP

PPTPIL2TP

Internet Access Mode

Connection Type

6rd Settings
6rd Mode

Static 6rd Settings

© Auto 6rd

| 6rd

[]

@ Static 6rd

IPv4 Border Relay:
IPv4 Mask Length:
6rd Prefix:

6rd Prefix Length:

1192.168.101.111

o
2001:E41::
132

[

] [ Cancel ]

Click OK and open Online Status. If the connection is successful, the physical

connection will be shows as follows:

Online Status

Physical Connection
IPv4

System Uptime: Oday 0:9:15

LAN Status
IP Address

FEB0::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets RX Bytes

i 5 43 18040
WAN1 IPv6 Status

Enable Mode

Yes 6rd

1P Gateway IP

2001:E41:A865:1D01:21D:AAFF:FE83:11B5/128 ---
(Global)

FEB0::C0A8:651D/128 (Link)

TX Packets RX Packets RX Bytes

i 45 29 2620
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Il. Configuring the LAN Settings

After finished the WAN settings for IPv6, please configure the LAN settings to make the

router’s client getting the IPv6 address.

1. Access into the web user interface of Viogr2925. Open LAN>> General Setup. Click

the 1Pv6 button.

LAN == General Setup

LAN 1 Ethernet TCP /IP and DHCP Setup

LAN 11Pv6 Setup

Router Advertisement Server
[ (<) Enable pDisabIe.

Advertizement Lifetime [1800 | Seconds (Range : 600 - 9000)

DHCPw6 Server Configuration

& Enahle Sarver | O Disable Server
Start [Pv6e Address 20011111 2323:3333:1111
End IPve Address [z001:1111:2222:3333::2222

DNS Server IPVG Address D
Primary DNS Server 2001:4860 48608388

Secondary DNS Server [2001:4860:4860: 8844

Static IPv6 Address configuration
IPvE Address

Current IM Address Table

! F‘refi;< Length

| [ Delete

;Index IFve Address/Prefix Length
1 FES0::21D: AAFF: FEAG: 2568 /64

2. Inthe field of Router Advertisement Server, the default setting is Enable. The client’s
PC will ask router advertisement service for the Prefix of IPv6 address automatically,
and generate an Interface ID by itself to compose a full and unique IPv6 address.

3. Inthe field of DHCPv6 Server Configuration, when DHCPv6 service is enabled, you

can assign available IPv6 address for the client manually.

Note: When both mechanisms are enabled, the client can determine which mechanism
to be used (e.qg., the default mechanism for Windows?7 is router advertisement service).
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lll. Confirming IPv6 Service Run Successfully

1.  Make sure you have obtained the correct IPv6 IP address. Get into MS-DOS interface

and type the command of “ipconfig”. Refer to the following figure.

From the above figure we can see IPv6 IP address has been captured by the system.

Use the Ping command to ping any IPv6 address indicating an IPv6 website. For

example, www.kame.net is a website supporting IPv4 IP and IPv6 IP services. Its IPv6
address is seen with a format of 2001:200:dff:fff1:216:3eff:feb1:44d7.

After getting the above message, it means the IPv6 service has been activated
successfully.
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3. Connect to the website for IPv6. Open a web browser and type an URL of IPv6, e.g.,
www.kame.net. If your computer accesses into the website by using IPv6 address, you
may see a turtle dancing on the screen. If not, only a steady turtle will be seen.

If you can see a turtle dancing on the screen, that means IPv6 service is ready for you to
access and utilize.
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3.2 How can | get the files from USB storage device connecting
to Vigor router?

Files on USB storage device can be reviewed by opening USB Applicaiton>>File Explorer.

If it is necessary for you to delete, copy files on the device or write, paste files to the devcie, it
must be done through SMB server or FTP server.

SMB service is based on the original USB FTP service. You will need to setup USB FTP first.
We would like to give brief instructions on USB FTP setup here.

1.  Plug the USB device to the USB port on the router. Make sure Disk Connected appears

on the Connection Status as the figure shown below:

USBE Application == USB Disk Status

USB Mass Storage Device Status

Connection Status| Disk Connected Disconnect USB Disk

Write Protect Status: Mo
Disk Capacity: 2009 MB

USB Disk Users Connected | Refresh |

Index Service IP Address(Port) Username

Note: If the write protect switch of USB disk is turned on, the USB disk is in READ-ONLY mode. Mo data
can be written to it.

Then, please open USB Application >> USB General Settings to enable SMB service.

USB Application == USB General Settings

USBE General Settings

General Settings

Simultaneous FTP Connections 5 (Maximum &)

Default Charset English hd
SMB File Sharing Service (Metwork Neighborhood)

Enable | O Disable

Access Mode

@ LAN Only O LAN And WAN

NetBios Name Service

Waorkgroup Name WORKGROUP

Host Mame Vigar

Note: 1. If character set is set to "English", only English long file name is supported.
2. Multi-session FTP download will be banned by Router FTP server. If your FTP client has a multi-
connection mechanism, such as FileZilla, you should limit client connections to 1 to improve
performance.
3. A workgroup name must be different from the host name. The workgroup name can have up to

15 characters and the host name can have up to 15 characters.Names cannot contain any of the
following: . ; : "< =*+=/\] 72,
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3.

Setup a user account for the FTP service by using USB Application >>USB User

Management. Click Enable to enable FTP/SMB User account.

Here we add a new

account "userl"” and assign authorities “Read”, “Write” and “List” to it.

USB Application == USBE User Management

Profile Index: 1

FTP/SMB User ®Enable) O Disable
Username |L|ser1 |
Password

Confirm Password | |

(Maximum 11 Characters)

Home Folder | =
Access Rule
File Mwrite | [IDelete
Directory List  [Ocreatd [Jremove
Note: The folder name can only contain the following characters: A-Z 3-z0-935%'-_@ ~ " ! { ) and
space.
[ OK ] [ Clear ] [ Cancel

Click OK to save the configuration.

Make sure the FTP service is running properly. Please open a browser and type

ftp://192.168.1.1. Use the account "userl1" to login.

Log On As

[

Either the server does not allow anorymous logins or the e-mail address was nat

accepted,

FTP setwer: 192,168.1.1

User name; | userl V|
Passward: | |

After vou log on, you can add this server to your Favarites and return to it easiky.

& FTP does not encrypt or encode passwords or daka before sending them to the
server. To protect the security of your passwords and data, use Web Folders
(WwebDAY) instead.

Learn more about using Web Folders,

[Log on anonymousky Save password

Log On Cancel

3
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6.  When the following screen appears, it means the FTP service is running properly.

ftp:£f192.168.1.1f - Microsoft Internet Explorer

File Edit Wiew Faworibkes Tools  Help

\_/J ? _)—Hj Search Folders -
A Y

5 I o B o B I

FinalDataEn... opkg-inskal  kempstorage  iTunesSet... wlc-1.1.5-wi,.,

Other Places
@ Internet Explorer

iCY My Documents f g I@-\ @ @'t.\
w3 | L3 | L |

|y Shared Documents
115.bmp 12-Always  Air-supply-lost Crystal
Qpen. mp3 inlove.mp3  Flower.mp3

W My Hebwork Places

7. Return to USB Application >> USB Disk Status. The information for FTP server will
be shown as below.

USB Application == USB Disk Status

USB Mass Storage Device Status

Connection Status: Disk Connected Disconnect USB Disk

Write Protect Status: Mo
Disk Capacity: 2009 MB

USB Disk Users Connected | Refresh |
Index Service IP Address(Port) Username
1. FTP 192.168.1.10(1963) userl Drop

Now, users in LAN of Vigor2925 can access into the USB storage device by typing
ftp://192.168.1.1 on any browser. They can add or remove files / directories, depending on the
Access Rule for FTP account settings in USB Application >>USB User Management.
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3.3 How to Build a LAN-to-LAN VPN Between Remote Office and
Headquarter via IPSec Tunnel (Main Mode)

.y -

IPSec Tunnel

>

—f— Internet ! ——
- Head Office Branch Office |- %
' WAN:218.242.133.91 WAN : 218.242.130.19
1721710424 192.168.1.0/24

Configuration on Vigor Router for Head Office
1. Log into the web user interface of Vigor router.
2. Open VPN and Remote Access>>LAN to LAN to create a LAN-to-LAN profile.

VPN and Remote Access >> LAN to LAN

LAM-to-LAN Profiles: | Setto Factory Default |
View: @Al O Online O Offline O Trunk [ Search |
Index Name Active Status Index Name Active Status

1 277 O -- 17. 277 O

2 777 O -- 18. 777 O

3 227 O -- 19. 222 O

4. 272 O - 20. O

5. 277 D == 21. k] D —_—

6. 777 D - 22, 777 D —_—

1. 277 O == 2. 7?7 O

3. Click any index number to open the configuration page. Type a name which is easy for
identification for such profile (in this case, type VPN Server), and check the box of
Enable This Profile. For Vigor router will be set as a server, the call direction shall be
set as Dial-in and set 0 as Idle Timeout.

VPN and Remote Access == LAN to LAN

Profile Index : 1
1 .

$ Dial-in

Profile Name [VPN Server || |call pirection @ Both © Dial-out |

Enable this profile ) 0 Always on
Idle Timeout 0 second(s)
VPN Dial-Out Through YWAN1 First v [ Enable PING to keep alive
Methios Naming Packet ®Pass OBlock PING to the 1P | |

Multicast via VPN ®pass OBlock
(for some IGMP,IP-Camera,DHCP Relay..etc.)

2. Dial-Out Settings
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5.

6.

Now navigate to the next section, Dial-In Settings to check PPTP, IPSec Tunnel and
L2TP boxes. Check the box of Specify Remote... and type the Peer VPN Server IP
(e.g., 218.242.130.19 in this case). Press the IKE Pre-Shared Key button to set the PSK;
and select Medium (AH) or High (ESP) as the security method.

3. Dial-In Settings

Allowed Dial-In Type Username |'?'?'? |

fl PRTR h Password | |
IPsec Tunnel V1 Compression O on ® Off
(| @ L2TP with IPsec Policy |None v
IKE Authentication Method

fl Specify Remote VPN Gateway [“lPre-Shared Key

Peer VPN Server IP [ IKE Pre-Shared Key ” |]
\(218-242.130.19 J v Digital Signature(X.509)

or Peer ID | MNone %

Local ID

4. Gre over IPsec Settings

@ Alternative Subject Name First
(0 subject Name First

IPsec Security Method
Medium{AH)
High{ESP) DES [¥] 3DES [¥] AES

Continue to navigate to the TCP/IP Network Settings for setting the LAN IP for remote

side.

4. Gre over IPsec Settings

High{ESF ) ¥l DES ¥l SDES ¥ AES

[ Enable IPsec Dial-Out function GRE over IPsec

[ Logical Traffic My GRE IP
5. TCP/IP Network Settings

Peer GRE IP | |

RIP Direction

From first subnet to remote network, you have to

My WAN IP 0000
Remote Gateway IP |U.[].[J.U
Remote Metwork IP |192.1BB.1.U

do

Remote Metwork Mask |255.255.255.U

I
Local Network [F [ THe 1o 1.

[ change default route to this YPN tunnel { Only

single WAN supports this )

Local Network Mask |255.255.255.U

l

oK

] ’ Clear ] ’ Cancel

Click OK to save the settings.
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7. Open VPN and Remote Access>>Connection Management to check the dial-in
connection status (from branch office).

VPN and Remote Access == Connection Management

Dial-out Tool Refresh Seconds : |5 ¥
(V2920 ) 172.16.2.145 v

VPN Connection Status

Current Page: 1 Page Mo.

. Tx Tx Rate Rx  Rx Rate .
VPN Type Remote IP Virtual Network Pkis (Bps) Pkts (Bps) UpTime

1
¢ VBN Server ) DIEF:SS_:‘.:_'I:“;LIetlh 218.242,130,1%  192.168.1.0/24 353 3 291 x  0:13:58 |Drop

warreeEy | Data is encrypted,
KHHEAREA | UdLd 151 L ETILTYHLELL
Configuration on Vigor Router for Branch Office
1. Log into the web user interface of Vigor router.

2. Open VPN and Remote Access>>LAN to LAN to create a LAN-to-LAN profile. The
following settings are for a permanent VPN connection.

VPN and Remote Access >> LAN to LAN

LAN-to-LAN Profiles: | Set to Factory Default |
View: ® Al OoOnline O Offline O Trunk
Index Name Active Status Index Name Active Status

1. 727 | === 17. ?2? i ===

2. 77 [ --- 18. 7?7 O ---

&h ??7? O 19. 727 O

4. 777 O b 20. 7? O b

5. 727 [ === 21. ?2? i ===

6. 777 [ --- 22, 777 O ---

I FEE ] --- 23. FEE ] ---

3. Click any index number to open the configuration page. Type a name which is easy for
identification for such profile (in this case, type VPN Client), and check the box of
Enable This Profile. For such Vigor router will be set as a client, the call direction shall
be set as Dial-out. Check the box of Always on for a permanent VPN connection.

VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings

Profile Name VPN Client Call Direction O Both ® Dial-out O Dial-in
Enable this profile lways on

Idle Timeout second(s)
VPN Dial-Out Through| YWANT First ¥ | O Enable PING to keep alive
Netbios Naming Packet ®Pass (O Block PING to the IP

Multicast via VPN ®pass OBlock
(for some IGMP,IP-Camera,DHCP Relay..etc.)

- ~
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4. Now navigate to the next section, Dial-Out Settings to select the IPSec Tunnel service
and type the remote server IP/host name (e.g., 218.242.133.91, in this case). Press the
IKE Pre-Shared Key button to set the PSK; and select Medium (AH) or High (ESP)
as the security method.

2. Dial-Out Settings

Type of Server | am calling Username | |

QO ppTp Password | |
[ & IPsec Tunnel

PPP Authentication

O L2TP with IPsec Policy W3] Compression on Off

Server IP/Host Name for VPN. IKE Authentication Method
(such as draytek.com or 123.45.67.89)

218 242133 91 |

® Pre-Shared Key

’ IKE Pre-Shared Key ]looooo.oooo

) Digital Signature(X.509)
Peer ID
Local ID
Alternative Subject Name First
) Subject Name First

IPsec Security Method

O Medium{AH)
@ High(ESP) | 3DES with Authentication v

Advanced

Index(1-15) in Schedule Setup:

| -'| |-’| |

5. Continue to navigate to the TCP/IP Network Settings for setting the LAN IP for the
remote side.

.

4. Gre over IPsec Settings

[ Enable IPsec Dial-Out function GRE over IPsec

[ Logical Traffic My GRE IP Peer GRE IP | |
5. TCP/IP Network Settings

My WAN 1P 0000 | |RIP Direction

|[] 000 | From first subnet to remote network, you have to
00 do

Remote MNetwork IP |1?2.1?.1.[]
Remote Metwork Mask |255.255.255.U

Local Network IP |192.1BE.1.9 | D Change default route to this VPN tunnel ( Only
single WAN supports this

Remote Gateway IP

Local Network Mask |255 255 285 0 |

’ oK ] [ Clear ] ’ Cancel

6. Click OK to save the settings.
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7. Open VPN and Remote Access>>Connection Management to check the dial-in
connection status (from head office).

VPN and Remote Access > Connection Management

Dial-out Tool Refresh Seconds : |2 %
(V2920 ) 172.16.2.145 v

VPN Connection Status
Current Page: 1 Page Mo.

Tx Tx Rate Rx Rx Rate

Pkis  (Bps)  Pkis  (Bps) OP1ime

VPN Type Remote IP Virtual Network

(VPNEIEM_) DIEDSS_ES'C_'HT&L 218,242,133.91 172.17.1.0/24 ! a 132 36 me41 |Drop

sussanyy o Data is encrypted.
wwmnnnsy ¢ Data isn't encrypted.

3.4 How to Optimize the Bandwidth through QoS Technology

Have you ever gotten any problems in uploading/downloading files (Voice, video or
email/data only) with the narrow/districted bandwidth you may share from the common
Internet connection line? The advanced bandwidth management technology-QoS (Quality of
Service) helps you to well allocate the bandwidth upon your demand of Voice, Video, or Data
transferring. Let's see how to get the optimum bandwidth per your request by using DrayTek
Vigor router as below.

Scenario: The Internet connection you got from ISP line is 2MB/512Kb. There are VoIP
telephony network, IPTV set top box and data server at your home. Assume you want to
allocate 30% of the bandwidth you got to VolP demand, 50% for IPTV, 15% for mail/data,
5% for others. Let's see how easily it is to do the setting as below:

1. Open Bandwidth Management>> Quality of Service.
2. You will get the following page. Click the Edit link for Class 1.

Bandwidth Management >> Quality of Service

General Setup | Setto Factory Default |
. . . Class Class Class UDF: Online
Index Status Bandwidth Direction Others Bandwidth by
1 2 3 Control Statistics
WanN1 Disable 100000Kbps/100000Kbps 25% 25% 25% 25% Ihactive Status  Setup
WeaN2 Disahle 100000Kbps,/100000KbRs 25% 25% 25% 259% Inackive Status Setup
LTE Disable 100000Kbps/100000Kbps 25% 25% 25% 25% Inactive Status  Setup
WanN4g Disable 100000Kbpsf100000KBpS 25% 25% 25% 259% Inactive Status  Setup
Class Rule
Index Name Rulo Service Type
Class 2 i Edit
Class 3 Edit
¢ Enable the First Priority for YolP SIPRTP:
SIP UDP Port:5060  [(Default:5060)
(6124
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3. Inthe following page, type a name (e.g., VVolP) for such class and click Add.

Bandwidth Management == Quality of Service

Class | 1
Mame |V0|F'| | ] [ Tag packets as: | Default e
DiffServ .
NO Status Local Address Remote Address CodePoint Service Type
1 Empty - - - -

[Add | |[ Edit | [Delete |

[ Ok ] [ Cancel ]

4.  Check the box of ACT. Click Edit to specify the local address.

Bandwidth Management >> Quality of Service

Rule Edit
ACT
Ernet Type ®1pva O1PvE
Local Address |
Remote Address | | Edit)
DiffServ CodePoint [Anry |
Service Type |-—-F'redeﬁned-—- V|

Note: Please choose/setup the Service Type first.

’ Ok ] ’ Cancel ]

5. Inthe pop-up window, choose Range Address as the Address Type and type the start IP
address and end IP address in relational fields. Click OK to save the settings and exit the
window.

Ethernet Type: IPv4

Address Type Range Address %
Start IP Address [172.16.1.240 |
End IP Address [172.16.1.241] |

Subnet Mask | |

[ ok | | Close |

6. Click OK again to save the settings.

Bandwidth Management => Quality of Service

Rule Edit
ACT
Ethernet Type ®1Pva OIPvE
Local Address | | Edit
Remote Address | | [Edi
DiffServ CodePoint [Any |
Service Type |---Predeﬁned--- v|

Note: Please choose/setup the Service Type first.

[ Ok ] [ Cancel ]
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The class rule for VolP has been set. Click OK to return to previous page.

Bandwidth Management == Quality of Service

Class Index #1

Name [VoIP [0 Tag packets as: | Default ¥
DiffServ .
NO Status Local Address Remote Address CodePoint Service Type
- 172.16.1.240 ~
10 Active 172.16.1.241 Any ANY

ANY

[ Add | [ Edit | [Delete ]

[

oK

J |

Cancel ]

Do the same steps to add class rules for IPTV and Data/Email with IP addresses as

shown below.

Bandwidth Management >=> Quality of Service

Class Index #2

Mame |IPTV [0 Tag packets as: | Default v
NO Status Local Address Remote Address C[;TES;;;:“ Service Type
10 Active 11??22' 1100 .li.Z;fg - Any ANY ANY
[ Add | [ Edit | [Delete]
[ Ok ] [ Cancel ]
and

Bandwidth Management == Quality of Service

Class Index #3

MName |Data/Email [0 Tag packets as: | Default v
NO Status Local Address Remote Address C[;T:':;i‘:]t Service Type
) Active Ay Ay IP precedence 2 ANY
[ Add | [ Edit | [Delete
[ OK 1 [ Cancel ]
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9.  Assuming you get 2MB/512Kb Internet line. You can click the Setup link of WANL1 to
set up the bandwidth for different groups among VolIP, IPTV and Data/Email.

Bandwidth Management >> Quality of Service

General Setup | Setto Factory Default |

uUpp .
Index Status Bandwidth Direction Class Class Class Others Bandwidth On!lnp
1 2 3 Control Statistics
WAL Disable 100000Kbps/100000kKkbEps 25% 25% 25% 25% Inactive StatES Setug]
WANZ Disahble 100000Kbps/100000kKkbHDs 25% 25% 25% 25% Inactive Statd= p
LTE Disable 100000kbps/100000KbRS 25% 25% 25% 25% Inactive Status  Setup
WAN4 Disable 100000Kbps/100000kKkbHDs 25% 25% 25% 25% Inactive Status  Setup
Class Rule
Index Mame Rule Service Type
Class 1 VolP Edit
Class 2 IPTY Edit Edit
Class 3 Data/Email Edit
#/ Enable the First Priority for VolP SIPRTP:
SIP UDP Port:soen ((Default:S060)
(0]:4

10. In the Setup page, check the box of Enable the QoS Control. Type 30, 50 and 15 in the
boxes for VolIP, IPTV and Data/Email respectively. Check the box of Enable UDP
Bandwidth Control.

Bandwidth Management == Quality of Service

WaAH1 General Setup
¥ Enable the QoS Control OUT ¥

WalN Inbound Bandwidth 100 Kbps @ Mbps
WAk Outhound Bandwidth 100 kbps @ Mbps
Index Class Name Rese
Class 1 VolP
Class 2 IPTV
Class 3 Data/Email
Others
Enable UDP Bandwidth Control Limited_bhandwidth Ratio 25 uy

Outbound TCP ACE Prioritize

Note: 1.Before enable Qos, you should test the real bandwidth first, QoS may not work properly if
the bandwidth is not accurate,

2Xou can do speed test by httpoispeedtest.net or contact with yvour ISP for speed test program.

QK Clear Cancel

11. Click OK to save the settings. The class rules for WANL1 are defined as shown below.

Bandwitdth Management >> Quality of Service

General Setup | Setto Factory Default |

upp .
Index Status Bandwidth Direction Iiss Clgss Clgss Others |Bandwidth S?ﬂ:;;‘:ﬁ:s
Control

War1l Enable 100000Kbps/100000Kbps Quthound 0% S0% 15% 5% Inactive Status  Setup
WaANZ Disable 100000Kbps/100000Kbps 25% 25% 25% Z25% Inactive Status  Setup

LTE Disable 100000Kbps/100000Kbps 25% 25% 25% Z25% Inactive Status  Setup
Wak4 Disable 100000Kbps/100000Kbps 259% 25% 25% Z25% Inactive Status  Setup
Class Rule

Index MName Rule Service Type
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3.5 QoS Setting Example

Assume a teleworker sometimes works at home and takes care of children. When working
time, he would use Vigor router at home to connect to the server in the headquarter office
downtown via either HTTPS or V PN to check email and access internal database. Meanwhile,
children may chat on Skype in the restroom.

1. Go to Bandwidth Management>>Quality of Service.

Bandwidth Management >> Quality of Service

General Setup | Setto Factory Default |
. . . Class Class Class upp Online
Index Status Bandwidth Direction 1 2 2 Others Bandwidth Statistics
Control
WanN1 Disable 100000Kbpsf100000KBpS 25% 25% 25% 29% Ihactive Status  Setup
WaN2 Disahle 100000kKbps/100000Kbps 25% 25% 25% 25% Ihactive Status  Setup
LTE Disable 100000Kbps/100000Kbps 25% 25% 25% 25% Ihactive Status  Setup
WeaM4 Disahle 100000Kbps/100000KbRs 25% 25% 25% 259% Inackive Status  Setup
Class Rule
Index Name Rule Service Type
Class 1 Edit
Class 2 Edit Edit
Class 3 Edit
#/ Enable the First Priority for VolP SIP/RTP:
SIP UDP Port:s060  [(Default:S060)
(6134

2. Click Setup link of WAN(1/2/3). Make sure the QoS Control on the left corner is
checked. And select BOTH in Direction.

Bandwidth Management >> Quality of Service

WAN1 General Setup
#/ Enable the Qo5 Control (OUT ¥

Wk Inboy M width
QLT .
WA DutdeIdth

3.  Set Inbound/Outbound bandwidth.

Bandwitdth Management > Quality of Service

WAN1 General Setup
# Enahle the Qo5 Comtrol | OUT ¥

wWan Inbound Bandwidth 100 Khps ® Mbps
wialk Outbound Bandwidth 100 Kbps = Mbps
Index Class Name Reserved_bandwidth Ratio

Note: The rate of outbound/inbound must be smaller than the real bandwidth to
ensure correct calculation of QoS. It is suggested to set the bandwidth value for
inbound/outbound as 80% - 85% of physical network speed provided by ISP to
maximize the QoS performance.
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4.

Return to previous page. Enter the Name of Index Class #1 by clicking Edit link. Type

the name “E-mail” for Class 1. Click OK to save the settings.

Bandwidth Management >> Quality of Service

Class Index #1
MName  |E-mail [0 Tag packets as: | Default b
DiffServ .
NO Status Local Address Remote Address CodePoint Service Type
10 Active Any Any ANY ANY
[Add | [ Edit | [Delete |
[ Ok ] [ Cancel ]

Click the Setup link for WAN1. The user can set reserved bandwidth (e.g., 25%) for
E-mail using protocol POP3 and SMTP. Click OK to save the settings.

Bandwidth Management »> Quality of Senice

WAN1 General Setup
¥/ Enable the Qo% Control |BOTH ¥

Wik Inbound Bandwidth 100 Khps @ Mbps
Wik Outbound Bandwidth 100 Khps  ® Mbps
Index Class Name Reserved bandwidth Ratio
Class 1 E-mail 28 %o
Class 2 25 )
Class 3 28 %o
Others 25 %o

Enahle UDP Bandwidth Control Limited_bandwidth Ratio 25
Outhound TCP ACEK Prioritize

%a

Note: 1 Before enable QoS, you should test the real handwidth first, QoS may not work properly if
the bandwidth is not accurate.
2. ¥ou can do speed test by httpiiispeedtest.net or contack with your ISP for speed test program.

Qs Clear Cancel

Return to previous page. Enter the Name of Index Class #2 by clicking Edit link. In this

index, the user will set reserved bandwidth for HTTPS. And click OK.

Bandwidth Management => Quality of Service

Class Index #2
Mame (HTTPS [ Tag packets as: | Default b
NO Status Local Address Remote Address DIffSEI'.V Service Type
CodePoint
Active 172.16.1.242 ~ Any ANY ANY

172.16.1.249

[ Add | [Edit | [Delete]

[ Ok ] [ Cancel ]
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7.

Click Setup link for WAN2.

Bandwidth Management == Quality of Service

General Setup

Index Status Bandwidth Direction

Class Class Class
1

uppP .
Others Bandwidth Online

| Setto Factory Default |

2 3 Control Statistics
WaN1 Enable 100000Kbpsf100000Kbps Outhound 30% 50% 15%  S% Inactive Status  Setup
WaN2 Disahle 100000kKbps/100000Kbps 25% 25% 25% 25% Inactive Status | Setup ]
LTE Disable 100000Kbps/100000Kbps 25% 25% 25% 25% Inactive Status
Wean4 Disahle 100000Kbps,/100000KbRs 20% 25% 25% 25% Inactive Status  Setup
Class Rule
Index MName Rule Service Type
Class 1 E-mail Edit
Class 2 HTTPS Edit Edit
Class 3 Edit
¢/ Enable the First Priority for VolP SIPRTP:
SIP UDP Port: 5060 (Default;5060)
QK

Check Enable UDP Bandwidth Control on the bottom to prevent enormous UDP traffic

influence other application. Click OK.

Bandwidth Management => Quality of Service

WANZ2 General Setup
# Enahle the Qo5 Control |BOTH *

Wak Inbound Bandwidth
Wak Outbound Bandwidth
Index Class Hame
Class 1 E-mail
Class 2 HTTFS
Class 3
Others

¢ Enahble UDP Bandwidth Contro
Outbound TCP ACK Prioritize

100
100

Kbps
Khps

= Mbps
= Mhbps

Reserved_bhandwidth Ratio

24
24
24
25

%o
%Yo
%o
%

Limited_bandwidth Ratio 25

%

Note: 1.Before enable Qos, yvou should test the real bandwidth first, QoS may not work properly if

the bandwidth is not accurate.

2.¥ou can do speed test by http:ispeedtest.net or contact with your ISP for speed test program.

QK Clear
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9. If the worker has connected to the headquarter using host to host VPN tunnel, he may set

up an index for it. Enter the Class Name of Index 3. In this index, he will set reserved
bandwidth for 1 VPN tunnel.

fi@,\zrfm;";:am 0 Oy
) i
Ty

o VPN Tunnel

1P;i2\i“altﬁeall‘4‘ﬁ:lwol'k Cooperate Network

192.168.2.0

10. Click Edit for Class 3 to open a new window. In this index, the user will set reserved
bandwidth for VPN.

Bandwidth Management => Quality of Service

Class Index #3

Name VPN | [0 Tag packets as: | Default ¥
DiffServ .
NO Status Local Address Remote Address CodePoint Service Type
1 Empty - - - -

[Add | [ Edit | [Delete |

[ oK ] [ Cancel ]

11. Click Add to open the following window. Check the ACT box, first.

Bandwidth Management => Quality of Service

Rule Edit
ACT
Ethernet Type ®1pva OlIPve
Local Address | | Edit
Remote Address | | Edit
DiffServ CodePoint LAY |
Service Type | —--Fredefined-- Vl

MNote: Please choose/setup the Service Type first.

[ QK ] ’ Cancel ]

12. Then click Edit of Local Address to set a worker’s subnet address. Click Edit of
Remote Address to set headquarter’s IP address. Leave other fields and click OK.

Vigor2925 Series User’s Guide 104



3.6 How to use Landing Page Feature

Landing Page is a special feature configured under User Management. It can specify the
message, content to be seen or specify which website to be accessed into when users try to
access into the Internet by passing the authentication. Here, we take Vigor2925 series router as

an example.

Example 1:Users can see the message for landing page after logging into

Internet successfully
1. Open the web user interface of Vigor2925.

2. Open User Management -> General Setup to get the following page. In the field of
Landing Page, please type the words of “Login Success”. Please note that the maximum

number of characters to be typed here is 255.

User Management >> General Setup

General Setup

Mode Selection:

Rule-Based is a management method based on IP address. Administrataor may set
different firewall rules to different IP address.

= User-Based iz 2 management method based on user profiles. Administrator may set
different firewall rules to different user profiles.

Notice for User-Based mode:

« I User-Based mode, Active Rules in Firew all will be applied to all LaN clients,
packets that matches the Active Rules will be blocked or pass immediately, no user
authentication is required.

« Only Inactive Rules in Firew all can be set for individual user profile, In User-Based
mode, packets that do not match Active Rules will need authentication, and the
Inackive Rule applied to the specific user profile will then take effect

Authentication page:
Web Authentication: @ HTTPS HTTP
Login Page Default -
Logo:
EiEaE | FERTOERE (Max 524 « 352 pixel)
Upload

Login Page Greeting
Display IP address on the dialog box pops up after successful login,

Landing page:

(Maw 255 characters) Preview| Set to Factory Default |

login success

OK Clear
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3. Now you can enable the Landing Page function. Open User Management >> User
Profile and click one of the index number (e.g., index number 3) links.

User Management >> User Profile

User Profile Tahle
Select All Clear All
Profile Enahle Hame

adrin
Dial-In User

S HN =

4. Inthe following page, check the box of Landing page and click OK to save the settings.

User Management =>User Profile

Profile Index 3
1. Common Settings

¥ Enahle this account

Jsername Caca
Password
Confirm Password

2. Weh login Setting

Idle Timeout 10 minfs) 0:Unlimited
Max User Login 0 O:Unlimited
Policy Default r

The selection of items could be created as rules and
which not set to active.

External Server Authentication MHone v
Log MNone ¥
Pop Browser Tracking Window v
Authentication < Web @ Alert Tool ¥ Telnet
| Landing Page v |
Index(1-15) in Schedule Setup: | I |
Enable Time Quota 0 mmirt. ol el (] min.
Enable Data Quota 0 MEB ¥ + | - 0 B
Reset quota to default when scheduling time expired
’7 Enahble Default Time Quota o mir. Default Data Quota [ mBE
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5. Open any browser (e.g., FireFox, Internet Explorer). The logging page will appear and
asks for username and password. Please type the correct username and password.

6. Click Login. If the logging is successful, you will see the message of Login Success
from the browser you use.
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Example 2 : The system will connect to http://www.draytek.com
automatically after logging into Internet successfully

1. Inthe field of Landing Page, please type the words as below:

*“ <body stats=1><script language="javascript'>
window.location="http://www.draytek.com'</script></body>"

User Management => General Setup

General Setup

Mode Selection:

Rule-Based is a management method based on IP address. Administrator may set
different firewall rules to different IP address,

= User-Based is a management method based on user profiles, administratar may set
different firewall rules to different user profiles,

Notice for User-Based mode:

e In User-Based mode, Active Rules in Firewall will be applied to all LAN clients,
packets that matches the Active Rules will be blocked or pass immediately, no user
authentication is required.

« Only Inactive Rules in Firewall can be set for individual user profile, In User-Based
mode, packets that do not match Active Rules will need authentication, and the
Inactive Rule applied to the specific user profile will then take effect,

Authentication page:
Web authentication:  ® HTTPS HTTP
Login Page Default v
Loga:
i | RBEEEE {Max 524 = 352 pixel)
Upload

Login Page Greeting
Display IP address on the dialog box pops up after successful login,

Landing page:
225 characterc) Pr | Set to Factory Default |
<hody stats=1><{acript langquage="];
-

QK Clear Cancel

2. Next, enable the Landing Page function. Open User Management -> User Profile and
click one of the index number (e.g., index number 3) links.

User Management >> User Profile

User Profile Table
Selact All Clear All
Profile Enable Name
admin
Dial-In User

At HIN =
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In the following page, check the box of Landing page and click OK to save the settings.

User Management >>=User Profile

Profile Index 3
1. Common Settings

¥ Enahle this account

UJsernarme Caca
Password
Confirm Password

2. Weh login Setting

Idle Timeout 10 minfs) O:Unlimited
Max User Login 0 0:Unlimited
Policy Default r

The selection of items could be created as rules and
which not set to active.

External Server Authentication MHone v

Log Maone ¥

Pop Browser Tracking Window &l

Authentication ¢ Web 0 Alert Tool @ Telnet

I Landing Page v I

Index(1-15) in Schedule Setup: s s s

Enable Time Quota 0 min. + | - |0 min.
Enable Data Quota 0 MBE ¥ + | - ]
Reset quota to default when scheduling time expired
’7 Enable Default Time Quota o mir. Default Data Quota |o mB

Open any browser (e.g., FireFox, Internet Explorer). The logging page will appear and
asks for username and password. Please type the correct username and password.
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5. Click Login. If the logging is successful, you will be directed into the website of
www.draytek.com.
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3.7 How to Send a Notification to Specified Phone Number via
SMS Service in WAN Disconnection

Follow the steps listed below:

1. Log into the web user interface of Vigor router.

2. Configure relational objects first. Open Object Settings>>SMS/Mail Server Object to
get the following page.

Object Settings == SMS / Mail Service Object

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name SMS Provider

1. kotsms.com.tw (TW)
2. kotsms.com.tw (TW)
3. kotsms.com.tw (TW)
4. kotsms.com.tw (TW)
3. kotsms.com.tw (TW)
B. kotsms.com.tw (TW)
i. kotsms.com.tw (TW)
kotsms.com.tw (TW)
9. Custom 1

10 Custom 2

Index 1 to Index 8 allows you to choose the built-in SMS service provider. If the SMS
service provider is not on the list, you can configure Index 9 and Index 10 to add the new
service provider to Vigor router.

3. Choose any index number (e.g., Index 1 in this case) to configure the SMS Provider
setting. In the following page, type the username and password and set the quota that the
router can send the message out.

Ohject Settings »> SMS / Mail Service Object

Profile Index: 1
Profile Mame Local number
Service Provider kotsmms.corm tw (T ¥
Usaername abca026
Password
Quota 10
Sending Interval 3 {seconds)

Note: 1. Only one message can be sent during the "Sending Interval” time,
2, If the "Sending Interval" was set to O, there will be no limitation,

[o]2e Clear Cancel
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4.  After finished the settings, click OK to return to previous page. Now you have finished
the configuration of the SMS Provider profile setting.

Object Settings == SMS [ Mail Service Object

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name SMS Provider
I 1. Local number kotsms.com.tw [TW) I

2. kotsms.com.tw [TW)
3. kotsms.com.tw (TW)
4. kotsms.com.tw (TW)
5. kotsms.com.tw (TW)
6. kotsms.com.tw [TW)
T kotsms.com.tw {TW)
kotsms.com.tw [TW)
9. Custom 1

10 Custom 2

5.  Open Object Settings>>Notification Object to configure the event conditions of the
notification.

Object Settings = Notification Object

| Setto Factory Default |

Index Profile Name Settings

[2o [N e R e g

6. Choose any index number (e.g., Index 1 in this case) to configure conditions for sending
the SMS. In the following page, type the name of the profile and check the Disconnected
and Reconnected boxes for WAN to work in concert with the topic of this paper.

Object Settings => Hotification Ohject

Profile Indezx: 1
Profile Name AR otify
Category Status
WAN ¢ Disconnected ¥ Reconnected
YPH Tannel Disconnected Feconnected
Temperature Alert Out of Range
WAN Budget Lirit Reached
CPE offline
CPE config backup fail
Central VPN Management CPE config restore fail
CPE firmware upgrade fail
CPE “PHN profile setup fail

Ok | | Clear | | Cancel
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7. After finished the settings, click OK to return to previous page. You have finished the
configuration of the notification object profile setting.

Object Settings => Notification Object

| Setto Factory Default |

Index Profile Name Settings
WAN_Notify WAN |

e N o

8. Now, open Application >> SMS / Mail Alert Service. Use the drop down list to choose
SMS Provider and the Notify Profile (specify the time of sending SMS). Then, type the
phone number in the field of Recipient (the one who will receive the SMS).

Applications =» SMS / Mail Alert Service

SMS Alert Mail Alert | Setto Factory Default |
Index SMS Provider Recipient Notify Profile Schedule{1-15)
1% 1- Local nurber v| 0912345678 | 1 - WNAR_Motify
2 1- Local number ¥ 1 - WAk _kotify
3 1- Local number ¥ 1 - WAk _kotify
4 1- Local number ¥ 1 - WAk _kotify
L 1- Local number ¥ 1 - WAR_Motify ¥
6 1- Local number ¥ 1 - WAR_Motify ¥
i 1- Local number ¥ 1 - WAR_Motify ¥
8 1- Local number ¥ 1 - WAR_Motify ¥
a 1- Local number ¥ 1 - WAk _kotify
10 1- Local number ¥ 1 - WAk _kotify
Note: &Il the SMS Alert profiles share the same "Sending Interval” setting if they use the same SMS
Provider.
e Cancel

9. Click OK to save the settings. Later, if one of the WAN connections fails in your router,
the system will send out SMS to the phone number specified. If the router has only one
WAN interface, the system will send out SMS to the phone number while reconnecting
the WAN interface successfully.
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Remark: How the customize the SMS Provider

Choose one of the Index numbers (9 or 10) allowing you to customize the SMS Provider. In
the web page, type the URL string of the SMS provider and type the username and password.
After clicking OK, the new added SMS provider will be added and will be available for you to
specify for sending SMS out.

Object Settings >> SMS | Mail Service Object

Profile Index: 9
Profile Name Custorm 1
Service Provider

Please contact with your SMS provide to get the exact LIRL String
eq:bulksms.vsms.net: 5567 /eapifsubmission/send_sms/2/2.07

Username=###tutlcard # 4
Bpassword=4## #tatPwd# ##amsisdn=4# #txtDest# # # dmessage=4# # #tutMog i & &

Username ilan

Password

Quota 10

Sending Interval 3 (seconds)

Note: 1. Only one message can be sent during the "Sending Interval"” time.
2, If the "Sending Interval" was set to O, there will be no limitation.

(0]:4 Clear Cancel
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3.8 How to Create an Account for MyVigor

The website of MyVigor (a server located on http://myvigor.draytek.com) provides several
useful services (such as Anti-Spam, Web Content Filter, Anti-Intrusion, and etc.) to filtering
the web pages for the sake of protecting your system.

To access into MyVigor for getting more information, please create an account for MyVigor.

3.8.1 Create an Account via Vigor Router
1. Click CSM>> Web Content Filter Profile. The following page will appear.

C5M == Web Content Filter Profile

Web-Filter License Activate
[Status:Mot Activated]

Setup Query Server auto-selected Find more
Setup Test Server auto-selected Eind more
Wehb Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Name
1. Default 5.
2. 6.
3. s
4. 8.
Administration Message (Max 255 characters) Cache : |L1+ L2 Cache +

<body»<center><brr<br><br><p>The reguested Web page <br> from %5IP% <br>to %URL%Y

<br>that is categorized with %CL% <br>has keen klocked by FRENAMEZ Wek Content
Filter.<p>Please contact your system administrator for further
information.</center></body>

Or

Click System Maintenance>>Activation to open the following page.

System Maintenance == Activation Activate via interface : | auto-selected »
Web-Filter License Activate
[Status:Mot Activated]

Authentication Message

Letivation authenticate fail, contact with support@draytek.com, 2012-10-30 16:17:01
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2. Click the Activate link. A login page for MyVigor web site will pop up automatically.

Please take a moment to register.

Membership Registration entitles you to upgrade firmware
for your purchased product and receive news about
upcoming products and services!

UserMame : I |

Password : | |

Auth Code | txxhdd

Hyouw cannot read the word, glid here

Forgotten passwaord?

Don't have a MyVigor Account ? Create an account now

It you are having difficulty logging in, contact our customer senvice.

Customer Sendce @ (386)3 597 2727 or

3. Click the link of Create an account now.

4. Check to confirm that you accept the Agreement and click Accept.

Create an account - Please enter personal profile.

epersonm Information Draytek provides hiyvigor(myvigor draytek com) service according to this agreement . Ywhen you use

GP references
eCompletion
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1. Agresment

[

Myigor service, it means that you have read, understand and agree to accept the tems listed in this
agreement. Draytek can modify or change the content of the tems without any reasons. it is
suggested for you to notice the medications or changes at any time. If vou still use MyYigor service
after knowing the modifications and changes of this service, it means you have read, understand and
agree to accept the modifications and changes. If you do not agree the content of this agreement,
please stop using MyYigaor service.

2. Registration
To use this service, you have to agree the following conditions:
[(3) Prowide your complete and correct information accarding to the registration steps of this service.
If voul provids snv incorrect or fake nformation here, DravTek has the okt to pauss of terminate

I'have read and understand the above Agreement. (Use the seroll bar to view the entire agreement)

[[<<Back | [ Accepts> |
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5. Type your personal information in this page and then click Continue.

6. Choose proper selection for your computer and click Continue.

Create an account - Please enter personal profile.

How did you find out about this website?
GAgreement
What kind of anti-virus do you use? |Am|V|r -
. . . | : =
Personal I would like to subscribe to the MyVigor e-letter
Information | would like to receive DrayTek product news.
Ple_ase s_elect tl'_le mail server for receiving the
_ verification mail.

GCompletion

[<< Back ] l Continue =3 J
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7. Now you have created an account successfully. Click START.

Create an account - Please enter personal profile.

Completion
oAgreement

A confirmation email has been sent to mary ted@tech.com
Please click on the activation linlt in the email

Personal

Information

to activate your account
e,Preferences ’TART
GCnmpletinn

8. Check to see the confirmation email with the title of New Account Confirmation
Letter from myvigor.draytek.com.

#AHEF Thiz 13 an automated message from mywigor. draytek com e+

Thank you (Mary) for creating an account.
Please chick on the activation link below to activate your account

Ll : Activate my Account

9. Click the Activate my Account link to enable the account that you created. The following
screen will be shown to verify the register process is finished. Please click Login.

Register Search for this site| H GO ]

Register Confirm

Thanlk for your register in WigorPro Yeb Site
The Register process is completed
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10. When you see the following page, please type in the account and password (that you just
created) in the fields of UserName and Password.

Please take a moment to register.

Membership Registration entitles you to upgrade firmware
for your purchased product and receive news about
upcoming products and services!

Auth Code ;

T4he1C

I you cannot read the word glick here

Forgotten password?

Don't have a MyVigor Account ? Create an account now

If you are having difficulty logging in, contact our customer service.
Customner Senvice : (386)3 597 2727 or

11. Now, click Login. Your account has been activated. You can access into MyVigor server
to activate the service (e.g., WCF) that you want.

3.8.2 Create an Account via MyVigor Web Site

1. Access into http://myvigor.draytek.com. Find the line of Not registered yet?. Then, click
the link Click here! to access into next page.

Dray Tek

A Home earch

yvgerfor ot 5

About Us

MyVigor website replaces the VigorPro site as DrayTek's portal site for l:l
Product the latest products and services in network security, including Anti- Userame
My Information Virus, Anti-Spam, Web Content Filter... etc. The products and functions Password
VigorPro that are supported in this site include: AuthCode :I
VigorPro Unified Security Firewall series: Q) k Vd
« Activation of Commtouch™ Globalview Web Content Filter If you cart read the AuthCode . click here
license key
« Activation of DT Anti-Virus license key
» Activation of Kaspersky Anti-Virus license key » Forget password?

hTH

Activation of Commtouc
membership

Anti-Spam license key and

Not registered yet ? Click here!

Vigor routers (for models that support Commlouchm}

« Activation of Commtouch™ Globalview Web Content Filter
license key

The MyVigor website contains a trail version of commtouchT™
GlobalView Web Content Filter, which allows the users to set filters to
block out undesirable web pages in the Internet jungle.

Please use IE 5.0 or above

{ resolution 1024+ 768 } for best More customer-oriented services are planned for MyVigor site for the
display. © DrayTek Corp near future.

119 Vigor2925 Series User’s Guide



2. Check to confirm that you accept the Agreement and click Accept.

Create an account - Please enter personal profile.

1. Agreement

epemomﬂ Information Dratek provices MyYigarimyvigor draytek com) service sccording to this sgreement. When you use
hlyigor service, t means that you have read, understand and agree to accept the tems listed inthiz
agreement. Draytek can modify o change the content of the tems without any reasons. s

eplefe[e“ces suggssted for you to notice the medications or changes at any time. If you stil use MyVigor service
after knowing the modifications and changes of this service, it means you have read, understand and

|

[

apree to accept the modifications and changes. If you do not agree the content of this agreemert,

. please stop using MyWigor service
eCompletlon

2. Registration
To uze this service, you have to agree the following conditions:

(=) Provide your complete and correct information according to the recistration steps of this service.

(L vou provide anv incorrect o fake information here DrayTek has the riokt to nauss or terminate

I have read and understand the abowe Agreement. (Use the seroll barto view the entire agreement)

[<<Back ] L Accept == ]

3. Type your personal information in this page and then click Continue.

4. Choose proper selection for your computer and click Continue.

Create an account - Please enter personal profile.

How did you find out about this website?
oﬁgreemem

What kind of antivirus do you use? |AntiVir s
. . ) | - .
Personal I would like to subscribe to the MyVigor e letter
nfermation I would like to receive DrayTek product news.

Please select the mail server for receiving the

. - . Global Server W

eCompletion [ << Back ] [ Continue == ]
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5. Now you have created an account successfully. Click START.

Create an account - Please enter personal profile.

Completion
GAgreement

A confirmation etail has been sent to mary ted@tech.com
Please click on the activation link in the email
to activate your account

Personal
Information

Grroerences START
GCompletiun

6. Check to see the confirmation email with the title of New Account Confirmation
Letter from myvigor.draytek.com.

#AHEF Thiz 13 an automated message from mywigor. draytek com ¥4k

Thank you (Mary) for creating an account.
Please click on the activation link below to activate your account

Ll : Activate my Account

7. Click the Activate my Account link to enable the account that you created. The following
screen will be shown to verify the register process is finished. Please click Login.

Register Search for this site
Register Confirm

The Confirm message of New Owner(Mary) mavbe timeout
Please trv again or contact to drayiek.com
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8. When you see the following page, please type in the account and password (that you just
created) in the fields of UserName and Password. Then type the code in the box of Auth
Code according to the value displayed on the right side of it.

Please take a moment to register.

Membership Registration entitles you to upgrade firmware
for your purchased product and receive news about
upcoming products and services!

UsetName : [MBIS' |
Password : |"" |
Auth Code : | TahelC T4he1C

If you cannot read the word, clidd here

Forgotten password? | Login |

Don't have a MyVigor Account ? Create an account now

It you are having difficulty logging in, contact our customer senvice.
Custorner Sendee : (388) 3 587 2727 or

Now, click Login. Your account has been activated. You can access into MyVigor server to
activate the service (e.g., WCF) that you want.
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3.9 How to Configure Certain Computers Accessing to Internet

We can specify certain computers (e.g., 192.168.1.10 ~ 192.168.1.20) accessing to Internet
through Vigor router. Others (e.g., 192.168.1.31 and 192.168.1.32) outside the range can get
the source from LAN only.

Internet

Y

PC PC
192.168.1.10 192.168.1.20

o

e emmmm==

The way we can use is to set two rules under Firewall. For Rule 1 of Set 2 under
Firewall>>Filter Setup is used as the default setting, we have to create a new rule starting
from Filter Rule 2 of Set 2.

1. Access into the web user interface of Vigor router.
2. Open Firewall>>Filter Setup. Click the Set 2 link and choose the Filter Rule 2 button.

Firewall == Filter Setup

Filter Setup | Setto Factory Default |
Set Comments Set Comments
Default Call Filter 7.
Default Data Filter 3.
9.
10.
11.
12.
Firewa == Filter Setup == Edit Filter Set
Filter St 2
Comim Default Data Filter
Filtell Rule Active Comments Mowve Up Move Down
#MNetBios -= DMNS Down
[l up Down
Fi up Down
4 ¥ up Down
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3. Check the box of Check to enable the Filter Rule. Type the comments (e.g., block_all).

Choose Block If No Further Match for the Filter setting. Then, click OK.

Firewall == Edit Filter Set == Edit Filter Rule

Filter Set 2 Rule 2

Check to enable the Filter Rule

Comments:

Index(1-15) in Schedule Setup:

Clear sessions when schedule
ON:

Direction:
Source IP:
Destination IP:
Service Type:

Fragments:

Application
Filter:
Branch to Other Filter Set:

C e e e

hlock_all ]

[ Enable

LAMRTAPN -= VAN A4

Ay
Any
Any
Cont Care hd

Action/Profile Syslog
Block If Mo Further Match s .|

T

mor

Note: In default, the router will check the packets starting with Set 2, Filter Rule 2 to
Filter Rule 7. If Block If No Further Match for is selected for Filter, the firewall of
the router would check the packets with the rules starting from Rule 3 to Rule 7. The
packets not matching with the rules will be processed according to Rule 2.

4. Next, set another rule. Just open Firewall>>Filter Setup. Click the Set 2 link and
choose the Filter Rule 3 button.

5.  Check the box of Check to enable the Filter Rule. Type the comments (e.g., open_ip).
Click the Edit button for Source IP.

Firewall == Edit Filter Set > Edit Filter Rule

Fi PR W

Check to enable the Filber Rule

Comments: lupen_ip ]

Index(1-15) in Schedule Setup: s s s

Clelar sessions when schedule [ Enable

oM

Direction: LARIRTAPMN -= WWAN v

Source IP: Ay

Destination IP: Any Edit

Service Type: Any

Fragments: Don't Care w

Application Action/Profile Syslog

Filter: Block Immediately w K
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7.

IP Address Edit

A dialog box will be popped up. Choose Range Address as Address Type by using the
drop down list. Type 192.168.1.10 in the field of Start IP, and type 192.168.1.20 in the
field of End IP. Then, click OK to save the settings. The computers within the range can
access into the Internet.

Address Type

|Range Address

vl

Start IP Address
End IP &ddress

Subnet Mask
Invert Selection

IP Group

ar IP Object
or IP Object

or IP Object
IPvG Group

aor IPvE Object
or IPvE Ohject

or IPvE Ohject

-
1192.168.1.10

192.168.1.20

0.0.0.0

[

HHEHE

[

ok ] |l

Close |

Firewall == Edit Filter Set >= Edlit Filter Rule

Now, check the content of Source IP is correct or not. The action for Filter shall be set
with Pass Immediately. Then, click OK to save the settings.

Filter Set 2 Rule 3

Check to enable the Filker Rule

Branch to Other Filker Set:

Cormments; |npen_ip

Index(1-15) in Schedule Setup: | | | |, | | |

Cle:ar sessions when schedule [ Enable

Cil;

Direction: LAMRTAPR - WaN v|

Source IP: (/1921581 10~182.168.1 20 | Edit
Destination IP: Ary | [ Edit ]
Service Type: lany | [ Edt_]
Fragments:

Application Action/Profile Syslog

Filer: | Pass Immediately v 1
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8.  Both filter rules have been created. Click OK.

Firewall == Filter Setup == Edit Filter Set

Filter Set 2
Comments : |Default Data Filter
Filter Rule Active Comments Mowe Up Move Down

xMNetBios -= DNS Down
block_all up Down
open_ip up Down
O up Dowin
Fl up Down
E] O up Down
O up

Mext Filter Set | Mone | w

[ ok ] [ clear ] [ cancel |

9.  Now, all the settings are configured well. Only the computers with the IP addresses
within 192.168.1.10 ~ 192.168.1.20 can access to Internet.
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3.10 How to Block Facebook Service Accessed by the Users via
Web Content Filter / URL Content Filter

There are two ways to block the facebook service, Web Content Filter and URL Content

Filter.
Web Content Filter,

Benefits: Easily and quickly implement the category/website that you want to block.

Note: License is required.
URL Content Filter,

Benefits: Free, flexible for customize webpage.

Note: Manual setting (e.g., one keyword for one website.)

l. Via Web Content Filter

1. Make sure the Web Content Filter (powered by Commtouch) license is valid.

C5M == Web Content Filter Profile

Web-Filter License

[Status:Commtouch] [Start Date:2012-12-31 Expire Date:2013-01-08]

Setup Query Server auto-selected

Setup Test Server auto-selected

Web Content Filter Profile Table:
Profile Name
Default

Ll e

Administration Message (Max 255 characters)

Profile

[ |~ | |

Activate

Find more

Find more

| Setto Factory Default |

Name

Cache : |L1+ L2 Cache *

<body><center><br><br><br><p>The requested Web page <br> from %53IF% <br>to FURLE

<br>that i= categorized with %CL%¥ <br>has been blocked by %RNAMEZ Webk Content
Filter.<p>»Pleasze contact your system administrator for further
information.</centexr></body>
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2. Open CSM >> Web Content Filter Profile to create a WCF profile. Check Social
Networking with Action, Block.

LTI L RIS E Ly es

Leisure
Select Al [JEentertainment [Jcames [sports
OTravel [Leisure & Recreation  [JFashion & Beauty
Clear All
Business
FEEE CBusiness [JJob search Oweb-based mail
Clear All
Chating
SEEENE [dchat [Jinstant Messaging
Clear All
Computer-Internet [ anonymizers [JForums & Newsgroups [ Computers
Select Al Ooownload Sites [Jstreaming, Downloads []Phishing & Fraud
Clear All [Jsearch Engine,Portals I Social Metworking I [Jspam Sites
Cmalware [Jeotnets [JHacking
[O1llegal software information Security ~ [JPeer-to-Peer
Other COadv & Pop-Ups Oarts O Transportation
Select Al [ compromised [Dating & Personals [JEeducation

3. Enable this profile in Firewall>>General Setup>>Default Rule.

Firewall == General Setup
General Setup
General Setup Default Rule

Actions for default rule:
Application Action/Profile Syslog

Filter 0O

Sessions Control 55 / O
Quality of Service O
Load-Balance policy (]
User Management | Mone v| O
APP Enforcement MNane w O
URL Content Filter MNane w O
I Web Content Filter 1-Default > I O
[Mone

. Create New
Advance Setting
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4. Next time when someone accesses facebook via this router, the web page would be
blocked and the following message would be displayed instead.

The requested Web page
from 192.168.2.114
to wwrw facebook.com/
that is categorized with [Social Networking]
has been blocked by Web Content Filter,

Flease contact vour system administrator for further information,

[Fowered by DrayTek)

Il. Via URL Content Filter

A. Block the web page containing the word of “Facebook”

1.  Open Object Settings>>Keyword Object. Click an index number to open the setting
page.

2. ]Icp the field of Contents, please type facebook. Configure the settings as the following
igure.

Objects Setting => Keyword Object Setup
Profile Index : 1
MName [Facehuok ]
Contents facebook|
Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.
Example:
Contents: backdoo%72 virus keep%20out

Result:
1. backdoor
2. wvirus
3. keep out

’ oK ] ’ Clear ] [ Cancel ]

3. Open CSM>>URL Content Filter Profile. Click an index number to open the setting
page.
4.  Configure the settings as the following figure.

129 Vigor2925 Series User's Guide



C5M == URL Content Filter Profile

Profile Index: 1
Profile Name: Facebook

Priority: Either - URL Access Control First % |  Log: Mone |

1.URL Access Control

[“lEnable URL &ccess Control prevent web access from IP address

Action: Group/Object Selections

Block Facebook

2.\Web Feature

[JEnable Restrict Web Feature
Action:

Pass | [dcookie proxy [upload File Extension Profile: |Mone v

[ Ok ] [ Clear ] [ Cancel l

5. When you finished the above steps, click OK. Then, open Firewall>>General Setup.

Click the Default Rule tab. Choose the profile just configured from the drop down list in

the field of URL Content Filter. Now, users cannot open any web page with the word
“facebook” inside.

B. Disallow users to play games on Facebook

1.  Open Object Settings>>Keyword Object. Click an index number to open the setting
page.

In the field of Contents, please type apps.facebook. Configure the settings as the
following figure.
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Objects Setting => Keyword Object Setup

Profile Index : 2

MName facebook-apps

Contents apps facebook
Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.

Example:
Contents: backdoo%:72 virus keep%20out

Result:
1. backdoor
2. virus
3. keep out

[ oK ] [ Clear ] [ Cancel ]

Open CSM>>URL Content Filter Profile. Click an index number to open the setting
page.
Configure the settings as the following figure.

CSM == URL Content Filter Profile

Profile Index: 2

Profile Name:  |face.apps

Priority: Either - URL Access Control First ¥ | Log: MNone %

1.URL Access Control
[¥]Enable URL Access Contral [OPrevent web access from IP address

Action: Group/Object Selections

Block | facebook

2.Web Feature
[Jenable Restrict web Feature

Action:
Pass v| [Ocookie [JpProxy [Jupload File Extension Profile: |Mone

W

[ Ok ] [ Clear ] [ Cancel ]

5. When you finished the above steps, please open Firewall>>General Setup.
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6. Click the Default Rule tab. Choose the profile just configured from the drop down list in
the field of URL Content Filter. Now, users cannot open any web page with the word
“facebook” inside.

Firewall => General Setup

General Setup
General Setup Default Rule

Actions for default rule:

Application Action/Profile Syslog
Filter O
Sessions Control o/ O
Quality of Service O
Load-Balance policy .
User Management MNone v| O
APP Enforcement Mone b O
URL Content Filter » O
Web Content Filter Mone - O
Advance Setting
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3.11 How to Setup Address Mapping

Address Mapping is used to map a specified private IP or a range of private IPs of NAT subnet
into a specified WAN IP (or WAN IP alias IP). Refer to the following figure.

Group 1

192.168.20.X
o NAT
192.168.1.23

WAN1
202.211.100.10

=

=

=

.a

Host 2 e

192.168.1.100 i3 Tt WAN2
= 203.98.200.10

WAN1 alias
202.211.100.11

Host 3

192.168.1.56 Group1 maps to WAN1
Host1 maps to WAN1
Host 2 maps to WAN1 alias
Host 3 maps to WAN2

Suppose the WAN settings for a router are configured as follows:

WANT1: 202.211.100.10, WANT1 alias: 202.211.100.11
WANZ: 203.98.200.10

Without address mapping feature, when a NAT host with an IP say "192.168.1.10" sends a
packet to the WAN side (or the Internet), the source address of the NAT host will be mapped
into either 202.211.100.10 or 203.98.200.10 (which IP or mapping is decided by the internal
load balancing algorithm).

With address mapping feature, you can manually configure any host mapping to any WAN
interface to fit the request. In the above example, you can configure NAT Host 1 to always
map to 202.211.100.10 (WAN1); Host 2 to always map to 202.211.100.11 (WANL1 alias);
Host 3 always map to 203.98.200.10 (WAN2) and Group 1 to always map to 202.211.100.10
(WANL1).

NAT Address Mapping function lets you specify the outgoing IP address(es) for one internal
IP address or a block of internal IP addresses.

We will take an example to introduce how to make use of this feature.
1. Log into the web user interface of Vigor2925.

2. Open WAN>>Internet Access. For WANL1, choose Static or Dynamic IP as the Access
Mode and click Details Page.

WAN >> Internet Access

Internet Access

Index Display Name Physical Mode Access Mode
WA Ethernet | Mone v Details Page || IPvB
WAKZ Ethernet Mone Details Page || IPv6
PPPoE _
LTE LISB Static or Dynarnic P Details Page || IPvB
WAN S LSE | PRTRILZTP | | Details Page || 1Py

Note: 1. Device on USBE port 1 applies LTE configuration.,
Device on USE port 2 applies Wak4 configuration,

Advanced fou can configure DHCP client options here,
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3. Set main WAN IP address as 202.211.100.10.

WAN >> Internet Access

WAN 1
PPPoE Static or Dynamic IP PPTPL2TP IPvG
) Enable @& Disable VAN IP Network Settingg [ \WAN IP Alias
Obtail IP add utomaticall
Keep WAN Connection (}3 N anr:]an address ahfum ically |*
[] Enable PING to keep alive o e.r ame Eal .
PING to the 1P [ ] | Domentame [ |
5 : Reguired for some I5Ps
PING Interval o |minute(s) DHCP Client Identifier for some ISP
WAN Connection Detection [ Enable
Maode ARF Detect v Username | |
Pina 1P I [ S, ' '
TTL: ® Specify an IP address
IP Address 202.211.10010
MTU 1442 [Max:1500) Subnet Mask 2062652550
Gateway IP Address I:l
RIP Protocol
[ Enable RIP & Default MAC Address
O Specify a MAC Address
wac acdress: 0 | 1o o Hhe | fa] 3]
DNS Server IP Address
Primary IP Address 3888
Secondary IP Address  |3.8.4.4

Click the WAN IP Alias button to configure the other IP address which is
202.211.100.11. Make sure Join IP NAT Pool is not checked. Click OK to save the
settings.

19201681 1 doc/wipalias. hitm Q5
WAMN1 IP Alias { Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool
1, s v
.« 202.211.100 11 J
3 0.0.0.0
4 0.0.0.0
a 0.0.0.0
=} 0.0.0.0
7 0.0.0.0
a. 0.0.0.0
<< 1-8 | 916 | 17-24 | 2532 == Next =
Okl luClearail,) | Close
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4.

After finished configuration for WAN1, open Load-Balance/Route Policy.

Loai-Balance/Route Policy d
Load-BalanceRoute Policy 10 ¥ | rules per page | Setto Factory Default |
Index Enable Protocol Interface Priority SSI:cCaIr"tj Sélr:-,ép Dgf;:r_ip DeEsntdIF‘ S[I;Egr:ii:: Egrg‘lf MSSE qu:\t?j
art  End
1 Any WAN1 200 Any Ay any ANy ANy Any Down
2 any WAN1 200 Any any any any  Any Aany  UP Down
3 Any  WANL 200 Any  Any  Any Any  Any  Any  UP Down
4 Ary  WANL 200 Any  Any  Any Any  Any Any  UP Down
5 ARy WAMN1 200 Any Ay Ay Any  Any  Any UP Down
6 Ay WAML z00 Ay Ay Ay Ay Any  Any  UP Down
7 Ay WAML z00 ANy Ay Ay Ay Any  Any  UP Down
8 Any WAaM1 200 Any Ay Ay any  Any  Any UP Down
9 &y WAM1 z00 ANy &y Ay Ay Any  Any  UP Down
10 &y WAM1 z00 ANy &y ANy Ay Any  Any  UP Down
<< 1-10 | 11-20 | 21-30 | 31-40 | 41-50 == Next ==

= \Wizard Mode: most frequently used sethings in three pages
Adyvance Maode: all settings in one page
Ok

Click Index number 1 and 2 to configure the details. After finished the settings, click OK
to save the settings respectively.

Load-Balance/Route Policy

Index: 1
¢ Enable
Criteria
Protocol Ay v
Source IP Ay
= SrocIP Range
Start: 1892168116 End:192.168.1.31
Src IP Subnet
Destination IP o ANy

Cest IP Range
Dest IP Subnet
Destination Port = ANy
Dest Port Start Dest Port End

~

Send via if Criteria Matched
Interface # YWANLAN AN M
WP VRN PR T
Gateway = Default Gateway
Specific Gateway
Priority
Low High
Priarity: (200 ' ==
250 150 0
Default Route Routes in Routing Table
JMore Options

(0] Clear Cancel Diagnose

Hote: Force NAT(Routing): NAT(Routing) will be performed on outgoing packets, regardless of which type of
subnet (NAT or IP Routing) they originate from,
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And

Load-Balance/Route Policy

Index: 2
¢ Enable
Criteria
Protocol Ay v
Source IP Any

Destination IP

Src IP Range
Start:192.1688.1.100
Src IP Subnet

Any

Cest IP Range
Dest IP Subnet

End:192.165.1.100

Destination Port o ANy
Dest Port Start Dest Port End
Send via if Criteria Matched
Interface = AR FLAMN T v
2-202.211.10011 «
WP YRR Y
Gateway = Default Gateway
Specific Gateway
Priority
Low High
Pricrity: 200 —
250 150 ]
Default Route Routes in Routing Table
|More Options
Ok, Clear Cancel Diagnose

Note: Force MAT(Routing): MAT(Routing) will be performed on outgoing packets, regardless of which type of
subnet (MAT or IP Routing) they originate from,

6.  Upon completing the above configuration, you have specified the outgoing IP address(es)
for some specific computers.
Load-Balance/Route Policy d
Load-Balance/Route Policy 10 v | rules per page | Setto Factory Default |
Dest Dest Dest Dest M 9
Index Enable Protocol Interface Priority  Src IP Start Src IP End P IP Port Port Sue Dlojv\::?'l
Start End Start End
1 Any WANL 200 192.168.1.16 192.168.1.31 Any Any Any Any Down
2 By V‘i*l*‘_mép 200 192.168.1.100 192,168.1.100 Any Any Any Any  UP  Down
1as
3 Any WANL 200 Any Any Any  Any  Any  Any  UP Down
4 Apry AN 200 Any Any Ay Any  Any Any  UP Down
7. Now, you bind some specific computers to some WAN IP alias for outgoing traffic.
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3.12 How to Setup Load Balance for Packets?

The following figure shows a simple application of load balance. WAN1 and WAN2 can be
used to access into Internet. The PC in LAN1 can send the data to the remote PC through the
specified WANL.

2

Remote PC Remote PC
203.65.1.35 139.75.244 .8

WAN2

s N WAN1
WAN1 Gateway:168.95.98.254 J

WAN2 Gateway:27.244.84.241
k.

\ 288

Any IP address \9}5

NAT PC

1. Access into web user interface of Vigor2925series. Open Load-Balance/Route
Policy>>General Setup.

General Setup

2. From the following web page, simply click Advance Mode and click index number #1.

Load-Balance/Route Policy o
Load-Balance/Route Policy 10 v | rules per page | Setto Factory Default |
o Dest Dest Dest Dest Move Mova

Index Enable Protocol Interface Priority  Src IP Start Src IP End 1P IP  Port Port Up Down

Start End Start End

1 Any WAML 200 Any Any Any  Any  Any  Any Down

A Any WANL 200 Any Any any  any  any  Any  UP Down

3 Any WANL 200 Any Any Any  Any  Any  Any  UP  Down

i Any WANL 200 Any Any Any  Any  Any  Any  UP Down

5 Any WANL 200 Any Any Any  Any  Any  Any  UP  Down

6 Any WARNT 200 Any Any Amy  Any  Any  any  UP Down

Fi Any WWAML 200 Any Any Any  Any  Any  Any  UP Down

i3 Ay WAMNL 200 Ay Any any  any  any  any  UP Down

9 Any WANL 200 Any Any Any  Any  Any  Any  UP  Down
10 Any WANL 200 Any Any Any  Any  Any  Any  UP Down
== 110 | 1120 | 2130 | 3140 | 4150 == ext >

Wizard Mode: most frequently used settings in three pages

* Advance Mode: all settings in one page

QK
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3. Inthe following page, check Enable; set Dest IP Start and Dest IP End with 203.65.1.35
and 203.65.1.35; choose WANL1 as the Interface; click default gateway; do not check
Failover To.

Load-Balance/Route Policy

Index: 1

¥/ Enable
Criteria
Protocol Any v
Saource IP ® ANy

Src IP Range

Src IP Subnet
Destination IP Ay

® Dest IP Range

Start:203.65.1.35 End:203.65.1.35

Dest IP Subnet
Destination Port & Any

Dest Port Start Dest Port End
Send via if Criteria Matched
Interface I 0w AN/LAN VAN v

1172163203 v

WPN WEN 1?97 v
Gateway I ® Default Gateway I

Specific Gateway
Priority

Low High
Priority: 200 Y ﬂ
250 150 o]
Default Route Routes in Routing Table

J More Options

Packet Forwarding to WaN via @ Force MAT
Force Routing

Failover to SO AN/LAN Default WAN v
YPN WPN 1,797 ¥

Route Policy |Index 1 ¥

Gateway * Default Gateway

Specific Gateway 0.0.0.0

QK Clear Cancel | Diagnose |

Note: Force MAT(Routing): MAT(Routing) will be perfarmed on outgaing packets, regardless of which type of
subnet {(MAT or IP Routing) they originate from.

4.  After finished the above settings, click OK to save the configuration.
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Load-Balance/Route Policy d

Load-Balance/Route Policy 10 v | rules per page | Setto Factory Default |
Src Dest Dest
Index Enable Protocol Interface Priority sre Ip P Dest [P Dest IP End Port  Port Move Move
Start Start Up  Down
End Start End
1 v Any WaMl 200 Any  Any 203.65,1,35 203.65.1.35 Any  Any Down
2 ARy W AN 200 Any ANy Any Any any  Any  UP Down
3 Any W AN L 200 ANy ANy Ay ANy Any  Any UP Down

Now, the packets sent to the remote PC (IP address: 203.65.1.35) will be forced to pass
through WANL.
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3.13 How to Authenticate Clients via User Management

Before using the function of User Management, please make sure User-Based has been
selected for the Mode Selection in the User Management>>General Setup page.

User Management >> General Setup

General Setup

Mode Selection:

Rule-Based is a management method based on IP address. aAdministrator may set

different firewall rules to different IP address.

# User-Based is 3 management method based on user profiles. Administrator may set
different firewall rules to different user profiles.

Notice for User-Based mode:

* In User-Based mode, Active Rules in Firewall will be applied to all LaAM clients, packets
that matches the Active Rules will be blocked or pass immediately, no user
authentication is required.

¢ Only Inactive Rules in Firewall can be set for individual user profile. In User-Based
mode, packets that do not match Active Rules will need authentication, and the
Inactive Rule applied to the specific user profile will then take effect.

Authentication page:

web authentication: ® HTTPS HTTP

With User Management authentication function, before a valid username and password have
been correctly supplied, a particular client will not be allowed to access Internet through the
router. There are three ways for authentication: Web, Telnet and Alert Tool.

User Management >=User Profile

Profile Index 3

1. Common Settings

¥ Enable this account

Username userl
password 0 |evemsess

Confirm Password  |sseseesa |

2. Web login Setting

Idle Timeout 10 mingsy 0:Unlimited
Max User Login 1 0:Unlimited
Policy Default v

The selection of items could be created as rules and which
not set to active.

External Server Authentication Mone v

Log Mone ¥

R Broesee Tracking Window o

Authentication ¥ weh ¥ Alert Tool ¥ Telnet

Landing Page
Index({1-15) in Schedule Setup: , f f

Enahble Time Quota 0O rmin. + | - 0 min.
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Authentication via Web

B Ifa LAN client who hasn’t passed the authentication opens an external web site in his
browser, he will be redirected to the router’s Web authentication interface first. Then, the
client is trying to access http://www.draytek.com and but brought to the Vigor router.
Since this is an SSL connection, some web browsers will display warning messages.

® With Microsoft Internet Explorer, you may get the following warning message.
Please press Continue to this website (not recommended).

® With Mozilla Firefox, you may get the following warning message. Select |
Understand the Risks.
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®  With Chrome browser, you may get the following warning. Click Proceed
anyway.

After that, the web authentication window will appear. Input the user name and the
password for your account (defined in User Management) and click Login.
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If the authentication is successful, the client will be redirected to the original web site that
he tried to access. In this example, it is http://www.draytek.com . Furthermore, you will
get a popped up window as the following. Then you can access the Internet.

Note, if you block the web browser to pop up any window, you will not see such window.

If the authentication is failed, you will get the error message, The username or
password you entered is incorrect. Please login again.
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B In above description, you access an external web site to trigger the authentication. You
may also directly access the router’s Web Ul for authentication. Both HTTP and HTTPS
are supported, for example http://192.168.1.1 or https://192.168.1.1 . Replace
192.168.1.1 with your router’s real IP address, and add the port number if the default
management port has been modified.

If the authentication is successful, you will get the Welcome Message that is set in the
User Management >> General Setup page.

User Management >> General Setup

General Setup

Mode Selection:

Rule-Based is a management method based on IP address. Administrator may set
different firewall rules to different IP address.

» User-Based iz a management method based on user profiles. Administrator may set
different firewall rules to different user profiles.

Notice for User-Based mode:

s In User-Based mode, Active Rules in Firewall will be applied to all LAM clients, packets
that matches the Active Rules will be blocked or pass immediately, no user
authentication is required.

* Only Inactive Rules in Firewall can be set for individual user profile, In User-Based
mode, packets that do not match Active Rules will need authentication, and the
Inactive Rule applied to the specific user profile will then take effect.

Authentication page:

web Authentication: ® HTTPS HTTP
Login Page Logo: | Default v
EHEEE | FBEIREE {Max 524 x 352 pixel) | Upload

Login Page Greeting

Display IP address on the dialog box pops up after successful login,

Landing page:

(Max 255 characters) Preview| Setto Factory Default |

<body stats=1><script language='javascript'>
window. lozation='http://www.draytek. com' </script></body>

8174 Clear Cancel
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With the default setup <body stats=1><script language="javascript'>
window.location="http://www.draytek.com'</script></body>, you will be redirected
to http://www.draytek.com . You may change it if you want. For example, you will get
the following welcome message if you enter Login Successful in the Welcome Message
table.

Also you will get a Tracking Window if you don’t block the pop-up window.

Don’t setup a user profile in User Management and a VPN Remote Dial-in user profile
with the same Username. Otherwise, you may get unexpected result. It is because the
VPN Remote Dial-in User profiles can be extended to the User profiles in User
Management for authentication.

There are two different behaviors when a User Management account and a VPN profile
share the same Username:

® If SSL Tunnel or SSL Web Proxy is enabled in the VPN profile, the user profile
in User Management will always be invalid for Web authentication. For example,
if you create a user profile in User Management with chaochen/test as
username/password, while a VPN Remote Dial-in user profile with the same
username “chaochen” but a different password “1234”, you will always get error
message The username or password you entered is incorrect when you use
chaochen/test via Web to do authentication.
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VPN ani Remote Access >> Remote Dial-in User

Index No. 1

User account and Authentication
Enable this account
Idle Timeout

300 second(s)

Allowed Dial-In Type

Username
Password({Max 19 char)

PIN Code

PPTR
IPsec Tunnel

[l L oTD ittt Jocer Diolicy a w
S5L Tunnel i
Fropern anne

Secret

IKE Authentication Method
Pre-Shared Key

[1 Digital Signature(x.509)

[ specify Remote Node
Femaote Client IP

ar Peer ID
MNethios Maming Packet @& Pass (O Block

Multicast via WPM O pass ®Block
(for some IGMP,IP-Camera,DHCP Relay..ete,)

Subnet
LAM 1T

[ &ssign Static IP Address
0.0.0.0

IPsec Security Method
Mediurn(aH)

High({ESP) DES

Local ID (optional)

3DES

chaochen

[1 Enable Maobile One-Time Passwords(mOTP)

AES

Lok JI

Clear | [ cancel |

If SSL Tunnel or SSL Web Proxy is disabled in the VPN profile, a User
Management account and a remote dial-in VPN profile can use the same

Username, even with different passwords. However, we recommend you to use

different usernames for different user profiles in User Management and VPN

profiles.
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Authentication via Telnet
The LAN clients can also authenticate their accounts via telnet.

1.  Telnet to the router’s LAN IP address and input the account name for the authentication;

2. Type the password for authentication and press Enter. The message User login
successful will be displayed with the expired time (if configured).

ired time iz "Unlimited”.

Note: Here expired time is “Unlimited” means the Time Quota function is not
enabled for this account. After login, this account will not be expired until it is
logout.

3. Inthe Web interface of router, the configuration page of Time Quota is shown as below.

User Management ==User Profile

Profile Index 3

1. Common Settings

¥ Enable this account

Usernarne user]
pazssward 00 |awsmesses

Confirm Password  [aeeseeaes

2. Web login Setting

Idle Timeout 10 mingsy O:Unlimited
Max User Login 1 0:Unlimited
Policy Default v

The selection of items could be created as rules and which
not set ta active.

External Server Authentication Mone v

Log Mone v

Pop Browser Tracking Window v

Authentication ¥ weh ¥ alert Tool ¥ Telnet
Landing Page

Index{1-15% in Schedule Setup:

¥ Enable Time Quota 0O mir. + Em mir.

147 Vigor2925 Series User's Guide



4.

If the Time Quota is set with “0” minute, you will get the following message which
means this account has no time quota.

2 time iz uwp, or it

If the Time Quota is enabled and time is not 0 minute,

User Management >>User Profile

Profile Index 3

1. Common Settings

¥ Enable this account

lIsername userl
password  |aememees

Confirm Password  |sessesees

2. Webh login Setting

Idle Timeout 10 mingsy 0:Unlimited
Max User Login 1 0: Unlimited
Policy Default v

The selection of items could be created as rules and which
not set to active,

External Server Authentication Mane v

Log Mone ¥

Pop Browser Tracking wWindow <

Authentication 4 weh ¥ alert Toal ¥ Telnet
Landing Page

Index{1-15% in Schedule Setup: ! A !

¥ Enable Time Quaota 20 min. + | - |10 min.

You will get the following message. The expired time is shown after you login.

nl, expired time iz "12

After you run out the available time, you can’t use this account any more until the
administrator manually adds additional time for you.
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Authentication via VigorPro Alert Notice Tool

Authentication via Web or Telnet is convenient for users; however, it has some limitations.
The most advantage with VigorPro Alert Notice Tool to operate the authentication is the
ability to do auto login. If the timeout value set on the router for the user account has been
reached, the router will stop the client computer from accessing the Internet until it does an
authentication again. Authentication via VigorPro Alert Notice Tool allows user to setup the
re-authentication interval so that the utility will send authentication requests periodically. This
will keep the client hosts from having to manually authenticate again and again.

The configuration of the VigorPro Alert Notice Tool is as follows:

1.  Click Authenticate Now!! to start the authentication immediately.

2. You may get the VigorPro Alert Notice Tool from the following link:
http://www.draytek.com/user/SupportDLUtility.php

Note:

B Any modification to the Firewall policy will break down the connections of all
current users. They all have to authenticate again for Internet access.

B The administrator may check the current users from User Online Status page.

User Management == User Online Status

Current Time : 01-01 00:44:08 Refresh Seconds: |10 ¥| Page: |1 ¥ | Refresh |
IndexProfile ~ |P Address User Last Login Time Expired Time Data QuotaIdle Time Action
1 admin 192.168.1.10admin 01-01 00:28:10  Unlimited Unlimited  Unlimited BlocklLogout
2 useri 192.168.1.10 user! 02-22 01:59:14  01:59:47 Unlimited 00:00:13 BlockLogout

Total Number @ 1
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3.14 How to use DNS Filter

The DNS Filter monitors DNS queries on UDP port 53 and will pass the DNS query
information to the WCF (web content filter) to help with categorizing HTTPS URL's.

Note: For DNS filter must use the WCF service profile to filter the packets, therefore
WCF license must be activated first. Otherwise, DNS filter does not have any effect on
packets.

In the following example, we will block search engine (e.g., www.google.com) and social
networking website (e.g., https://facebook.com).

1. Open CSM>>Web Content Filter Profile to set the categories. Make
sure WCF License has already been activated.

CSM >> Web Content Filter Profile L]

Web-Filter License Activate
[Status: Commtouch] [Start Date:2013-10-2E Expire Date:2013-11-25]

Setup Query Server auto-selected Find more

Setup Test Server auto-selected Find more

Check URL Cateqgory or report incorrect clasification

Web Content Filter Profile Table: | Setto Factory Default
ﬂ Name Profile Name

1. Cefault 5.

2. 6.

3. 1.

2. Click Index 1 link to open the following page. Disable all of the categories first. Then,
enable Search Engine, Portals, and Social Networking.

Action: | Block +
Groups Cateqories
Child Protection [ alcohal & Tobacco Ccriminal Activity [ Gambling
Selact All (Hate & Intolerance O lllegal Drug O Mudity
Clear Al Orarn & Sexually Oviclence Oweapons
Oschoal Cheating [Jsex Education OTasteless
[ child abuse Images
Leisure
Calect Al entertainment O cames DSpDrts
Orravel [Leisure & Recreation [Fashion & Beauty
Clear All
Business
Select Al Ceusiness 1ok Search web-hased Mail
Clear All
Chating
Select Al Cchat Oinstant Massaging
Clear All
Computer-Internet [ anonyrizers CForums & Newsgroups [ computers
Select All [ nounload citas [ lcireaming Do s [Phishing & Fraud
[ Clear Al ] M search Engine,Portals [ Social Netwaorking [Ospam sites
[Imalware [leotnets [OHacking
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3. Click OK to save the configuration.

4. A message box will appear. It's a message which reminds that the priority of URL Content
Filter is higher than Web Content Filter. Just press OK button to continue.

& The page at 192.168.1.1 says:

Motice: The prierity of URL Content Filter is higher than Web
Content Filter,

5. Open CSM>>DNS Filter. On the DNS Filter Local Setting, enable the DNS filter;
choose Block as the Syslog; choose WCF-1 Default.

CSM == DNS Filter

DHNS Filter Profile Tahle | Set to Factory Default|
Profile Name Profile Name
1 5.
2, 6.
3. i
4. 8.

DHNS Filter Local Setting

DNS Filter < Enable
Syslog Block v
WCF WCF-1 Default
UCE Mone ¥
Enable Block Page ¥ Enahble
Administration Message  (Max 255 characters) Default Message

<body><eenter><hrr<br><br><p>The regquested Web page <br> from %3IP% <br>to 3URL%

contact your system administrator for further information.</centers</body>

Legend:
%wSIP% - Source IP , WURL% - URL
WCL% - Category , "WRNAMEY™ - Router Name

Ok Cancel

6. Click OK to save the DNS filter configuration.

Now, all settings about blocking search engine and social website are complete. Please try to
access into www.google.com (the search engine) to see the result.
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= = O www.google.com

The requested Web page
from 192.165.1.11
to www google com
that iz categorized with [Search engines & Portals]
haz been blocked by DS Filter.

Pleasze contact your system admimistrator for further information.

[Powered by DrayTek]

From the Syslog, we can find out “google” is blocked.

DrayTek
= 7 = | WAN Information
1) =B ¢ O LT ” e e
— LI WANZ v 06 5017
L% p . LAN Information
Keyword: - @ TxPackats RN Packets WAN TP (Dynamic)  Gateway IP (Dynamic)
Apply to: a v| | Refresh | [ 215507 239950 VZ168.15.11 | 192.168.15.1
Firewall | VPN | User Access | Connection | waN | 1Ppax | Others |
@) show Syslog List () shew Defense Alert TOP10
| 1P Fiter Log | CSMLog  Defense Log
[Cpause
Message
[CSM_DNSF] [Block] [Service_Provider =CommTouch] [Cache Match] [Category =Search engines & Portals]http: //fch google
SEE SES A
[CSM_DNSF] [Block][Service,_Provider =CommiTouch] [Cache Match] [Category =Search engines & Portals]http: fwwiv. google. com: S3/[DNS] [HLen=2
0, TLen=50]

Vigor2925 Series User’s Guide 152



3.15 How to use AP Management function to check AP status
and deploy WLAN profile

The administrator can manage the access points linked to Vigor2925.

1.  Open Central AP Management>>Dashboard. Vigor2925 will detect the AP
connecting to the router automatically and display as below:

Auto Logout + m Central AP Management >> Dashboard
-
Event Loy

2000-01-01 00:00:02 [APM] [APS0Z_001DA4902010_0ldaadnzol
2000-01-01 00:00:02 [APM] [AP902_001DAAS02010 0ldaa30201
Z000-01-01 00:00:03 [APM] [AP90Z_001DAAS0Z010 Oldaad0z0l

Dashboard
Wizards
Online Status

WAN
LAN
Load-Balance/Route Policy

2000-01-01 00:00:06 [AFM] [APS0Z_001DAA902010_0ldaad0z0l
2000-01-01 00:00:06 [AFM] [APS0Z_00LDARSOZ010_0ldaas020l
NAT 2000-01-01 00:00:26 [APM] [AP90Z_001DAA902010_0ldaad0z0l
A 2000-01-01 00:00:58 [AFM] [¥igorAFS02 01daa30z010] Query
Hardware Acceleration 2000-01-01 00:00:53 [APM] [VigorAP0Z_01daad02010] Query
Firewall 2000-01-01 00:02:33 [APM] [VigorAP902Z_01daa902010] Query
User Management 2000-01-01 00:02:34 [AFM] [VigorAFS02z 01daad02010] Query
Objects Setting -
CSM
Bandwidth Management
Applications
VPN and Remote Access

1

192.168.1.10
WigoraPooo

Certificate Management

Central VPN Management

Central AP Management
Dashhoard

< | &l .
e R

In this case, a device named with VigorAP900 has been detected by Vigor router.

2. Open Central AP Management>>WLAN Profile to get the following page. Check the
box of the default profile to make the Edit button be available. Then, click the Edit
button.

Central AP Management => WLAN Profile

| Setto Factory Default |

Prafile Name Main SSID Multi-ssID | wian acL | Rate control | ]

Default DrayTek-LAN-A WRAHWPRAZ/PSK Enable Mone MNone

oooOos

[ Clone ] [ Edit ] [ Cancel ] [ApplyTUDevice]

3. When the following configuration page appears, make the changes you want and check
Apply to All APs. Then, click Next to access into the next page.

153 Vigor2925 Series User’s Guide



Device Settings

Profile Name Auto Provision
Z2nd Subnet ®Enable O Disable
Wireless LAN O Enable @ Disable
Operation Mode AP hd
2.4G Mode [Mixed(11b+1 1+ 1) |
2.4G Channel [2462MHz (Channel 11) |
WM OEnable @ Disable
Tz Power 100%

Wireless LAN OEnable @ pisable
Operation Mode

5G Mode [Mixad (11a+11n) v
5G Channel |5180MHz (Channel3s) v|

[ Cancel ] [ Mext ]

Note: Auto Provision can automatically apply the settings on Default profile to all of
the access points registered to Vigor2925 later. Hence, it is not necessary for you to
manually apply wireless profiles for APs respectively. Such feature will be convenient
for people who want to quickly deploy multiple Vigor APs in a large exhibition to
reach the goal of “plug and play” and “zero-configuration”.
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The following page allows you to modify related settings for 2.4G SSID of managed AP.
Make the changes you want for 2.4G SSID. Click Next for next page.

Central AP Management >> WLAN Profile

SSID1 SSID2 SSID3 SSID4
Active Enable Disable
SSID [DrayTek-LAN-A | [Lan-a v Owide ssi0
VLAN b ] ountag
Isolate CFrom Member
Security Settings
WPASNPAPSK v
Set up RADIUS Server if 802.1% is enabled.
WPA
WPA Algorithms OTkip OaEs @ TKIP/AES
Encryption Pass Phrase
Key Renewal Interval 3600 Seconds
WEP
Setup WEP Key if WEP is enabled.
802.1x WEP Enahble Disable
Access Control
Mode Maone v
List
Client's MAC Address : I:l : I:l : l:l : I:l : I:l : I:l
[ Add | [ Delete | [ Edit | [ Cancel |
Bandwidth Limit
Status OEnable  ®npisable Auto Adjustment | OEnable  ®Disable
[ Back ] [ Cancel ] [ eyt ]
Backup ACL Cfg: Upload From File: | BEESR | F8RIEEXR
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5. The following page is offered for you to modify related settings for 5G SSID of managed
AP. Continue to make any changes you want. After finished all of the changes, simply
click Finish.

Central AP Management »>> WLAN Profile

5G SSID1 5G §51D2 5G SSID3 4G S51D4
Active Enable Disable
SSID DrayTek-5G | [Lana v OHide sSID
VLAN 0 | (0:untag)
Isolate OFrom member
Security Settings
[ Disable v
Set up RADIUS Server if 802.1x is enabled.
WPA
WhA Algarithms TKIP 4ES TKIP/AES
Encryption Pass Phrase | |
Key Renewal Interval 3600 Seconds
WEP
Setup WEP Key if WEFP is enabled.
802.1x WEP Enable Dizable
Access Control
Mode
List
Client's MAC Address @ I:II:II:II:II:II:I
[ Add ] [ Delete | [ Edit | [ Cancel |
Bandwidth Limit
Status QOEnable @ Disatble Auto Adjustment | OEnable @ Disable
Upload |D | Khps Download |D | Khps

Note : 5G SSID Configuration only work with YigoraP800 v1.1.1 and newer APM Client.

[ Back ] [ Cancel ] [ Finish ]

Backup ACL Cfg : Upload From File: [ SERS | SEps

Now, the AP (represented with VigorAP900 detected by Vigor router will be applied with the
settings modified by Vigor router.
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3.16 CVM Application - How to manage the CPE (router) through
Vigor2925 series?

To manage CPEs through Vigor2925 series, you have to set URL on CPE first and set
username and password for Vigor2925 series. For this section, we use Vigor2860 series as the
example. All the CPE configuration will be done through Vigor2925 series.

3.16.1 Configure CVM Settings on Vigor2925 series
1. Access into the web user interface of Vigor2925 series.
2. Open Central VPN Management>>General Setup.

General Setup

3. Inthe following page, check the boxes for CVM Port and CVM SSL Port to enable the
port setting. Type the values for CVM Port, CVM SSL Port, Username, and Password
respectively. Remember the values configured in this page.

CVM == General Setup

General Settings IPsec VPN Settings
C¥M SEL Port: 5443
CWM Port: 5000
WaN IP for Remote Connection: WA |/ 111251 214 232

Copy the following URL to paste onto Remote devices” ACS Server URL field
"http://111.251.214,232: 8000/ACSServer/services/aCSServlet”
"https:/ /111,251,214, 232: B443/ACSServer/services/ ACS5ervlet"

Username: acs

Passward:  |eemess

Folling Interval: GO0 Seconds
Note:

1. To enable the CWM feature, one of the Port MUST be Enabled !

2. If you choose to use CWh Port, the data between C¥M Server & CPE Client will be
transfered in plaintext, and could be revealed to ISP,

4. Click OK to save the settings.
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3.16.2 Configure Settings on CPE

1. Inthe end of the CPE (here, Vigor2860 is used), access into the web user interface of the
CPE. Open a web browser (for example, I1E, Mozilla Firefox or Netscape) and type
http://192.168.1.1.

2. Open System Maintenance >> TR-069.

3. Inthe field of ACS Server, type the URL (IP address with port number) of Vigor2925
series and type the same Username and Password defined on the page of Central VPN
Management>>General Setup in Vigor2925 series. Then, click Enable for CPE Client
and then click OK to save the settings.

System Maintenance >> TR-069 Setting

ACS and CPE Settings

ACS Server On AN w

(ACS Server \
URL hﬂps:Hvig0r2925.ubddns.urg:844BIACSSewerﬁsewicesIACSSer\l

Username acs

Password e

CPE Client

@ Enable O Disable
LRL hitp: /M 92 1681002208069 cwmiCRMN htrml |
]

P (adupapa) |

Username igor

Password e
Periodic Inform Settings
) Disable
& Enable

Interval Time aon second(s)

STUN Settings

) Disable
@ Enable

4.  Open System Maintenance>>Management Setup.
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5. Check Allow management from the Internet to set management access control and
click OK.

System Maintenance == Management

IPv4 Management Setup IPv6 Management Setup
Router Mame Management Port Setup
@ User Define Ports O Default Ports
Default:Disable Auto-Logout Telnet Part 23 {Default: 23}
HTTP Fart an {Default: 20}
nternet Access Control
Allow management from the Internet HTTRS Port 443 (Default: 443)
TTETT Sarver FTP Part 21 (Default: 21)
HTTP Server TROGS Port 3063 {Default: B0A9)
HTTPS Server S5H Port 22 {Default: 22}
Telnet Server
TROBT Server CVM Access Control
[ 55H Server Clcwm Part 8000 | (Default: 2000}
Dicable PING fram the Internet Clcwm S50 Port: 8443 {Default: 2443)
LAN Access Control
Allow management from LAN
FTP Server

6. Open WAN>>Internet Access. Use the drop down list of Access Mode on WANL to
select MPoA (RFC1483/2684). Then, click Details Page.

7. Click Specify an IP address. Type correct WAN IP address, subnet mask and gateway
IP address for your CPE. Then click OK.

WAN == Internet Access

WAN 1
,—EEED.ELEEEDM MPoA | Static or Dynamic IP IPvG
| @ Enable | O Disable WAN IP Network Settings  [wan IP Alias
Modem Settings (for ADSL only) (%Obtain an IP address automatically
Router Mame Wigar2860 *

Multi-PC channel Channel 2 -

- Domain Mame
Encapsulation

1483 Bridged IP LLC + || [] DHCP Client Identifier *
PI 0 Username
VO 05 (D:l i iulusnl
Modulation Multimode v Ospecily an IP address
IP Address 192.168.100.220
WAN Connection Detection Subnet Mask 2605.266.265.0
Mode ARP Detect Gateway IP Address  [192168.100.254
Ping IP N_
TTL: (2} Default MAC Address
& Specify a MaC address
MTU 14972 (Max:1500) MAC Address: 00 | 1D | a4 EBE | 1B | B3
RIP Protocol DNS Server IP Address
[ Enakle RIP Primary IP Address o888
Bridge Mode Secondary IP Address  [8.8.4.4

[ Enable Bridge Mode
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Note: Reboot the CPE device and re-log into Vigor2925 series. CPE which has
registered to Vigor2925 series will be captured and displayed on the page of Central
VPN Management>>CPE Management.

3.16.3 Check CPE Maintenance Page
1.  Return to the web user interface of Vigor2925 series.

2. Open Central VPN Management>>CPE Management. Now there is one CPE
(Vigor2860n+) displayed on the screen.

CVM == CPE Management >> Managed Devices List

Managed Devices List CPE Maintenance Google Map Refresh
Managed Devices List

192.168.100.220
<@

[ Edt | [ Delete |

Unmanaged Devices List

Mac Address Device Description Name Location
Model
d
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3.17 CVM Application - How to build the VPN between remote
devices and Vigor2925 series?

When a remote device (e.g., Vigor2860n+ in the following figure) is managed by Vigor2925
series, it is easy to build VPN between these two devices.

1. Access into the web user interface of Vigor2925 series.
2. Open Central VPN Management>>VPN Management.

CVM == VPN Management

| Refresh |

Central Site

3. Click the device icon (e.g., Vigor2860n+) to display a drop down list. Then, click the
PPTP, IPsec or Advanced. In this case, click IPSec.

CVM == VPN Management

| Refresh |

Central Site

IPSec
PPTP
Advanced

CPE VPN Connection List
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4.  Wait for a moment and click Refresh. If VPN is built successfully, related information
will be displayed on CPE VPN Connection List.

CVM => VPN Management

| Refresh |

Central Site

CPE VPN Connection List

Type Remote IP Yirtual T — — =
vYP Network Pkts |Rate{Bps) Rate(Bps)| Time

IPsec Tunnel 111.243.78.13
[ ocvm_| BElBBEI VAES-SHAL suth wia WaN1 | T i3iLs

5. A LANto LAN profile for such VPN will be generated automatically. You can access
into VPN and Remote Access>>LAN to LAN of the remote device for viewing the
detailed information.

VPN and Remote Access >> LAN to LAN 5 )

LAN-to-LAN Profiles: | Setto Factory Default |

View: @Al O 0Online O 0Offline O Trunk |[ Search |
Index Name Active Status Index Name Active Status

(| v cvm_BA1BRS orline | 17. 777 O —
2. rickd O - 18. ikl O _—
3. i (| oo 19. e | -

VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings

Profile Mame cvn_B61BB3 | call Direction O Both © Dial-out @ Dial-in

Enable this profile [ always on

Idle Timeout EI second(s)

[ Enable PING to keep alive

WPN Dial-0Out Through

WANT First

| | PING to the IP | |
Methios Naming Packet  ®pass OBblock
Multicast via YPMH Opass @ plock

{for some IGMP,IP-Camera,DHCP Relay. etc.)

Note: The profile name is created automatically by the system (Vigor2925, the VPN
Server). Do not modify any value in such page to avoid VPN error.
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3.18 CVM Application - How to upgrade CPE firmware through
Vigor2925 series?

Download the newest firmware from your DrayTek website to USB Storage Disk for the
device (e.g., Vigor2860) managed by Vigor2925 series.

Vigor2860, as an example, is chosen for Vigor2925 to perform the CPE firmware upgrade
remotely in this case.

1.

Plug in USB storage disk onto Vigor2925 series via USB interface. Make sure the USB
disk has been installed correctly; otherwise, the firmware upgrade will not be successful.

Access into web user interface of Vigor2925 series. Open Central VPN
Management>>CPE Management and click the CPE Maintenance tab.

CVM == CPE Management >> CPE Maintenance

Managed Devices List CPE Maintenance Google Map Refresh
USBE Disk : Disk Usage USE Disk Connected =y
| Setto Factory Default |
Index Profile Name Device Name Action File/Path Schedule
1. L] (] TN o
2 51
3 01D
. 51 b
5. L] (] s oy
. 51
L 51
8. L] (] TN co
<< 18 | 916 ==
Note: To enable the schedulings, an USE storage MUST be plugged onto router.

Click any index number link, e.g., Index 1.
CVM == CPE Management >> CPE Maintenance

Managed Devices List CPE Maintenance Goog
LUSE Disk Disk Usage Use Disk Connectad
Index Profile Name Device Name
1.
2.
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4.  The Maintenance profile dialog appears.

Central VPN Management >> CPE Management >> Maintanance Profile

Profile Marme: 2860

Enable

Device Mame: 001DAABBTEBS »

Fouter Mame: T

Router Model: 7T

Action Type: Firmware Upgrade |+

Fil/path: Confi Rectors
Index in Schedule: Fir'rrr--'--':are U :I!:Hde

Note: Action and Idle Timeout settings will be ignored.

[ Ok ] [ Clear ] [ Cancel]

In the field of Profile Name, type a name for such maintenance profile; check Enable;
and choose the one you want to perform firmware upgrade from Device Name drop
down list. From the Action Type, choose Firmware Upgrade. Type the file/path of the
newest firmware or click Select to locate it. Specify the Schedule profile. At last, click
OK.

5. Now, a new maintenance profile has been created.

CVM >> CPE Management >> CPE Maintenance

Managed Devices List CPE Maintenance Google Map Refresh
USE Disk : Disk Usage UsE Disk Connected "Z
| Set to Factory Default |
Index Profile Name Device Name Action File/Path Schedule
1. Y2860 001DAABE1BRE Firmmware Upgrade 0 0 Moy
2. ] ] [ o
5 0 |
4 o |
5 0 ] 6
3 0 | b
L Rl
8. ] ] [ o
<18 | 916 ==
Note: To enable the schedulings, an USE storage MUST be plugged onto router,

6. Click Now to perform the firmware upgrade immediately for Vigor2860.
7. Wait for several minutes for firmware upgrade.
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8.  Then check the device information for the managed device if the firmware upgrade is
successful or not. Click Managed Devices List.

CVM >> CPE Management >> Managed Devices List

Managed Devices List CPE Maintenance Google Map Refresh
Managed Devices List

192.168.100.220

@
[ Edit | [ Delete |
Unmanaged Devices List
Mac Address D,EWCE Description Name Location
Model

9.  Click the icon of Vigor2860 and click Edit and view the software version.

"% S Avigor2925 ubddns org 044 Jdoc/epelnfo htm ¥

System Maintenance >> Managed Device Detail

rModel Marme
Device Mame
Fouter Mame
Manufacturer
ouI

Product Class
Mac Address
Location

IF

Part

LRI

Description
Hardware Yersion
Software Yersion

Modem Firmware Yersion

Yigor2860n+
oolDAABS1BEE

DrayTek
O01DA A
Yigor2860n+
0o01DbAABGLERS

192,168.100.220
a0E9

Ao /TR hitml
DrayTek Vigor Router
E

3.7.4.2_RZ4a

05-04-08-00-00-06 Annex_aA

Close

Another way to check if the firmware upgrade is completed or not, simply open Central

VPN Management>>Log & Alert.
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Advanced Configuration

This chapter will guide users to execute advanced (full) configuration through admin mode
operation.

1.  Open aweb browser on your PC and type http://192.168.1.1. The window will ask for
typing username and password.

2. Please type “admin/admin” on Username/Password for administration operation.

Now, the Main Screen will appear. Note that “Admin mode” will be displayed on the bottom
left side.

DrayTek avrrel,igms AE M e |
of v "e"

Dashboard
Wizards

Online Status WAN1 QoS
®
WAN WAN2 WCF
LAN °
Load-Balance/Route WLAN
NAT LE Lans (@
Hardware Accelerati
Firewall = =
User Management System Information Gt Status
Ohjects Setting Model Mame Yigor2925Ln System Up Time 5:25:5 Status
CSM Router Name DrayTek Current Time 2000 Jan 1 Sat 5:25:1 LTE access mode[Mona]
Bandwidth Managem Firmware Yersion | 3.8.2.1 Build Date,/Time MNov 19 2015 13:56:40 Access Tech
Applications | LAN MAC Address | DD-1D-AA-B5-BA-B4 -—-
VPN and Remote Acce Band
Certificate Manageme
Central VPN Manager IPv4 Internet Access —
General Setup Line / Mode IP Address MAC Address Up Time Operator
WAN1 Ethernet / Static IP Disconnected 00-1D-4A-55-BA-BS 00:00: 00 —
WAN? | Ethernet / --—- Disconnected 00-1D-AA-B5-BA-BE 00:00:00 Signal
LTE USE [/ -—- Disconnected 00-A0-CE-00-00-55 00:00: 00 -—— dBm
WAN4 | UsE /--- Disconnected 00-1D-AA-B5-BA-BS 00:00:00 New SMS
Wireless LAN —
SSL VPN Interface
USB Application WAN Connected: 0O, WANT WWANZ LTE WY AN Quick A
System Maintenance g ] LAN Connected: 0, @LANL LaNZ LAN3 LAN4 LANS LLCKIACCOES
Admin mode (3 WLANZ 4G Connected: 0
Status: Ready e Crrmactad: 0 1en T

3

4.1 WAN

Quick Start Wizard offers user an easy method to quick setup the connection mode for the
router. Moreover, if you want to adjust more settings for different WAN modes, please go to
WAN group.

4.1.1 Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANS), such as host PCs under the
management of a router since they do not need to be accessed by the public. Hence, the NIC
has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255
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What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with significant
ease of use. Meanwhile it provides access control, billing, and type of service according to
user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask for
a connection. Then a session will be created. Your user ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DNS server, and
other related information will usually be assigned by your ISP.

Network Connection by 3G/4G USB Modem

For 3G/4G mobile communication through Access Point is popular more and more,
Vigor2925 adds the function of 3G/4G network connection for such purpose. By connecting
3G USB Modem to the USB port of Vigor2925, it can support
HSDPA/UMTS/EDGE/GPRS/GSM and the future 3G/4G standard (HSUPA, etc).
Vigor2925n with 3G/4G USB Modem allows you to receive 3G signals at any place such as
your car or certain location holding outdoor activity and share the bandwidth for using by
more people. Users can use four LAN ports on the router to access Internet. Also, they can
access Internet via 802.11n wireless function of Vigor2925n, and enjoy the powerful firewall,
bandwidth management, VPN features of Vigor2925n series.

After connecting into the router, 3G/4G USB Modem will be regarded as the third WAN port.
However, the original WAN1 and WANZ2 still can be used and Load-Balance can be done in
the router. Besides, 3G/4G USB Modem in WAN3 also can be used as backup device.
Therefore, when WAN1 and WAN2 are not available, the router will use 3.5G for supporting
automatically. The supported 3G/4G USB Modem will be listed on DrayTek web site. Please
visit www.draytek.com for more detailed information.

Below shows the menu items for WAN.

Vigor2925 Series User's Guide 168



4.1.2 General Setup

This section will introduce some general settings of Internet and explain the connection modes
for WAN1, WAN2, WAN3 (or LTE) and WAN4 in details.

This router supports multiple-WAN function. It allows users to access Internet and combine
the bandwidth of the multiple WANS to speed up the transmission through the network. Each
WAN port can connect to different ISPs, Even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation. Please configure WAN1, WAN2, WAN3 (or
LTE) and WAN4 settings.

This webpage allows you to set general setup for WAN1, WAN2, WAN3 (or LTE) and
WANA4 respectively.

For all of the routers except for Vigor2925L and Vigor2925Ln---

WAN >> General Setup

Load Balance Mode: | Auto Weight b

Setup
Index Enable Mpngz?fi‘lf:::m I[_)Igir?ﬂ?]iﬂﬁﬁ?_?rflz Active Mode
WAN1 W Ethernet/Auto negotiation o/0 Always On
WANZ Y Ethernet/Auto negotiation o/0 Always On
WAN3 Y USB/- o/0 Always On
WAN4 W USB/ - o/0 Al ays On

Note: The line speed setting of WAN interface is available only when According to Line Speed is
selected as the Load Balance Mode.

For Vigor2925L and Vigor2925Ln----
WAN »> General Setup
Load Balance Mode: | Auto Weight v
Setup
Physical Line Speed{Kbps) .
Index  Enable Mode/Type DownLink/UpLink Active Mode
WARN1 b Ethernet/Auto negotiation o/0 Always On
WANZ K Ethernet/auto negotiation o/0 always On
LTE Y USBE/~ o/0 always On
WAN4 Y IISE/- o/0 Always On

Note: The line speed setting of WAN interface is available only when According to Line Speed is
selected as the Load Balance Mode.

Ok

(== )
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Available settings are explained as follows:

Iltem

Description

Load Balance Mode

This option is available for multiple-WAN for getting
enough bandwidth for each WAN port. If you know the
practical bandwidth for your WAN interface, please choose
the setting of According to Line Speed. Otherwise, please
choose Auto Weight to let the router reach the best load
balance.

Load Balance Mode: | Auto Weight v

According to Line Speed

Index Click the WAN interface link under Index to access into the
WAN configuration page.
Enable V means such WAN interface is enabled and ready to be

used.

Physical Mode / Type

Display the physical mode and physical type of such WAN
interface.

Line Speed Display the downstream and upstream rate of such WAN
interface.
Active Mode Display whether such WAN interface is Active device or

backup device.

Note: In default, each WAN port is enabled.

After finished the above settings, click OK to save the settings.
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WAN1/WAN2 with Ethernet
WANIL/WAN?2 is fixed with physical mode of Ethernet.

WAN >> General Setup

VAN 1
Enahle: YeS W
Display Mame:
Physical Mode: Ethernet

Physical Type:

Line Speed(Kbps):
Diowerilink
UpLink

wWLAMN Tag insertion :
Tag value:
Priarity:

Active Mode:
Active When:

Auto neaotiation  w

ll
Disable + |[Please configure Internet Access setting

first)
N (0~4099)
i} (0~7)

Failover s | Load Balance: [+

@ any of the selected WaN disconnect
O all of the selected WaN disconnect
wiak 1 Clwan 2 Clwan 2[00 wan 4

Hote:

The line speed setting of WaN interface is available only when According to Line Speed is selected

as the Load Balance Mode.

[ ok | [ cancel |

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode

Display the physical mode of such WAN interface.

Physical Type

You can change the physical type for WAN2 or choose
Auto negotiation for determined by the system.

Auto negotiation  |w

Auto negotiation

10M half duplex

100 full duplex

100M half duplex
100M full duplex [
10008 full duplex

Line Speed

If your choose According to Line Speed as the Load
Balance Mode, please type the line speed for downloading
and uploading for such WAN interface. The unit is kbps.

VLAN Tag insertion

Enable — Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
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packets sending by WAN interface.
Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is from 0 to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

Active Mode

Choose Always On to make the WAN connection be
activated always.

Al

g On »

Load Balance: Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in
connection status.

Active When

If you choose Failover as the Active Mode, Active When
will appear. Please specify which WAN will be the Backup
interface.

Active Mode: Failower | Load Balance:
Active When: ® any of the selected WAN disconnect

O all of the selected WaN disconnect
Clwwarn 10 lwan 2 COwan 3 Cwan 4

Any of the selected WAN disconnect — Such backup WAN
will be activated when any master WAN interface
disconnects.

All of the selected WAN disconnect — Such backup WAN
will be activated only when all master WAN interfaces
disconnect.

After finished the above settings, click OK to save the settings.
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WANS3/WAN4 with USB

To use 3G/4G network connection through 3G/4G USB Modem, please configure WAN3 or

WANA4 interface.

WAN == General Setup

WAN 3
Enable: feg |
Dizplay MName:
Physical Mode: LISB
Line Speed{kbps):
DownlLink 1]
UpLink a
Active Mode: Failaver | Load Balance:
active When: @ any of the selected WaN disconnect

O all of the selected WAN disconnect
Owan 1 Owan 2 wan 30wan 4

Note:

The line speed setting of WakN interface is available only when According to Line Speed is selected as

the Load Balance Mode.

[ Ok ] [ Cancel ]
Or
WAHN => General Setup
LTE
Enable: Yes ¥
Display Mame:
Physical Mode: LISE
Line Speed{kbpsy:
DiowenlLink 0
LipLink 0
Active Mode: Failover ¥ | Load Balance: ¥
Active When: & any of the selected WaN disconnect
All of the selected WAN disconnect
Wian 1L 0WAN 20 LTEL WaN 4
Note:

The line speed setting of WaN interface is available only when According to Line Speed is selected as

the Load Balance Mode,

Ok Cancel

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode

Display the physical mode of such WAN interface.

Line Speed

If your choose According to Line Speed as the Load
Balance Mode, please type the line speed for downloading
and uploading for such WAN interface. The unit is kbps.
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Active Mode Choose Always On to make the WAN connection being
activated always.

Failower b

NWEES ]y

Load Balance: Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in
connection status.

Active When If you choose Failover as the Active Mode, Active When
will appear. Please specify which WAN will be the Backup
interface.
Active Mode: Failover | Load Balance:
Active When: @ any of the selected WAN disconnect
O all of the selected WaN disconnect
Clwar 1 Owan 2| wan 3 Cwan 4
Any of the selected WAN disconnect — Such backup
WAN will be activated when any master WAN interface
disconnects.
All of the selected WAN disconnect — Such backup WAN
will be activated only when all master WAN interfaces
disconnect.

After finished the above settings, click OK to save the settings.

4.1.3 Internet Access

For the router supports multi-WAN function, the users can set different WAN settings (for
WANL/WAN2/WAN3/WAN4) for Internet Access. Due to different Physical Mode for WAN
interface, the Access Mode for these connections also varies. Refer to the following figures.

Access Mode for Etherenet,

WAN >> Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WlANT Ethernet MNone bt IPE

WWANZ Ethernet [=T=T=P= |Py5
Static or Dynamic IP

WANS UsBe PETE/L2TE [Py

WA 4 Use Mane i |PvE

Mote: 1. Device on USB port 1 applies WAN3 configuration.
Device on USBE port 2 applies WaN4 configuration.

You can configure DHCP client options here,
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Access Mode for USB,

WAN >> Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WARK T Ethernet Mane A
WWARKZ Ethernet Mane A Py
WANZ USh Mong v

Mone
WaANS USE 3G/4G USE Modem(PPP mode) P
Note: 1. Device on USE port 1 applies WAN3 CL..B.[.:T\TEGLHE?..Mudem(DHCP mode)
Device on USE port 2 applies WAN4 configuration.
You can configure DHCP client options here.
Access Mode for LTE (for L model only),

WAN => Internet Access

Internet Access

Index Display Name Physical Mode Access Mode
WANL Ethernet Static or Dynamic IP v Details Page || 1P
W ANZ Ethernet Mone v Details Page || IPv6

LTE USB Mone v Details Page || IPvG

WANS UsE 3G/4G LTE Modem{DHCP maode) Delaleates Wi

Note: 1. Device on USB port 1 applies LTE configuratian.
Device on USBE port 2 applies WaN4 configuration.

Advanced You can configure DHCP client options here.

Available settings are explained as follows:

Item Description

Index Display the WAN interface.

Display Name It shows the name of the WAN1/WAN2/WAN3 or
LTE/WAN4 that entered in general setup.

Physical Mode It shows the physical connection for WAN1/WAN2

(Ethernet) /WAN3 or LTE /WAN4 (USB) according to the
real network connection.

Access Mode Use the drop down list to choose a proper access mode.
Then, click Details Page for accessing the settings page to
configure the settings.

Details Page This button will open different web page (based on IPv4)
according to the access mode that you choose in WAN
interface.

IPv6 This button will open different web page (based on Physical
Mode) to setup IPv6 Internet Access Mode for WAN
interface.

If IPv6 service is active on this WAN interface, the color of
“IPv6” will become green.
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Advanced

This button allows you to configure DHCP client options.

DHCP packets can be processed by adding option number
and data information when such function is enabled and
configured.

WAN >> Internet Access

DHCP Client Options Status
Options List
Enable Interface Option Type Data

Enable:
Interface: Al WANL WANZ WANZ WAND WANS WANG WANT
[m] Oo o o o o O
Option Number:
DataType: () ASCII Character (EX: Option: 18, Data:/path)
() Hexadecimal Digit (EX: Option: 18, Data:2f70617463)
() Address List (EX: Option:44, Data:172,16,2,10,172,16.2.20...)
Data:

[ Add | [ Update | [ _Delete |

Note:

Option 61 has been given a default value.

You can configure option 6 1(Client Identifier) in "WAN = Interface Access” page.

If you choose to configure option 61 here, the settings in "WaN »>» Interface Access,Details Page" will he
overwritten.

Option 12 is reserwved, you cannot configure it here but you can configure it in "Router Mame" field of "WanN ==
Interface Access”.

Enable/Disable — Enable/Disable the function of DHCP
Option. Each DHCP option is composed by an option
number with data. For example,

Option number:100

Data: abcd
When such function is enabled, the specified values for
DHCP option will be seen in DHCP reply packets.

Interface — Specify the WAN interface(s) that will be
overwritten by such function. WANS5 ~ WAN?7 can be
located under WAN>>Multi-VLAN.

Option Number — Type a number for such function.

Note: If you choose to configure option 61 here, the
detailed settings in WAN>>Interface Access will be
overwritten.

DataType — Choose the type (ASCII or Hex) for the data to
be stored.

Data — Type the content of the data to be processed by the
function of DHCP option.
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Details Page for PPPoE in WAN1/WAN2

To use PPPOE as the accessing protocol of the internet, please click the PPPoE tab. The
following web page will be shown.

WAHN >> Internet Access

YWAN 1
PPPoE Static or Dynamic IP PPTPLZTP IPvi
) Enahble & Disable PPPMP Setup
PPP Authentication PAP or CHAP +
ISP Access Setuy| .

. P . | Idle Timeout 1 second(s)
Service Mame (Optional) IP Address Assignment Method (IPCP)
Username VAN 1P Alias
Password Fixed IP: O ves @& Mo (Dynamic IP)
Index(1-15) in Schedule Setup: Fixed IP Address

=} J Ll Ll
@ Default MAC Address

YWAN Connection Detection 0] Specify a MAC Address
Mode ARP Detect v MAC Address: o0 | fiD | Ja4 Hea | o7 | {28
MTU 1500 | (Max:1500)

Path MTU Discavery

Hote: (Optional) Required for some 1SPs. Leave blank if in doubt because the connection request
might be denied if "Service Mame" is incorrect,

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Enable/Disable Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

ISP Access Setup Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Service Name (Optional) - Enter the description of the
specific network service.

Username — Type in the username provided by ISP in this
field.

The maximum length of the user name you can set is 63
characters.

Password — Type in the password provided by ISP in this
field.

The maximum length of the password you can set is 62
characters.

Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Application >> Schedule web page and
you can use the number that you have set in that web page.

WAN Connection Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping

177 Vigor2925 Series User's Guide



Detection

Detect.

Mode - Choose ARP Detect or Ping Detect for the system

to execute for WAN detection. If you choose Ping Detect as

the detection mode, you have to type required settings for

the following items.

® Primary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary
IP address in this field for pinging.

® TTL (Time to Live) — Set TTL value of PING
operation.

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery — It is used to detect the maximum
MTU size of a packet not to be segmented in specific
transmit path.

Click Detect 